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Essay 7 

Information Security Policy 
Ingrid M. Olson and Marshall D. Abrams 

Th is essay discusses informat ion  securi ty  pol icy, focusing on  
informat ion  con t rol and disseminat ion, for  au tomat ed informa-
t ion  syst ems (AISs). Most  organ izat ions have som e sor t  of h igh -
level in format ion  pol icy t hat  addresses h ow an d what  in forma-
t ion  is t o be handled by t h e organ izat ion. AISs have changed 
h ow in format ion  can  be u sed. A fu r t h er  r efin em en t  of t h e h igh -
level in format ion  pol icy is n ecessary t o deal wit h  t h is au tomat ion  
and establ ish  what  is consider ed acceptable beh avior  wit h  r e-
spect  t o t h e informat ion. Th is refin em en t  process involves de-
t ermin ing t h e appropr iat e set  of pol icy-or ien t ed lim it at ions. It  
can  t ak e place at  many levels, from a t op-level corporat e decision  
t o a hardware implem en tat ion  ch oice. 

An  informat ion secur i ty pol icy addresses many issu es such  as 
t h e fol lowing: disclosur e, in t egr ity, and availabil it y concer ns; wh o 
may access what  informat ion  in  what  man n er; basis on  wh ich  
t h e access decision is made (for  example, user  charact er ist ic 
such  as nat ional ity or  group affin i ty, or  som e ex t ernal condit ion  
such  as t im e or  st atus); maximized shar ing versu s least  pr ivilege; 
separat ion  of du t ies; wh o con t rols and wh o owns t h e in forma-
t ion ; and au th or i ty issu es. In t h e past , R&D has focused pr imar-
ily on  DoD pol icies based on  user  clearances and dat a 
classificat ion , bu t  many oth er  access con t rol pol icies ar e in  use 
in  t h e manu al wor ld, in  ot h er  governm ent  agen cies, and in  t h e 
pr ivat e sector . Pol icies such  as a press r el ease pol icy (sensit ive 
u n t i l r el eased at  <t im e, dat e>), access based on  roles (on ly vice 
presiden t s and above have access), and many oth ers ar e r eal and 
usefu l pol icies wi t h  special charact er ist ics n ot  easi ly handled by 
most  cu rren t  syst ems. Th is essay discusses some of t h e aspect s 
t hat  must  be consider ed wh en  developing an  in format ion  secu -
r ity policy for  a given organ izat ion . 
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A pol icy is a plan  or  course of act ion , design ed t o influ ence and det er-
min e decisions, act ions, and oth er  mat t ers [AMER82]. Organ izat ions 
typical ly have m any pol icies govern ing al l aspects of t h eir  operat ions, 
secur ity being on e m ajor  considerat ion . Th e In format ion  Tech n ology 
Secur i ty Evalu at ion  Cr it er ia (ITSEC) defin e a corporat e secur ity policy as 
follows [COMM91]: 

Th e set  of laws, ru les, and pract ices t hat  r egu late h ow asset s in -
cluding sensit ive informat ion  ar e managed, prot ect ed, and dis-
t r ibu t ed wit h in  a user  organ izat ion. 

An  organ izat ional secur i ty policy has been  defin ed as follows [STER91]: 

Th e set  of laws, ru les, and pract ices t hat  r egu lat e h ow an  orga-
n izat ion  manages, prot ects, and dist r ibu t es r esources t o ach ieve 
specified secur ity policy object ives. Th ese laws, ru les, and prac-
t ices must  iden t ify cr it er ia for  according individu als au th or i ty, 
and may specify condit ions u nder wh ich  individu als ar e permit -
t ed t o exercise t h eir  au th or i ty. To be m ean ingfu l, t h ese laws, 
ru les, and pract ices must  provide individu als reasonable abil ity 
t o det ermin e wh et h er  t h eir  act ions violat e or  comply wi t h  t h e 
pol icy. 

Th is essay wi l l focus on  a subset  of t h e organ izat ional secur ity pol icy: -
t h e informat ion  secur i ty pol icy govern ing t h e prot ect ion  of information. 
Informat ion  is on e of many resources an  organ izat ion must  prot ect . 
Wh i l e t h e prot ect ion  of in format ion  has always been  a major  concern for  
organ izat ions, t h e comput er ized au tomat ion  of informat ion  has vast ly 
changed t h e t hr eats t o and vu ln erabi li t ies of t h e in format ion , resu lt ing 
in  a n eed t o fu r t h er  in t erpr et  and refin e t h e in format ion  secur ity policy 
for  t h e au t omat ed in format ion  syst em (AIS) environm ent . 

Th e ITSEC has defin ed a t ech n ical secur it y pol icy as fol lows 
[COMM91]: 

Th e set  of laws, ru les, and pract ices regu lat ing t h e processing of 
sensit ive informat ion  and t h e u se of resources by t h e hardwar e 
and softwar e of an  IT [in format ion  t ech n ology] syst em or  product . 

Th er e ar e many aspects t o a t ech n ical secur i ty pol icy or  an  informa-
t ion  secur i ty pol icy. Areas such as t h e label ing of t h e in format ion , ac-
cou n tabi li ty, informat ion  own ersh ip, modificat ion  of t h e in format ion , 
audit , and dissem inat ion  con t rols must  al l be addressed for  t h e pol icy t o 
be complet e. Th is essay focuses pr imar ily on  t h e informat ion  dissemina-
t ion / con t rol aspects of t h e pol icy Ñ  t hat  is, wh o can  access informat ion  
wit h in  t h e syst em and what  t h ey can  do as a consequ ence of such  ac-
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cess. In addit ion , t h e discussion  focuses on  t h e AIS-relat ed aspects of 
t h e pol icy. Ot h er  implem en tat ions of t h e pol icy may be possible t hrough  
person n el, physical secur ity, or  procedural con t rols. 

Pol i cy re f i n eme n t  

At  a h igh level, t h e informat ion  prot ect ion object ives of many organ i-
zat ions look very similar . For  example, t h e pol icy may stat e Òsensit ive 
informat ion  processed by t h e organ izat ionÕs resources shal l be proper ly 
safegu arded against  acciden tal or  maliciou s disclosur e, alt erat ion , de-
st ruct ion , or  delayÓ [OLSO90]. For  differ en t  organ izat ions, t h ough, t h is 
stat em ent  can  have very differ en t  implicat ions. Wit h in  t h e governm ent , 
t h is sensit ive in format ion  may be designat ed sensit ive u nclassified and 
be subject  t o t h e Pr ivacy Act  and/ or  t h e Com pu t er  Secur i ty Act . Na-
t ional-secur i ty-relat ed sensit ive informat ion is classified according t o 
complex ru les and is subject  t o Execu t ive Order 12356 and num erou s 
Departm en t  of Defense direct ives. Pr ivat e organ izat ions may iden t ify 
sensit ive informat ion  as propr ietary, person n el confiden t ial, source se-
lect ion  sensit ive, and so on, each  wit h  i ts own implicat ions of wh o may 
access t h e informat ion and u nder what  condit ions. 

Th e process of refin ing an  organ izat ionÕs h igh -level pol icy in t o an  im-
plem en table AIS secur i ty policy involves many choices and decisions, 
from top-level decisions concern ing organ izat ion  object ives t o hardwar e 
implem en tat ion  ch oices. Through  t h is refin em ent  process, t h er e wi l l be 
many repr esen tat ions of t h e pol icy. At  t h e h igh er levels, t h e pol icy is 
lik ely t o be wr i t t en  in  a natu ral langu age, wh ich  is easy t o u nderstand 
in  a gen eral way bu t  is also subject  t o ambigu it y. At  som e poin t , a pre-
cise formal langu age restat em en t  in  a formal secur ity policy model may 
be appropr iat e. Th e essay ÒFormal M et h ods an d ModelsÓ (Essay 8), by 
Wil l iams and Abrams, discusses t h ese differ en t  repr esen tat ions in m or e 
detai l. 

Nat ional pol icy, oth er  organ izat ion  pol icy, int er nat ional st andards, 
par t icu lar  project  r equ ir em en ts, pol i t ical issu es, implem entat ion  plat -
form lim itat ions, or  ot h er  factors may influ ence or  det ermin e som e of 
t h e pol icy refin em ent  decisions. Som e of t h e ch oices may have l egal, 
et h ical, or  pr ivacy issu es dr iving t h e decision. For  example, sh ou ld t h e 
stor ed record of a legal t ransact ion  be in  its or iginal form or  is an oth er  
format  acceptable? Wil l t h e organ izat ion  m on it or  t h e act ivit ies of i ts em-
ployees? Does t h e environm ent  fost er  open  exchange of informat ion  
and al low access t o everyon e u n less specifical ly den ied, or  is informa-
t ion  closely h eld and access den i ed t o anyon e u n l ess specifical ly 
au th or ized access? 

At  t h e implem en tat ion  end, l im itat ions of exist in g systems may not  al-
low for  precise implem entat ions of t h e defin ed organ izat ion  pol icy. In  
t h e past , r esearch and developm ent  have focused pr imar ily on  Depart -
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m en t  of Defense (DoD) pol icies based on  user  clearances and data clas-
sificat ion . Som e secur i ty m echan isms developed t o support  t h ese DoD 
pol icies may not  be u sefu l for  support ing t h e many oth er  informat ion  
secur ity policies in  use in  ot h er  governm en t  agencies and t h e pr ivat e 
sector . Th er efor e, ot h er  n on t ech n ical (for  example, admin ist rat ive) con-
t rols may n eed t o be implem ent ed arou nd t h e AIS t o support  t h e pol icy 
object ives, or  t h e organ izat ion  may accept  cer t ain  secur i ty compromises 
in exchange for  t h e ben efi ts of au tom at ion . So, wh i le a h igh -level pol icy 
decision  requ ir es m echan isms avai lable t o support  t h e decision , hard-
war e lim it at ions may also rest r ict  som e of t h e possible ch oices. Th e 
overall  arch it ectu r e of t h e syst em may dr ive som e of t h e pol icy choices 
as wel l. Decisions made for  a st and-alon e syst em may be qu it e differ en t  
from those m ade for  a large cen t ral compu t er  room faci li ty support ing 
hu ndr eds of users over  a local ar ea n et work, or  a dist r ibu t ed syst em  
spread ou t  over  a campus of bu i ldings, or  a cross-cou n t ry commu n ica-
t ion  n etwork. 

Th e r est  of t h is essay discusses som e of t h ese refin em en t  decisions 
t hat  must  be made in  developing an  implem entable in format ion  secur i ty 
pol icy and som e of t h e implicat ions of t h e decisions. 

I n f o r m at i on  secu r i t y  obj ec t i ves. Informat ion  secur ity or  informa-
t ion  t ech n ology (IT) secur ity has long been  consider ed t o consist  of 
t hr ee m ain  object ives: t h e preservat ion  of t h e in format ionÕs confiden t i-
al i ty, int egr ity, and availabil i ty [COMM91]. Don n  Park er , a fou nding fa-
t h er  in  t h e field of in format ion  secur ity, has also suggest ed adding t o 
t h e l ist  of object ives au th en t ici ty (Òth e val id represen tat ion  of t hat  
wh ich  it  is in t ended t o repr esen tÓ) and u t il i ty (Òth e stat e of being usefu l  
or  fit  for  som e purpose and design ed for  use or per forming a serviceÓ) 
[PARK91]. 

On e of t h e first  decisions in t h e pol icy refin em en t  process is t h e pr ior i-
t izat ion  of t h ese secur i ty object ives. In many cases, t h e wr it t en  pol icy 
wil l emphasize on ly on e object ive; h owever, for  most  environm en ts al l  
object ives are of som e concern . 

Con fiden t ial ity, or  t h e preven t ion  of u nau th or ized disclosur e of t h e in -
format ion, has been  t h e pr imary secur ity object ive of many of t h e DoD 
secur ity effor ts. Th e Trust ed Compu t er  Secur ity Evalu at ion  Cr it er ia 
(TCSEC) have con fiden t ial ity as t h eir  pr imary concer n. On e n ormal ly 
t h inks of t h e actu al informat ion  as being t h e concern for  prot ect ion . In  
a commu n icat ion  syst em, t h ough, in som e cases, knowing wh o is com-
mu nicat ing can  be as sensit ive as what  is being commu n icat ed. Th e fr e-
qu ency and volum e of commu n icat ion  cou ld also be very sensit ive. For  
example, incr eased m essage t raffic t o a mili t ary base cou ld indicat e an  
upcoming act ivi ty, or  incr eased t raffic between  two financial en t i t ies 
cou ld imply a financial st rat egy [SIMP90]. Met h ods of disclosure may also 
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vary, and fu r t h er  refin em en ts of t h e pol icy shou ld address all applicabl e 
ar eas. Un au th or ized disclosur e may be accomplish ed t hrough  

¥ wiretapping or  eavesdropping, 
¥ u nau t h or ized access t o t h e informat ion  in  t h e AIS ei t h er  by u n -

au th or ized users (for  example, hack ers) or  by au th or ized u sers ac-
cessing in format ion  t o wh ich t h ey ar e n ot  au th or ized, 

¥ pr in tou t s of sensit ive informat ion  sen t  t o u nat t ended pr in t ers i n  
public ar eas, or  

¥ large am ou nts of in format ion  leaving t h e organ izat ion  on  a floppy 
disk. 

Having a detai led pol icy abou t  r equ ir ed t ech n ical con t rols t o for estal l  
hack ers wil l n ot  adequ at ely prot ect  t h e organ izat ion  if ot h er  aspects of 
t h e pol icy do n ot  proh ibi t  au th or ized users from wr ongdoing. 

Int egr ity, an oth er  informat ion  secur i ty object ive, is a cu rren t  r esearch  
t opic. Th er e is n o accept ed single defin i t ion  of what  in t egr ity encom-
passes. A mu lt ipar t  defin i t ion  of in t egr ity has been  formu lat ed as follows 
[NCSC91a]: 

1. A subgoal of comput er  secur i ty wh ich  per t ains t o ensur ing t hat  
data con t inu es t o be a proper r epresen tat ion  of informat ion, and 
t hat  in format ion  processes con t inu e t o per form correct  processing 
operat ions. 

2. A subgoal of compu t er  secur ity wh ich per t ains t o ensur ing t hat  in -
format ion r etains i ts or iginal level of accuracy. 

3. Sou nd, u n impair ed, or  per fect  condit ion  [NCSC88]. 

Two examples of t h e ar eas t o consider  in  t h e pol icy refin em en t  proc-
ess are (1) in  a commu nicat ion  syst em, changing t h e order  in  wh ich  
m essages ar e r eceived or  wh en  t h ey ar e r eceived, and (2) repudiat ion : 
t h e den ial of ei t h er  t h e r eceipt  or  t h e or igin of a commu n icat ion. 

Th e avai labi li ty object ive is gen erally seen  as ensur ing t hat  t h e syst em 
is avai lable t o au th or ized users wh en  n eeded. In  l ife-support  syst ems, 
for  example, t h e availabil i ty object ive is paramou nt . Th e r ecen t  widely 
publish ed inciden t s of t h e In t er n et  worm and t h e large-scale t el eph on e 
ou tages in  major  m etropol it an  ar eas dem onst rat e t h e implicat ions of 
den ial of service. To dat e, li t t le r esearch has been  don e on  availabil i ty 
concer ns. Th e Canadian  governm en t  has recen t ly issu ed som e gu idance 
in t h is area. 

Gr an u l ar i t y  o f  c on t r o l s. A pol icy may affect  few or  many users. Som e 
pol icies are in t ended t o apply t o all users Ñ  for  example, on  a DoD sys-
t em, t h e pol icy en forcing t h e concepts of usersÕ clearances and data 
classificat ions. Ot h er  pol icies may apply on ly t o a specific appl icat ion  or  
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type of informat ion . Th e coarsest  granu lar ity is concern ed wit h access t o 
t h e en t ir e compu t er  syst em. If t h er e is access t o t h e en t ir e syst em, 
wh en  u sers are au t h or ized access t o t h e syst em, t h ey have access t o 
everyth ing on t h e syst em. For  single-u ser  syst ems or  syst ems dedicat ed 
t o a specific t ask, t h is granu lar ity of con t rol may be su fficien t . However, 
for  mu lt iuser  syst ems ru nn ing several applicat ions, a fin er  granu lar ity of 
con t rol is probably requ ir ed. Performance and overh ead considerat ions 
ar e k ey in  det ermin ing t h e l evel of granu lar ity. Th e flex ibi li ty of t h e pol-
icy and t h e abi li ty of t h e suppor t ing m echan ism to be t ailor ed as n eeded 
ar e also considerat ions. 

An ot h er  aspect  of granu lar ity is t h e issu e of cen t ralized versus decen -
t ralized con t rol. Wit h  cen t ralized con t rol, a single au t h or i ty con t rols al l  
secur ity aspects of t h e syst em, reducing t h e complexity of t h e secur i ty 
con t rols and t h e administ rat ive dem ands on  ot h er  users, wh i le cr eat ing 
a pot en t ial single poin t  of failu r e and bot t len eck . Decen t ralized con t rol, 
on  t h e oth er  hand, wh i le t ech n ically and admin ist rat ively mor e com-
plex, pu ts t h e r esponsibi li ty for  many secur ity fu nct ions in  t h e hands of 
individu als, users wh o ar e probably most  familiar  wi t h  t h e par t icu lar  re-
qu irem en ts of t h e informat ion. 

Au t h or i t y . A vit al par t  of defin ing t h e informat ion  secur ity policy is 
defin ing t h e au t h or i ty for  t h e pol icies and providing for  t h e del egat ion  of 
au th or i ty. Th e st r ength, scope, and span  of t h e AIS con t rols depend, at  
least  in  par t , on  t h e au th or i ty of t h e person or  organizat ion  t hat  mak es 
t h e ru les and main tains t h e in format ion  and ru les used by t h e syst em. 

At  t h e h igh est  level, for  example, t h e cou n t ryÕs presiden t  and nat ional 
pol icy or  t h e chairman of t h e board and corporate pol icy are t h e t op lev-
els of au t h or ity for  t h e pol icy. Th e level of au t h or ity is delegat ed as t h e 
pol icy is refin ed, and at  som e poin t , we r each  t h e bou ndary between  t h e 
admin ist rat ive con t rols among peopl e and t h e t echn ical con t rols wit h in  
t h e comput er . Defin ing t h is h i erarchy of con t rols is par t  of det ermin ing 
au th or i ty, and even  wit h in  t h e AIS t h er e wi ll  be levels of au th or i ty. For  
example, a user  may have au t h or ity over  h is own work ing fi les, t h e pro-
ject  manager  has au th or i ty over  t h e project  grou pÕs files, and t h e syst em  
admin ist rator  has au th or i ty over  syst em files. In addit ion, t h er e may be 
a secur ity officer  wh o has au th or ity over  al l fil es. 

An ot h er  aspect  of defin ing levels of au th or ity in  a syst em involves 
clear ly defin ing t h e differ en t  types of users and t h e r esponsibi li t ies and 
au th or i ty of each. Many systems suppor t  t h e concept  of groups and 
roles. Th e pol icy shou ld also address r elat ed issu es such  as wh o defin es 
group m embersh ip, wh en  t h e u se of groups is appropr iat e, wh et h er  a 
user  can  belong t o mor e t han  on e group, what  t h e individu al accou n t -
abi li ty requ ir em ents ar e wit h in  t h e grou ps, and h ow to r esolve conflicts 
between  individu al user  and group pr ivileges. As an example, a syst em  
may defin e fou r  types of users: 
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1. User. On e wh o has au t h or ized access t o informat ion on  a com-
pu t er . Au th or izat ions may include t h e abil ity t o r ead, wr it e, de-
let e, append, execu t e, and gran t / r escind permissions t o som e 
object s. For  example, t h e u ser  may be grant ed all permissions for  
h is own work ing files, read-on ly access t o project  files, and n o ac-
cess t o syst em files. For  som e in format ion , t h e user  may be t h e 
own er or  custodian. 

2. Ow ner. Th at  individu al manager or  represen tat ive of managem en t  
wh o has t h e r esponsibil ity for  making and commu nicat ing judg-
m ents and decisions on  beh alf of t h e organ izat ion  wit h  r egard t o 
t h e u se, iden t ificat ion, classificat ion , and prot ect ion  of a specific 
informat ion  asset . For  example, t h e own er of t h e informat ion  may 
be t h e on ly on e au th or ized t o grant / r escind user  pr ivileges t o ac-
cess t h e informat ion. 

3. Custodian. On e having au th or ized possession  of t h e informat ion  
and en t rust ed by t h e own er t o provide proper prot ect ion  in  an  on-
going operat ional environm ent . 

4. Security  administ rator. Th e person  r esponsible for t h e secur i ty of a 
syst em. Fu nct ions t hat  t h e secur ity admin ist rator  is expect ed t o 
per form include au dit ing, in i t ial izing, and main tain ing t h e secur i ty 
param et ers of t h e syst em. 

Po l i cy  dec i si on  at t r i bu t es. Anot h er  aspect  of refin ing t h e in forma-
t ion  disseminat ion / con t rol pol icy is det ermin ing what  informat ion  
n eeds t o be m ain tain ed abou t  t h e u sers and t h e informat ion  being ac-
cessed t o mak e t h e access con t rol decision . Th e inpu ts t o access con t rol 
decisions ar e at t r ibu t es of t h e user  (for  example, iden t i ty or  clearance 
level), at t r ibu t es of t h e informat ion being accessed (classificat ion  level, 
docum ent  n umber, source of informat ion ), or  som e at t r ibu t e of t h e envi-
ronm ent  or  con t ext  of t h e syst em (t im e of day, status). Each syst em  
must  sel ect  t h e r el evan t  informat ion  t o mak e an  access con t rol  deci-
sion . In gen eral, a pol icy specifies a compar ison  of subject  and object  
at t r ibu t es and/ or  con t ext , bu t  som e pol icies may involve on ly on e of 
t h ese set s. Som e at t r ibu t es may support  many pol icies (for  example, 
user  iden t i ty), wh i le ot h ers have a on e-t o-on e r elat ionsh ip wit h  t h e pol-
icy (for  example, source of t h e docum ent  may be used t o support  an  ac-
qu isi t ion  support  syst em). Th e fol lowing paragraphs br iefly descr ibe 
som e of t h e at t r ibu t es m or e common ly used. Th ey ar e divided in t o five 
main  cat egor ies: user  charact er ist ics, object  charact er ist ics, ext ernal 
condit ion, data con t en t  versus con t ext  at t r ibu t es, and oth ers. 

User characterist ics. User charact er ist ics ar e com mon ly used in  an  ac-
cess con t rol decision  process. Conceivably any at t r ibu t e of a user  cou ld 
be used (age, sex, r esidence, place of bir t h, and so on), as iden t ified by 
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t h e appropr iat e pol icy. Th e fol lowing ar e som e at t r ibu t es used in  cu r-
ren t  pol icies: 

¥ User clearance level. Th is at t r ibu t e is based on  nat ional pol icy t hat  
requ ir es t h e prot ect ion  of sensit ive nat ion al-secur ity-relat ed in -
format ion  based on  a user  clearance l evel and t h e informat ion  
classificat ion . Tradit ional mandatory access con t rols have been  
developed t o handle access con t rol based on  t h is at t r ibu t e. How-
ever, t h er e is li t t le consensu s on  t h e appl icabil ity of t h ese types of 
con t rols ou t side of syst ems handl ing t h e h i erarchical user  clear -
ance/ informat ion  classificat ion sch em e. 

¥ Need-to-know . An  at t r ibu t e may be associat ed wit h  a user  t hat  in -
dicat es t hat  t h e u ser  has t h e Òn eed-to-kn owÓ for  a cer t ain  type of 
informat ion . Th is type of at t r ibu t e is common ly u sed in  t h e in t el l i -
gence commu n ity. It  also may apply in ot h er  sensit ive applica-
t ions, such  as payroll, wh er e on ly t h e payrol l clerk  and an  
employeeÕs supervisor  have t h e Òn eed-to-kn owÓ for  an  employeeÕs 
salary informat ion. 

¥ Role. Associat ed wit h a user  may be t h e role in  wh ich  t h e user  is 
cu rren t ly act ing. For  example, t h er e m ay be t h e role of Òordinary 
user ,Ó wh ich  does n ot  allow for  any special  pr ivileges. Ot h er  rol e 
examples include posit ion  t i t le, place in  t h e organ izat ion, or  fu nc-
t ion , such  as secur ity officer , data en t ry clerk , or  departm en t  
manager. 

¥ Group af f ini ty . Th is at t r ibu t e migh t  include nat ional i ty, employer , 
or  user  organ izat ion . Wit h in  t h e D epartm en t  of Defense, t h e des-
ignat ion  NOFORN (n ot  rel easable t o for eign  nat ionals) uses t h e 
nat ional i ty at t r ibu t e, as does t h e mark ing NATO (wh ich  implies 
individu als from cer t ain  cou n t r ies may have access if t h ey have 
t h e appropr iat e n eed-to-kn ow). Except ions t o ei t h er  of t h ese pol i -
cies may also be specified in  t h e form Rel easable t o X. 
NOCONTRACT (n o con t ractor) is a pol icy used in  t h e federal gov-
er nm ent  t o indicat e on ly gover nm ent  employees may have access. 
For  t h is pol icy, t h e employer  at t r ibu t e cou ld be u sed. Company 
Con fiden t ial is a similar  policy used in  t h e pr ivat e sect or  t o l im it  
access t o individu als wit h in  t h e organ izat ion. Today, most  of 
t h ese pol icies are handled admin ist rat ively. 

Object characterist ics. Ot h er  common at t r ibu t es used in  t h e access 
con t rol decision  process ar e at t r ibu t es associat ed wi t h  t h e informat ion  
being accessed. Several examples of t h ese at t r ibu t es fol low: 

¥ Sensit ivi ty  labels. Wit h in  t h e Depar tm en t  of Defense, t h er e is a 
wel l-defin ed st ructu r e for  label ing informat ion  wit h  a h i erarch ical 
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classificat ion  level (Unclassified, Con fiden t ial, Secr et , or  Top Se-
cret ). In  addit ion , wit h in  t h e DoD/ in t el l igence commu n ity, t h er e 
ar e num erou s compartm en ts, cat egor ies, han dling r est r ict ions, 
and ot h er  mark ings used t o fu r t h er  rest r ict  access t o informat ion , 
and wel l-defin ed pol icies stat ing t h e access ru les Ñ  for  example, 
LIMDIS (l im it ed dist r ibu t ion ), ORCON (or iginator  con t rol led), an d 
PROPIN (propr ietary informat ion ). 

¥ Information identi f iers. Ot h er  iden t ifying at t r ibu tes of t h e informa-
t ion  cou ld also be used Ñ  for  example, t h e source or  or iginator  of 
t h e informat ion, t h e own er of t h e informat ion, and t h e docum en t  
number. 

¥ Access control lis t. Associat ed wit h t h e in format ion  may be a list  of 
wh o is au th or ized t o access t h e in format ion . Th e own er of t h e in -
format ion  migh t  be allowed t o specify t h e l ist  according t o what -
ever  cr it er ia h e ch ooses Ñ  for  example, Òwh o do I lik eÓ or  n eed-to-
know. 

External condit ion. Som e pol icies migh t  be based on  at t r ibu t es associ-
at ed wit h  som e ext ernal condit ion  (con t ext ), su ch as t im e, locat ion, or  
status. In addit ion , m ost  of t h e ot h er  at t r ibu tes pr eviou sly discussed 
wer e assum ed to be r elat ively st at ic. Som e pol icy decisions may be 
based on  data t hat  is expect ed t o change: 

¥ Locat ion. Access may be based on  locat ion  (for  example, on ly a 
user  from th e main office is al lowed access t o som e informat ion ). 

¥ Time. Access t o t h e in format ion  may vary wi t h  t im e (a pr ess re-
lease pol icy wh er e t h e in format ion  is h ighly sensit ive u n t il 9:00 
a.m. on  Tu esday morn ing, wh en  it  is made publ ic). 

¥ Status. A status var iable may be main tain ed t hat  r eflects som e 
condit ion  in  t h e r eal wor ld t hat  affects t h e pol icy decision  made 
(cr isis or  exercise status). 

Data content versus context. Som e access con t rol  policies may depend 
on  t h e valu e of t h e data. For  example, user  X may not  be al lowed t o see 
t h e person n el file of anyon e earn ing m ore t han  $20,000. Mor e complex 
pol icies may depend on  con t ext  Ñ  t hat  is, t h e iden t i ty of oth er  data 
fields. Th e use of st at ic labels is a carryover from manu al m et h ods of de-
t ermin ing t h e sensit ivi ty of in format ion . Th e dynamic det erminat ion  of 
access based on  con t en t  and con t ext  has been  recogn ized as a pot en -
t ial replacem ent  for  stat ic labels and is cu rren t ly a t opic of research , par-
t icu lar ly in t h e database ar ea [SMIT88]. Th e ru les for  such dynamic real-
t im e evalu at ion  of con t en t  and con t ext  ar e very complex and probably 
n ot  wel l u nderstood in t h e manu al wor ld. 
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Others. Most  au tom at ed comput er  secur i ty and access con t rol t oday 
focus first  on  secr ecy pol icies. As r esearch  con t in u es and t ech n ology de-
velops t o support  t h e in t egr ity and avai labi li tyEr r or !  Bo ok m ar k  n o t  
def i n ed. concerns, oth er  types of at t r ibu t es wi ll su rely be n eeded t o 
support  t h ose ar eas as wel l. 

Sum ma ry  

Th is essay has reviewed som e of t h e pol icy decisions n ecessary to re-
fin e a h igh -level in format ion  disseminat ion / con t rol pol icy in t o an im-
plem en table access con t rol pol icy. Informat ion  secur ity pol icy issu es 
t hat  wer e discussed wit h  r egard t o pol icy refin em ent  include informa-
t ion  secur ity object ives, granu lar ity of con t rols, au th or i ty, and pol icy de-
cision at t r ibu t es. 

Con c l u si on s 

Many types of informat ion  secur i ty pol icies ar e in  use t oday in  t h e pr i-
vat e sector  and t h e federal governm ent , bu t  t ech n ology st il l has a long 
way t o go t o adequ at ely and efficien t ly support  most  of t h ese pol icies. 
However, t h e process of refin ing an  organ izat ion  pol icy is cr it ical t o u n -
derstanding t h e secur i ty requ ir em ents of t h e in format ion , n ot  on ly t o 
adequ at ely prot ect  t h e r esources of t h e organ izat ion , bu t  also t o gu ide 
t h e dir ect ion of t ech n ology t o provide t h e au t omat ed support  for  t h ese 
pol icies. 
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