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I
SUCCESS WITH SAC

Need alignment of value systems
» Users are pragmatists
« Successful vendors are pragmatists

SAC needs to be:
— Flexible

— Dynamic

— Application-specific

T
PRESENTATION SUMMARY

» Gemini Security Kernel Protection Mechanisms

» Typical Application of Protection Rings

» Using Program Integrity to Partition a File System
» Using MLS to Partition a File System

» GemGuard Application

« GemGuard Architecture

» Gemini Webserver Architecture
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GEMINI SECURITY KERNEL

PROTECTION MECHANISMS

» Label-Based MAC

* Ring Brackets

* Multi-Ring & Multi-Level File System
+ Segmentation

* Process Separation

* Encryption and Key Management
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TYPICAL APPLICATION OF
PROTECTION RINGS
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USING PROGRAM INTEGRITY TO
PARTITION A FILE SYSTEM
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UNITED STATES
DEPARTMENT OF DEFENSE

Certificate of Appreciation
Presented to -

Gemini Computers Incorporated

This certificate is presented in recognition of the contribution
you have made in the Computer Security Effort
through your success in developing a product,

Gemini Trusted Network Processor with Integrated Encryption (A1)

which meets the criteria for placement on
the Evaluated Products List for Trusted Compxﬁ;er Systems.

Directar
“NATIONAL COMPLUTER SECURITY CENTER
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GEMGUARD PROTECTION & BENEFITS
*High Assurance Security -- hardware & kernel enforced protection against malicious software.
*Multilevel Security -- enforces non-bypassable organizational access controls.
Cr ic C ication Security -- IPSec-based ication, confidentiality, integrity (DES, 3DES, MD5, SHA-1)

«Integrated Information System Security -- complementary protection at transport & network layers, support multi-vendor products
with increased security and assurance while reducing cost and risk.
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GEMGUARD ARCHITECTURE
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GEMINI WEBSERVER ARCHITECTURE
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