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Abstract
This paper describes the implementation of key concepts from the Department of Defense
Goal Security Architecture (DGSA). This architecture requires strong separation of
information domains and assumes no apriori relational structure of the sensitivity of the
domains. Transfer of information between two domains is limited to those whose policies
permit that transfer and are constrained to occur within platforms that host both information
domains. Further, information domains may be hosted simultaneously on multiple
platforms that may utilize heterogeneous hardware and software.

Virtual Machines (VMs) are used to separate domains on a given platform. Virtual Private
Networks (VPNs) are used to separate domains when information is transmitted from
platform to platform. Key requirements for the VMs and VPNs to be used will be related to
those of the DGSA.
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DGSA Requirements

� Requires Information Domains with
common:
� Security Policy (confidentiality, integrity,

availability, accountability)
� Set of Principals  (users) with varying level of

privilege
� Set of uniquely identified Information Objects

which for a given principal are all treated
identically

© 2000 Institute for Defense Analysis, Alexandra VA 22311-1772

DGSA Characteristics

� DGSA assumes:
� use of an available common carrier that offers

no additional protections
� Information Domains distributed across

heterogeneous platforms possibly using
different mechanisms to enforce security

� No weakest link -- security has a measure no
less than Z anywhere the Information Domain
is implemented
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DGSA Characteristics (2)

� Information Objects reside on one host at a
time (accountability)

� DGSA does not assume that the sensitivity
of information in one domain bears any
relationship to that of any other: IDs are
strictly isolated unless policy permits.

� Information exchange between IDs are
governed by inter-ID policy

© 2000 Institute for Defense Analysis, Alexandra VA 22311-1772

DGSA Characteristics (3)

� DGSA is specified in a very abstract way
that elides almost all implementation details

� DGSA does not provide any guidance about
implementation

� The implementer must show that his
implementation preserves the DGSA
properties
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Implementation

� Strict separation of Information Domains
� On each platform

� When participating in a computation
� When residing in storage

� In the network
� When an Information Object is being transferred

from one host to another


