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anomaly detection algorithms. Following completion
of the training phase, the system operates in the
detection phase in which alarms are raised for events
that deviate significantly from the normal profile.
Complementary to this approach, another variety of
anomaly detector uses some form of specification of
normality to construct the normal profile. Various
types of specification approaches have been proposed,
including specification of application behavior [4] and
specification of network protocol behavior [5].
This paper addresses two fundamental IDS issues.
The first underlies all of the disparate forms of
intrusion detection based on a probabilistic model, the
problem of confidence in an inference drawn from an
IDS sensor’s output. A given probabilistic model used
by an IDS, e.g. Bayesian, can be used to draw a
quantitative inference over some observation, such as
whether an exploit has occurred given a sensor has
produced an alert, but what confidence can be assigned
to such inferences? The answer depends on the
confidence in the model parameters (e.g. false positive
rate). We show that high confidence Bayesian
inference is infeasible under typical conditions of
uncertain model parameters. We argue that model
parameters cannot be confidently estimated with
arbitrarily high confidence and hence IDS inference
uncertainty is an issue to be addressed. Secondly, we
consider the low base rate problem in Bayesian IDS
inference. This problem, denoted the base rate fallacy
by IDS researchers, can result in low predictive value
for a model inference under very low (i.e. real-world)
base rates.
We examine both issues and show that neither is
fatal because many real-world attacks involve multiple
chained exploits. We refer to probabilistic inference in
such cases as multi-step inference. The traditional case
of inferring the occurrence of an exploit via
observation of an alert associated with that one exploit
is referred to here as single-step inference. Our analysis
shows that the two issues of inference confidence and

Abstract
Existing approaches to characterizing intrusion
detection systems focus on performance under test
conditions. While it is well-understood that operational
conditions may differ from test conditions, little
attention has been paid to the question of assessing the
effect on IDS results of parameter estimation errors
resulting from these differences. In this paper we
consider this question in the context of multi-step
attacks. We derive simulated distributions of the
posterior probability of exploit given the observation
of a series of alerts and bounds on the posterior
uncertainty given a particular distribution of the model
parameters. Knowledge of such bounds introduces the
novel prospect of a confidence versus agility tradeoff
in IDS administration. Such a tradeoff could give
administrators flexibility in IDS configuration,
allowing them to choose detection confidence at the
price of detection latency, according to organizational
priorities.

1. Introduction
In 1987, Denning [1] introduced the concept of a
general-purpose intrusion detection model designed to
detect intrusions based on deviations from an existing
model of normal system use. This approach inspired
much subsequent research in the area of anomaly
detection and the development of various anomalybased intrusion detection systems (IDSs). An example
of an early IDS implementation is SRI’s prototype
rule-based expert system known as Intrusion Detection
Expert System [2] (IDES) which was later developed
into Next-Generation Intrusion Detection Expert
System (NIDES) [3]. Anomaly detection systems like
these construct profiles of normal behavior using
machine learning techniques where a training phase
incorporating attack-free data is used to train the
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approach is to operate at a point dictated by operational
needs [6], such as choosing a tolerable false alarm rate
based on the administrative resources available to
investigate alarms [3]. Another approach is proposed in
[8] where costs of alarm responses are modeled and an
operating point is chosen based on minimizing an
objective function measuring response cost.
Regardless of how an operational point is chosen,
the values of the system parameters represented by the
point are likely to have a degree of uncertainty. This is
a consequence of the fact that IDS operational
parameters are selected based on detector performance
in limited test cases, creating a question of ecological
validity. If the operational environment differs from
that of the test environment, the inevitable result is
uncertainty in the results of detection [9]. If one
considers IDS parameters in an operational setting to
be the true parameters, then the parameters derived
under test conditions must be viewed as estimated
parameters. These estimates can in principle vary
significantly from the true parameters, depending upon
the level of accord between the test and operational
conditions. Given that bias and variance may exist in
parameter estimates, it is reasonable to consider the
consequence of such parameter uncertainty on
inferences drawn from a probabilistic model. Below
we consider this question in the single-step case.

predictive value, which can be so acute in the singlestep case, are alleviated in the multi-step case, given
our assumptions. To the best of our knowledge, this is
the first work to analyze these issues in the multi-step
case.
The biggest limitation of current (profile or
specification based) IDS systems is probably that high
false alarm rates necessarily result in a lack of trust in
IDS output. In fact, this limitation is the primary
reason for the reality that very few profile/specification
based IDS systems are being seriously used in the
field. The significance of our findings lies in the fact
that they suggest a new option for security
administrators to "evade" this limitation, one allowing
for a tradeoff in which trust can be prioritized. In
multi-step attacks, trust in IDS output can be gained at
the cost of reduced detection speed. The theoretical
results demonstrated in this paper enable this tradeoff
by characterizing the conditions under which trust can
be gained. The practical contribution made in this
paper is to take a first step toward characterizing this
tradeoff in the context of a linear exploit chain.
The rest of this paper is organized as follows.
Section 2 examines the case of single-step Bayesian
inference where it is shown that high confidence,
highly predictive inference is infeasible. In section 3
we present an overview of our approach. In section 4,
the multi-step case is analyzed and it is shown that
issues plaguing the single-step can be alleviated under
multi-step inference. Section 5 presents a study of a
particular multi-step case. In section 6 we discuss our
results and argue for the tradeoff described above.

2.1 The Problem of Low Base Rate: Revisiting
the Base Rate Fallacy
P(E)
θ

2.
THE
SINGLE-STEP
CASE:
INFERENCE UNCERTAINTY AND THE
BASE RATE FALLACY

E

In this section we review a fundamental problem
with single-step Bayesian inference, a problem termed
the base rate fallacy [6]. Additionally, we show the
effect of parameter uncertainty in this context. Overall,
it is clear that the combination of these two effects
renders single-step probabilistic inference infeasible.
Intrusion
detection
systems
(IDSs)
are
characterized by receiver operating characteristic
(ROC) [7] curves which plot detection, or true positive
(TP) rate versus false alarm, or false positive (FP) rate.
In general, detection rate monotonically increases with
false alarm rate thus high detection rates often only can
be achieved at the expense of high false alarm rates.
Since a given IDS system can be tuned to operate at
any point along its characteristic ROC curve, a
question concerning IDS operation arises: at what point
on the ROC curve should the IDS be operated? One
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Figure 1. Single-step Bayesian model
A fundamental limiting factor for the performance
of an intrusion detection system is the false alarm rate.
As noted in [6], the posterior probability of an
intrusion given an observed alert can be much lower
than the true positive rate when the unconditional
probability of intrusion (base rate) is small. This wellknown result, termed the base rate fallacy, is often
surprising because people typically do not consider the
effect of the low base rate on the posterior probability.
As a simple example, consider the single-step Bayesian
network shown in Figure 1.
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considering the limits of PPV and NPV as base rate
goes to zero. From (1) and (2) these limits can be
determined to be:

This simple belief network consists of a single
exploit, E, and a single alert, A. The network is defined
by three parameters, θ, α and β. The unconditional
probability of E is θ, also known as the base rate (BR).
The base rate is an environmental parameter which, for
realistic situations, is expected to be very low, on the
order of 10-5 [10]. The conditional probability of A
given that E has occurred (TP rate) is β and the
conditional probability of A given that E has not
occurred (FP rate) is α. Two quantities of interest can
be derived from this model, the probability that an
exploit has occurred given that an alert has been raised
and the probability that no exploit has occurred given
that no alert has been raised. Following [10], we denote
these quantities as positive predictive value (PPV) and
negative predictive value (NPV), respectively. The
rules of Bayesian inference dictate the following
expressions for these quantities:
PPV =
=

NPV =
=

p (E , A)
p( A)

Lim PPV = 0
BR →0

Hence, for small base rates, usefully high values of
NPV can be obtained but the same is not true for PPV.
Given that the base rate of intrusion can easily be on
the order of 10-5 or smaller, it follows that very small
false positive rates are required for useful Bayesian
inference in single-step scenarios. For example, given a
.999 probability of detection (TP) and a 0.001 base
rate, we require a false positive rate on the order of
0.0001 to achieve a 90% PPV. Such unrealistic levels
of false alarm rate constitute a well-known
fundamental problem with Bayesian inference in
intrusion detection [6]. This issue stems from the fact
that some observables processed by sensors are
produced by both normal and anomalous processes.
Consequently such an observable cannot be classified
with zero error into either a normal or malicious
category and hence a non-zero false alarm rate is an
inevitable fact of any IDS based on current approaches
[11].

(1)

βθ
βθ + α (1 − θ )
p (¬E , ¬A)
p (¬A)

Lim NPV = 1
BR →0

(2)

(1 − α )(1 − θ )

1 − βθ − α (1 − θ )

To understand how PPV and NPV relate to the
environmental parameter BR and system parameters
FP and TP, we show contours of PPV for BR=0.1
(Figure 2a) and BR=0.01 (Figure 2b) and NPV for
BR=0.1 (Figure 2c) and BR=0.01 (Figure 2d). In these
diagrams, higher values of PPV and NPV are
represented with regions of lighter colored shading.
Four regions are shown in the diagrams separated by
contours with values 0.85, 0.90, and 0.95.
From these contour diagrams, we note the
following. First, high values of PPV can be achieved
only for very restrictive values of TP and FP. This is
indicated by the small area associated with high PPV,
area that decreases with decreasing BR. For example,
for BR=0.01 and the highest possible detection rate
(TP=1.0), the false positive rate must be less than
approximately 0.001 for PPV > 0.90. For realistic base
rates, the trend evident in these diagrams implies that
high a high PPV can only be achieved for impossibly
small values of FP. Secondly, the opposite situation
exists for NPV: high values of NPV can be achieved
for large ranges of TP and FP values and these ranges
increase for decreasing base rate. These trends between
PPV/NPV and base rate can be understood by

Figure 2 (a,b) PPV contours, (c,d) NPV
contours

2.2 The Problem of Parameter Uncertainty
Aside from the problem of low PPV in realistic
scenarios, there is another problem with Bayesian
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inference in an intrusion detection scenario. As
observed above, IDS sensor parameters such as
detection rate and false alarm rate are typically tuned
based upon performance against a test data set. Thus
IDS parameters are in fact only estimated values,
estimates that could deviate from their corresponding
true parameter values. Additionally, environmental
parameters, such as unconditional probability of
exploit, are also subject to estimation uncertainty.
To investigate the effect of parameter uncertainty,
we conduct a sensitivity analysis of the single-step
Bayesian model in which the model parameters are
treated as random variables and the probability density
of PPV is determined. Under this transformation, PPV
becomes a random variable whose variance constitutes
the uncertainty in the posterior inference.
For this analysis, we assume the base rate θ is
known. In practice, this environmental parameter is not
known but for present purposes only uncertainty in
system parameters TP and FP is considered. Variation
in TP and FP will produce variation in the inference
PPV. This variation in PPV constitutes the uncertainty
in the inference drawn from the Bayesian model.
Specifically, we define uncertainty as follows:

1
, vest − v w ≤ vest ≤ vest + v w
2vw

c

d

FP=0.05±0.01
TP=0.95±0.05

FP=0.01±0.01
TP=0.95±0.05

From these diagrams, we note the following. First,
the PPV densities are uni-modal with peaks at
decreasing values of p for decreasing values of BR.
This trend is the base rate fallacy effect described
above; the expected PPV decreases with BR. Secondly,
note that PPV uncertainty can be very large when FP
can approach zero. This is evident in Figures 3a,b,d
which exhibit long tails in the PPV distribution. In
Figure 3c, these long tails are not present because the
FP distribution does not approach zero. This result
underscores the extreme sensitivity of PPV uncertainty
to FP; low values of FP are highly desirable but unless
the uncertainty in FP is very small, a large uncertainty
in PPV can result.

(3)

In other words, uncertainty U is simply the
difference between the maximum and minimum
possible values of PPV. This uncertainty results from
uncertainty in parameter values. In this paper,
parameters are assumed to be uniformly distributed
over an interval centered on their estimated value. Let
the estimated value of parameter v be vest and vw be the
length of the uncertainty interval for v. Then the
distribution of values of parameter v is given by
f V (v ) =

b

FP=0.05±0.05
TP=0.95±0

Figure 3. PPV distributions

Definition Let p=PPV. The distribution of PPV is
given by the density function fP(p) with associated
range of p, pmin ≤ p ≤ pmax. The uncertainty U in PPV is
the range of possible values of p:
U ≡ p
−p
max
min

a

FP=0.05±0.05
TP=0.95±0.05

3. OVERVIEW OF APPROACH
In the previous section, we demonstrated two issues
in the single-step case. First, we reviewed the wellknown result that for realistic base rates, high PPV can
only be achieved for very low false positive rates, as
illustrated in Figure 2. Secondly, we showed that high
PPV uncertainty can result from small parameter
uncertainty, as illustrated in Figure 3.
Our observations in the previous section motivate
us to understand the issues surrounding low base rate
and inference uncertainty in the multi-step case. Our
goal in this work is to show that these issues can be
mitigated in the multi-step case and to identify the
conditions under which useful levels of PPV and PPV
uncertainty can be achieved. To accomplish this, we
present a general linear multi-step model in section 4
and analyze that model via simulation. As in the
single-step case, simulation was performed using
uniformly random values of the TP and FP parameters.
Uncertainty was obtained following the definition

(4)

Figures 3a-d show the PPV density and resulting
uncertainty for three base rate values: 0.1, 0.01 and
0.001 and several values of parameter uncertainty.
These plots were obtained via simulation as follows.
Uniformly random values of TP and FP were selected
and PPV was computed according to (1). Normalized
histograms of the results were obtained and are plotted
in Figure 3.
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Note that in this section we analyze PPV = P(E0 |
A0, A1 … AN-1) for an N-step model. In other words,
we assume that all alerts are raised during an attack. Of
course, due to the non-zero probability of false
negatives, this is only one of 2N possible result sets.
Due to space limitations, we only analyze this one
result set; however we note that since detection rates in
general are expected to be higher than false negative
rates, our analyzed set is the most likely observed sets.
Nevertheless, a comprehensive analysis requires
examination of all possible sets.

above by determining the difference between the
lowest and highest observed PPV values.

4. PROBABILISTIC MODEL FOR
UNCERTAINTY-BOUNDING
MULTISTEP ANALYSIS
4.1 General Linear Model
In this section we extend the simple model given in
Figure 1 to a general linear multi-step exploit chain
shown in Figure 4. Our linear exploit chain models a
multi-step attack scenario where a linear sequence of N
exploits is executed to accomplish a specific attacker
goal. At each step in the chain, the current exploit Ej
can only be attempted if the prior exploit Ej-1 was
successful. Such a linear dependency between exploits
is a particular instance of a more general dependency
relation among exploits that can be expressed via an
attack graph [12].

4.2 Example
To illustrate our Bayesian model, consider the
following example taken from [13]. In this scenario, a
web server resides in a DMZ network exposed to the
Internet through a firewall. A second firewall
segregates the DMZ from the internal LAN which
contains a file server and a workstation. The
workstation mounts an NFS file share from the file
server, a file share containing binary executables. This
configuration is shown in Figure 5.

P(E0)
θ

A0
P(Aj|Ej)

True

βj

1-βj

False

αj

1- αj

Internet Gateway

E0
P(Ej+1|Ej)

P(¬Ej+1|Ej)

True

γ

1-γ

False

0

1

Ej

P(¬Aj|Ej)

Ej

A1

E1
Firewall

…

DMZ
Web Server

AN-1

EN-1

Firewall

Figure 4. Linear exploit chain model

Internal LAN

In the linear exploit chain model, it is assumed that
an IDS sensor exists for each exploit Ej. For each
sensor, there is a corresponding false alarm rate αj and
detection rate βj associated with the sensor’s output Aj.
Because an exploit Ek+1 cannot be attempted until the
prior exploit Ek is successful, the conditional
probability P(Ek+1|¬Ek) is zero. We assume that an
attacker is free to choose whether to attempt exploit
Ek+1 after successfully executing exploit Ek. Thus we
consider P(Ek+1|Ek) to be another model parameter γ
which is assumed constant for all stages of the attack.
Of course we expect that γ will be very high for realworld attacks, perhaps 1 in most cases since an attacker
motivated enough to initiate a multi-step attack
sequence is presumably sufficiently motivated to
pursue the attack until the attack goal is realized. For
all analysis in this paper, γ is assumed to be 0.99.

File Server

Workstation

Figure 5. LAN configuration, adapted from [13]
In this example, the attacker’s goal is to execute
code on the workstation with root privilege. To
accomplish this goal, the attacker needs to exploit
vulnerabilities in the web server and file server. The
sequence of steps executed by the attacker is as
follows:
1. The attacker exploits a vulnerability on the web
server and gains execute privilege on the web
server.
2.
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Access controls in the firewall separating the
DMZ from the internal LAN permit access to
the file server from the web server. The

this IDS output, the probability represented by the
inference must be high; otherwise it will not motivate
one to take action. In the single-step case, it was shown
that for low base rates, low PPV will result unless the
sensors false positive rate is very low. Our hypothetical
IDS will produce low PPV values and thus fail to
provide the administrator with useful information.

attacker uses execute privilege on the web
server to exploit a vulnerability on the file
server and gain root access on the file server.
3.

The attacker uses file server access to modify
arbitrary executable files on the file server
which are later executed on the workstation.

We can represent this attack in the form of a 3-step
model as shown in Figure 6. This model includes three
exploit variables, E0, E1 and E2, corresponding to the
three steps described above. For each exploit we
assume the existence of an associated IDS sensor with
a detection rate of βj and false alarm rate αj. For step 1
in which a web server is compromised remotely, a
signature-based IDS sensor programmed to detect
buffer overflows is a likely choice. Such a sensor is
likely to have a very high detection rate and a very low
false positive rate. For steps 2 and 3 we might use
anomaly-based sensors having lower detection rates
and higher false positive rates than the signature-based
sensor 1. Regardless of the sensors used, in principle
we can conceptualize them as parameterized by TP and
FP rates that can be estimated. Given an estimate of the
base rate of attack (θ), and estimates of TP (βj) and FP
(αj), we can draw inferences from this model given the
observations of alerts from the sensors.
θ
P(A0|E0)

True

β0

1-β0

α0

1- α0

E1

P(A1|E1)

P(¬A1|E1)
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1-β1

False

α1

1- α1
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P(¬A2|E2)
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β2

1-β2
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α2

1- α2

A0
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A1

E1
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E2

E0

P(E1|E0)

P(¬E1|E0)
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γ

1-γ

False

0

1

E1

P(E2|E1)

P(¬E2|E1)

True

γ

1-γ

False

0

1

d

FP=0.01

FP=0.05

In Figure 7 we present curves of PPV as a function
of BR for four different false alarm rates. Note that
PPV is highly sensitive to BR, as in the single-step
case. For low false positive rates (FP < 0.01), high (>
0.9) PPV values can be achieved for all model sizes of
at least 2 steps if the base rate is no lower than 10-5.
For higher FP rates, it can take many steps to achieve a
high PPV. Consider for example a sensor with a false
positive rate of 0.0001 and a base rate of 10-5. As
Figure 7a shows, such a sensor only has a PPV of
about 0.10 if operated by itself (single-step). However,
a pair of such sensors can provide a PPV of almost 1.0
at the same base rate. However, for a false positive rate
of 0.001, the PPV for a pair sensors is only 0.90 but a
PPV of nearly 1.0 can be achieved by three sensors
(Figure 7b).

P(¬A0|E0)

False

b

c

FP=0.001

Figure 7. PPV vs. BR

P(E0)

E0

a

FP=0.0001

Figure 6. 3-step model

5. LINEAR MODEL ANALYSIS
In this section we analyze the linear model in
presented in Figure 4. In section 5.1 we examine the
effect of varying base rate on PPV with zero parameter
uncertainty. In section 5.2 we examine the effect of
parameter uncertainty on PPV.

5.2 Effect of Parameter Uncertainty on PPV
Uncertainty
Our analysis has examined the uncertainty in PPV
for the linear model given in Figure 4 for model
lengths up to five. In the single-step case, shown in
Figure 1, low uncertainty can only be obtained under
conditions of very low base rate or very low parameter
uncertainty. Since low base rate in the single step case
implies low PPV, it is only under conditions of very
low parameter uncertainty that low PPV uncertainty

5.1 Effect of Base Rate on PPV Under Zero
Parameter Uncertainty
Imagine an IDS that outputs alerts along with an
associated probability of the associated exploit. From
the perspective of a security administrator interpreting
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uncertainty. Conversely, when uncertainty in FP is
high, the estimated F must be low.
Note the deleterious effect of small base rate
evident in Figure 8. As BR decreases, the maximum
FP at which a given PPV uncertainty bound can be
achieved decreases. This is the same fundamental base
rate issue discussed in the single-step case; it has not
disappeared in the multi-step case but instead is
mitigated.

can be obtained in the single-step case. Clearly, highconfidence (i.e. low uncertainty) inference is infeasible
in the single-step case.
The results of the multi-step case, however, are not
equally hopeless. This is due to the relationship
between PPV uncertainty and model size shown in
Figure 8. This figure plots the maximum FP parameter
uncertainty under which a given PPV uncertainty can
be obtained as a function of FP. Results for four base
rates are shown: 10-6, 10-5, 10-4, and 10-3 in Figures 8ad, respectively. In each figure, three curves are shown
for each of three model sizes, 3-step, 4-step and 5-step.
The three curves shown for each model correspond to
three different PPV uncertainty values: 0.01 (shown in
red), 0.05 (shown in green) and 0.10 (shown in blue).

The above analysis assumed homogeneous
configurations where each sensor had parameter
characteristics that were identical with all of the other
sensors in the model. Of course in real-world situations
sensors can have very different characteristics and
heterogeneous configurations may be common where
some sensors have signature detection characteristics
(i.e. low FP, high TP) and some may have anomaly
detection characteristics (i.e. higher FP, possibly low
TP). In this section we analyze a specific
heterogeneous 3-step example.
Table 1.
Parameter Sensor Estimate Uncertainty
1
Variable
±0.01
FP
2
0.001
0
3
Variable
±0.01
1
Variable
±0.1
TP
2
0.99
0
3
Variable
±0.1

BR=10-5
FP Uncertainty

FP Uncertainty

BR=10-6

5.3 3-Step Example Under Heterogeneous
Configurations

BR=10-3
FP Uncertainty

FP Uncertainty

BR=10-4

a

b

c

d

PPV Uncertainty:

0.01 (Red)
0.05 (Green)
0.10 (Blue)

5-Step
4-Step
3-Step

This example consists of a 3-step model with as
shown in Table 1 for a base rate of 10-5. Sensor 2 is
modeled as a high detection rate, low false positive rate
sensor, i.e. a sensor with signature detection
characteristics. Also, sensor 2 is assumed to have zerouncertainty parameter estimates. Sensors 1 and 3 are
modeled as anomaly style sensors with variable TP and
FP rates and non-zero parameter uncertainty.

Figure 8. Max parameter uncertainty
The relationships identified in Figure 8 facilitate
IDS design by defining system parameter requirements
needed to support a desired PPV confidence level. For
example, in the 5-step case for a base rate of 10-5, if a
PPV uncertainty of 0.01 (1%) is desired, and the FP
rate is estimated to be 0.03, the red 5-step curve
indicates that the maximum FP uncertainty under
which this PPV uncertainty can be achieved is 0.01. In
other words, the true FP rate must lie in the interval
0.03±0.01 to achieve a PPV within a tolerance of 0.01.
If our PPV uncertainty tolerance increases to 0.05, the
tolerable FP range increases to approximately
0.03±0.025. For a PPV uncertainty of 0.10, the
tolerable FP range becomes approximately 0.03±0.035.
Note that the uncertainty in PPV as defined above is
the difference between maximum and minimum PPV
values. This is driven by the extreme values of FP.
Thus when our uncertainty in FP is low, we can
tolerate a higher estimated FP for a given PPV

The results of simulation analysis of this model are
presented in Figure 9 which shows PPV (Figure 9a,c)
and PPV uncertainty (Figure 9b,d) as a function of FP
and TP for two base rates, 10-4 and 10-5. Note the lack
of sensitivity to detection rate (TP) for both PPV and
PPV uncertainty. As Figure 9 shows, higher tolerance
for parameter uncertainty can be assumed in this
heterogeneous 3-step case than that shown in Figure 8
which reflects the homogeneous 3-step case. At a base
rate of 10-5, an FP rate of approximately 0.01±0.01 can
be tolerated while still providing a PPV uncertainty of
less than 0.05. A wider range can be tolerated at the
higher base rate of 10-4.
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BR=10-5

BR=10-5

E0

E1

E2

l1

E3

E4
Attacker’s
Goal

l2
l3

Figure 10. 5-step attack
BR=10-4

a

b

c

d

The optimal choice of delay depends on PPV and
associated uncertainty for each choice of delay. For a
particular delay one or both of these quantities may
have a value that is not useful, necessitating increased
delay for an optimal decision. For example, Figure 11
shows PPV and PPV uncertainty versus step count for
FP=0.01±0.001 and TP=0.09±0.05. Note that in this
case, it is only at 4 steps that the desirable state of high
PPV and low PPV uncertainty is achieved. The right
choice of delay for a given situation can in principle be
determined by an objective function incorporating
costs and expected utility of latency, an analysis that is
outside the scope of this paper.

BR=10-4

Figure 9. (a,b) PPV, (c,d) PPV uncertainty

6. NORMATIVE IMPLICATIONS: A
SPEED/ACCURACY TRADEOFF
The results shown in Figure 8 represent the basis
for flexibility in IDS administration. Specifically, they
define a relationship between speed and accuracy.
Speed in this context depends on the number of sensors
whose output is used for inference, i.e. the model size.
During an attack, we must wait for the attack to
progress to observe alerts from the various sensors.
This latency represents a loss of detection speed and
response agility; however this latency, on the other
hand, also enables an increase in PPV inference
confidence due to the relationship between posterior
uncertainty and model size.
We argue that trading speed for confidence can
make sense in situations where the reduced timeliness
of detection is still adequate to prevent the attacker’s
goal. To illustrate this point, consider the 5-step attack
represented in Figure 10. Responses to alerts generated
by exploit E0 are, by definition, timely because such
alerts represent the earliest evidence of attack.
However, such alerts might give little confidence that
exploit E0 has actually occurred due to factors
contributing to low PPV and high PPV uncertainty in
the single-step case. Given that the attacker’s goal
cannot be realized until exploit E4 has been
accomplished, it is reasonable to consider decision
latencies l1, l2, and l3 as shown in Figure 10. Delaying a
decision until one of these latencies has elapsed still
leaves a non-zero interval for response prior to the
execution of the final exploit and achievement of the
attacker’s goal. Whether such latencies should in fact
be accepted of course depends upon the timing
characteristics and risk/exposure of a particular
situation. In some cases, the risk associated with
increased delays may simply be unacceptable.

Figure 11. PPV (solid) and PPV uncertainty
(dashed) versus model size for FP=0.01±0.001,
TP=0.09±0.05

7. RELATED WORK
Above we discussed implications of low base rates.
This problem clearly affects Bayesian inference as
discussed above but more generally we expect low
base rates to represent a fundamental problem for
many intrusion detection systems. The NIDES
statistical component [3] is an example of intrusion
detection based on detecting departures from a normal
profile of user system interaction. The normal profile is
based on audit data and is updated daily with more
recent audit records being weighted more significantly
than older records. A test statistic for each user is
computed from a variety of measures and a set of
thresholds define a set of alert levels, with each alert
level having a corresponding false alarm rate. The
design of NIDES is such that alerts are raised when
recent behavior is dissimilar to long-term behavior. In
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All of the approaches discussed above, while
different in terms of the observables processed and the
methodologies used, are single-step approaches. As
such, they all potentially suffer from high inference
uncertainty, depending upon the level of uncertainty
achievable in their parameter estimates. This work
complements these prior works, and many like them,
not by proposing a new IDS approach, but rather by
taking a first step toward a framework that can be used
to tie together multiple individual approaches to
accomplish multi-step inference.

principle, low base rate phenomena can present an
issue for any statistical approach, such as NIDES,
because such phenomena will not be adequately
represented in recent behavior and possibly long-term
behavior.
In general, any parametric approach must address
the issue of parameter uncertainty. Parameter
estimation is briefly discussed in [10]. These authors
note that statistical methods can be used to estimate FP
and TP of a population based on values measured in a
sample. Specifically, the Z-interval for a population
proportion is identified proposed for estimation of FP
and TP. The Z-interval is given by [14]:
E=z

8. LIMITATIONS

π (1 − π )

There are several limitations to our work. First, our
linear model itself is limited. Clearly, there may be
multi-step attacks which follow different model
topologies. Also, we make restrictive assumptions
regarding model parameters. Specifically, the analysis
in section 5.1 focused on the homogeneous case where
all sensors had identical characteristics. Also, we
assume a constant, zero-uncertainty base rate. We
expect that real-world situations include sensors with
very different characteristics as well as an uncertain
base rate. Additionally, our model assumes conditional
independence between different exploits and their
corresponding alerts, i.e. exploitj can only produce
alertj, not alerti. In general, this may not be the case
since similarities between different exploits may lead
to the same alert. Also, as noted above, we only
analyzed one of the 2N possible alert sets that can be
generated by an N-step model. Although we have
examined the most likely set, we note that a
comprehensive analysis should cover all possible sets.
Our analysis simplistically assumes alerts can be
reliably associated with the appropriate attack stage.
Such knowledge must be first obtained via other
means, such as alert correlation methods [19]. Such
methods are limited when alerts are missed but missed
attacks can be addressed through the fusion of
complementary alert correlation methods [20]. To
further address this limitation, attack graph analysis
techniques [12, 21, 22] can be used which can result in
a comprehensive set of multi-step attacks through
vulnerability analysis. These attack specifications
define the sequence of steps belonging to the same
multi-step attack. Such specifications can be used
together with alert correlation tools to avoid mistakes
in correlating alerts and identifying missing alerts.

n

where E is the estimation error, z is a constant based on
a desired confidence interval, n is the sample size and
π is the sample proportion. Using such an approach,
one can simply pick a sufficiently large sample size to
achieve a particular estimation error. Such an approach
of course requires the test dataset to be very similar to
the operational environment. Because real-world attack
data is dynamic and difficult to obtain, this approach
seems difficult to employ. It is this particular challenge
that has motivated the present work: even in the face of
large parameter estimation errors, high confidence
inferences can be obtained in the multi-step case.
Many probabilistic approaches to intrusion
detection have been proposed. A Bayesian approach
called eBayes is proposed in [15]. In this approach a
Bayesian model is used to obtain belief over a set of
TCP session states. Data mining approaches are used
in [16] to develop an adaptable and extensible
approach to intrusion detection. Association rules and
frequent episodes algorithms were adapted to the
analysis of audit data. Test results against the 1998
DARPA dataset indicated detection performance as
good as that obtained with manual knowledge
engineering based approaches. A statistical approach to
anomalous system call detection is presented in [17].
This approach evaluates system call arguments using
multiple statistical tests. Each test is associated with a
model and the set of models is incorporated into a
Bayesian network which is used to obtain an overall
normal or malicious classification. In [18], simple
statistical methods are shown to be effective for
detecting intrusions in the 1998 DARPA evaluation
dataset. Probes and denial of service attacks were
effectively detected using a simple TCP connection
volume threshold. A Kolmogorov-Smirnov statistic
based on sender/received byte counts was shown to
differ significantly between attack and normal telnet
data.
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[3]

9. CONCLUSIONS
WORK

AND

FUTURE
[4]

We have shown that parameter uncertainty in the
single-step case renders low uncertainty inference
infeasible. We have shown that high PPV and low PPV
uncertainty can be achieved in the multi-step case.
Thus the inference problems inherent in the single-step
case can be mitigated in the multi-step case. This
necessarily comes at a price. High PPV confidence can
only be achieved at the cost of latency which results
from the need to wait for observation of alerts
associated with exploits further downstream in the
attack chain. Fundamentally this relationship suggests
a tradeoff for security administrators. Speed in
detection can be traded for accuracy in inference. This
tradeoff in our opinion can be warranted in situations
where confidence in alerts is sufficiently low that alerts
are left ignored. Essentially we assert that a highconfidence decision that is delayed can be preferable to
a timely low-confidence decision.
This work represents a first step toward
understanding inference uncertainty in multi-step
attacks. While this work does give insight into the
basic problem, much work remains. We plan to survey
multi-step attacks to understand the space of relevant
model topologies and to analyze uncertainty in higher
dimensions to remove our restrictive parameter
assumptions. Also, we plan to extend the analysis to
alert sequences not examined here for a more
comprehensive treatment. Additionally, further work is
required to model the costs of latency to enable an
optimized choice of detection latency.

[5]

[6]

[7]

[8]

[9]
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