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ABSTRACT

We nominate the DeterLab cybersecurity testbed for the ACSAC’s
2023 Cybersecurity Artifacts Competition and Impact Award. De-
terLab is an open and remotely-accessible testbed that has been
continuously running since 2005, serving cybersecurity research
and education community. Over the years, DeterLab has served
more than 1,000 research users and more than 20,000 education
users.
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1 INTRODUCTION

We nominate the DeterLab (cyber-DEfense Technology Experimen-
tal Research Laboratory, accessible at https://deterlab.net) for the
ACSAC’s 2023 Cybersecurity Artifacts Competition and Impact
Award. DeterLab is an open testbed that can be used free of charge,
and consists of an online service that is open to any cybersecurity
researcher or educator. It has been running continuously for 19
years (funded by numerous NSF, DARPA and DHS grants), pro-
viding cybersecurity researchers, educators and students access to
hundreds of computers and thousands of emulated networks to
support their work.

DeterLab has served a broad research community, including
389 research projects, from 278 institutions, and involving 1,042
researchers, from 205 locations and 46 countries. Additionally, De-
terLab has been used by teachers in cybersecurity classes to offer
hands-on experiences to students. Over the years, DeterLab has
been used in 237 classes, from 148 institutions, and it has helped
educate 20,925 students.

In the next sections we detail what problem DeterLab solves,
how to access it, how it works, and its tremendous research and
educational impact.
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2 RESEARCH PROBLEM

Cybersecurity is a rich and multifaceted research field, with many
complexities and interactions between applications, systems, proto-
cols and Internet actors. Cybersecurity researchers need a safe, scal-
able and realistic environment to evaluate new solutions or study
new threats. Students taking cybersecurity classes need experien-
tial learning to better understand and retain complex cybersecurity
concepts.

DeterLab meets these needs by offering a safe, efficient, large-
scale, and versatile testbed environment that is free to all researchers,
students, and educators and which is remotely accessible at https:
//deterlab.net. DeterLab can be used to replicate realistic cyber-
security scenarios at scale to study new threats or evaluate new
solutions. DeterLab can also be used to support repeatable and
reproducible experimentation — code and data shared via DeterLab
can be readily reused by other DeterLab users. DeterLab can fur-
ther be used to popularize cybersecurity (e.g., by demonstrations of
attacks or defenses on the testbed), or to demonstrate an important
concept in a cybersecurity class, to run an offense/defense exer-
cise or as an environment where cybersecurity students can obtain
practical cybersecurity skills.

3 HOW DETERLAB WORKS

DeterLab users open free accounts by visiting https://deterlab.net.
A principal investigator (usually a faculty or research scientist)
also creates a project on DeterLab. Graduate and undergraduate
students join existing projects of their research mentors, if they are
using DeterLab for research, or of their class instructors, if they
are using DeterLab for a class. Within a project, a user can create
one or more experiments, which exist as records in DeterLab’s
database. When the user is ready to interact with their experiment,
they will “realize and materialize it”, which leads to actual computer
nodes and network links being allocated and initialized. When the
user is done with the day’s work, they can return the resources
by “dematerializing” their experiment. Users obtain nodes on a
first-come-first-served basis and can keep them as long as they are
needed.

To define an experiment on DeterLab, a user specifies their de-
sired topology using a special topology description language. The
topology specification may include names of nodes, how nodes
are connected together, bandwidth and delay of each link, and
the operating system or hardware of each node. DeterLab has pre-
viously used Emulab technology [1] and it has recently started
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Figure 1: Projects on DeterLab, categorized per topic

using USC/ISI-developed Merge technology [2] to build the desired
topology out of its compute nodes, network switches, and their
connections.

When an experiment is materialized, DeterLab loads the desired
operating system onto each node. The user gets superuser (root)
access to all their nodes in the experiment, and can further install
applications and build scripts to generate traffic, and system or net-
work events needed for experimentation. Users can also remotely
reboot their nodes.

Over the years, DeterLab has been used in numerous research
projects in cybersecurity, which can be roughly categorized into
30 topics, shown in Figure 1. Around 65% of the projects were in
distributed denial-of-service (DDoS), comprehensive, testbeds, eval-
uation, infrastructure, intrusions, and architecture had more than
20 projects each. Other research areas, such as malware, routing,
botnets, worms, routing, etc., had fewer projects.

4 DETERLAB’S IMPACT

DeterLab has been continuously operated by USC/ISI (and in the
past UC Berkeley), since 2005. It has played an essentia0 role in
many research projects, contributing evaluation data to publica-
tions and Bachelors, Masters and PhD theses. DeterLab staff has also
developed many tools that have been used for cybersecurity exper-
imentation by DeterLab users. Finally, DeterLab has been used to
provide an environment for experiential learning for cybersecurity
students.

In the rest of this section we summarize DeterLab’s research and
educational impact.

4.1 Research Impact

DeterLab has been used by 1,042 researchers from 278 institutions,
in 389 research projects. These researchers reside in 205 locations
and 46 countries, on six continents (North and South America,
Europe, Asia, Africa and Australia). Most of DeterLab’s research
users come from USA (around 800), India (34), Switzerland (32) and
Germany (25).
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DeterLab has also been essential in producing evaluation results
for hundreds of publications and tens of bachelors, masters and
PhD theses. Some of these are listed at Deter Project’s Web site [3],
while others can be found via Google Scholar.

In addition to hardware infrastructure, DeterLab’s research and
development team has produced many innovations on the testbed,
to make the experimentation process more scientific, representative
and reproducible. These include: realistic traffic generation tools [4—
6], realistic network emulators [7], human user behavior models [8],
benchmarks for DDoS defenses [9], experiment automation tools,
such as MAGI [10] and DEW [11], experiment logging and monitor-
ing tools [12, 13], flexible experiment traffic containment tools [14],
etc.

USC/ISI researchers also developed and released as open source
the Merge control software [2] for experimental environments,
deploying it over the four years to successfully run three differ-
ent research infrastructures - DCOMP, Lighthouse, and DeterLab.
Merge makes running of testbeds smoother, more scalable and
faster than the previously used Emulab software.

4.2 Educational Impact

DeterLab has been used extensively as a platform for experiential
learning in cybersecurity and systems education. This use increased
dramatically after 2010, when USC/ISI led a project funded by the
NSF to produce public materials for learning cybersecurity with
testbeds (award #8115780), which resulted in 25 homework assign-
ments on various topics, such as man-in-the-middle attacks, DNS
and BGP poisoning, denial-of-service attacks, intrusions, worm
propagation, and password cracking. DeterLab has been used by
237 unique classes (some of them offered repeatedly), from 148 in-
stitutions. Majority of these institutions are from the US. DeterLab
has helped educate over 20,000 students in the past 13 years.

In addition to homework exercises, DeterLab staff has also devel-
oped mechanisms that allow students to engage in offense/defense
exercises [15], where one team protects certain resources (e.g.,
servers) from attack and the other team uses machines external
to these resources to attack them. DeterLab team has further pro-
duced materials (setup scripts, scenarios) for four offense/defense
exercises. These exercises can be used to teach students adversarial
thinking and to further reinforce security concepts taught in a class.

5 CONCLUSIONS

DeterLab testbed has been instrumental in supporting cybersecu-
rity research and education in the United States and all over the
world since 2005. DeterLab continues to grow and incorporate new
technologies, tools and datasets for cyberexperimentation. We nom-
inate it for the ACSAC’s 2023 Cybersecurity Artifacts Competition
and Impact Award.
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