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Introduction

• Security for Future Networks (SecFuNet) is a collaborative
research project between Brazilian & European Commission.

• One of the main goals of this project is to develop a secure
infrastructure for virtualized environments in order to
provide strong isolation for virtual machines.

• How to secure VM communications ?
• Using a TLS : is good idea !

• But where we store a sensitive keys of VMs ?



Introduction

• The solution is to use a Grid of Secure Elements (GoSE) for
enforcing identity of Virtual Machines.

• The goal of this presentation is to describe the
implementation of our solution for identifying users and
nodes in the SecFuNet architecture based on OpenSSL.

• The authentication is done directly between smart card
(owned by users, XEN Hypervisor, or associated to VM) and a
SecFuNet Identity Provider.
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• The GoSE is :

– SIM Array Server hosting a set of secure
elements (i.e : smart cards).

–All accesses to a GoSE require the
TCP‐IP transport.

–Secured by the TLS protocol.
–The SE is compatible with ISO 7816

What about a Grid of Secure Elements
(GoSE)?
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• The goal of this platform is to deliver
Trusted as a Services (TaaS) over the
Internet.

• Typically we can use it as a central SIM
Server in distributed applications:

• identifications of Virtual Machines,
Or
• isolation of Network on Demand (i.e.
SDN ).

What about a Grid of Secure Elements
(GoSE)?
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What about a Secure Element (SE)?

• SIM Array Server:• This electronic chip is smart card,
supporting a Java Virtual machine (JVM).

• We embedded in each Smart card a new
EAP‐TLS Framework :

• EAP : Extensible Authentication Protocol,
• TLS stack : Transport Layer Security,

• The authentication method with TLS is
performed in Secure Element.
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• is as follow :
• EAP‐TLS method: which manages
fragmentation.

• TLS stack :
– To provide Handshake protocol,
– Record Layer protocol : to realize the
encryption and the integrity of data.

• Container : to stores all keys (certificates,
private keys, symmetric key…).

Software Design of SE 
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Where is OpenSSL in All This?
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SDK‐Smart‐Card‐API 
Product Offerings
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SDK‐Smart‐Card‐API 
Product Offerings
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How it works?

How it
works?
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How it works?
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Use case I : Interactions between Proxy 
Client & SE

• The EAP‐TLS smart card is plugged to a SecFuNet host such as : 
personal computer or mobile handset.

• The user’s terminal is running a Proxy as TCP daemon.

• The Proxy activated the electronic identity in smart card, via the Set‐
Identity command. 

• The host intends to open a secure connection typically through an 
HTTPS request, with a remote SecFuNet WEB server.

• The docking host manages TCP/IP operations, thanks to resources 
provided by socket components dealing with procedures such as: 
connect(), send(), recv() and shutdown().

• The Proxy Client offers three high level procedures : 
– TLS‐connect() realizes Phase I operations, either in full or resume 

mode.
– TLS‐write() encrypts and sends data in the Phase II.
– TLS‐read() reads and decrypts data in the Phase II.
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Trafic Exchanges
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Trafic Exchanges of Scard



16

Trafic Exchanges of TLS Server
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The hardware & software Design
of SecFuNet
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Remote APDU Call Secure protocol
(RACS)

• Allows all the features needed for the remote use of secure elements.

– Inventory of Grid of Secure Elements,
– Information exchange with the secure elements,

• The RACS protocol works over the TCP transport layer and is secured by the TLS 
protocol.

• One of the main targets of the RACS protocol is to efficiently push a set of ISO 7816
requests towards a secure element in order to perform cryptographic operations.

• Typically, the RACS Protocol requests comprises :

– a prefix made with multiple APDU ISO 7816 
commands

and
– a suffix that collects the result of a cryptographic 

procedure.
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Use case II : Interactions between User, 
VM & GoSE

[ ClientHello ]

[ ServerHello, Certificate ] 
[ CertificateRequest, ServerHelloDone ]

[ Certificate, CertificateVerify ]
[ ChangeCipherSpec, Finished ]

[ ChangeCipherSpec, Finished ]

TLS Connection 
Request

RACS(ClientHello) EAP‐Process (ClientHello)

RACS(ServerHello,Certificate)
RACS (CertificateRequest,
RACS (ServerHelloDone)

EAP‐Response
(ServerHello, Certificate, 

CertificateRequest, ServerHelloDone)

RACS(Certificate, CertificateVerify, 
ChangeCipherSpec, Finished )

EAP‐Process
(Certificate, CertificateVerify, 
ChangeCipherSpec, Finished )

EAP‐Response
(ChangeCipherSpec, Finished )RACS(ChangeCipherSpec, 

Finished )

TLS Encryption Data
Get‐CipherSuite
Get‐KeyBlock

RACS(Get‐CipherSuite
Get‐KeyBlock)

PH
AS

E 
II

PH
AS

E 
I
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Conclusion
• To integrate into OpenSSL, a some libraries dedicated
to all smart cards.

• To trivialize and demystify the use of smart cards in
development of sensitive applications,

• This kit (SDK‐Smart‐Card‐API) provides to the
developers:
– an abstraction between applications and smart cards.
– a simple primitives to manage these microcontrollers,
especially our EAP‐TLS smart card.

– So, OpenSSL becomes compatible with PC/SC standard
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Thanks for your attention !

Have you 
any questions?

@ E‐mail : hassane.aissaoui@telecom‐paristech.fr


