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Introduction

e Security for Future Networks (SecFuNet) is a collaborative
research project between Brazilian & European Commission.

 One of the main goals of this project is to develop a secure
infrastructure for virtualized environments in order to
provide strong isolation for virtual machines.

e How to secure VM communications ?
e Usinga TLS:is good idea !

 But where we store a sensitive keys of VMs ?
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Introduction

 The solution is to use a Grid of Secure Elements (GoSE) for
enforcing identity of Virtual Machines.

e The goal of this presentation is to describe the
implementation of our solution for identifying users and
nodes in the SecFuNet architecture based on OpenSSL.

* The authentication is done directly between smart card
(owned by users, XEN Hypervisor, or associated to VM) and a
SecFuNet Identity Provider.
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@:'0 What about a Grid of Securgm

(GoSE)? —

* The GoSE is :

— SIM Array Server hosting a set of secure
elements (i.e : smart cards).

—All accesses to a GoSE require the
TCP-IP transport.

—Secured by the TLS protocol.
—The SE is compatible with ISO 7816
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< What about a Grid of Sec rem
@0 at about a Gri u ‘

1 (GOSE)?

e

* The goal of this platform is to deliver
Trusted as a Services (TaaS) over the
Internet.

e Typically we can use it as a central SIM
Server in distributed applications:

 identifications of Virtual Machines,

Or

* isolation of Network on Demand (i.e.
SDN ).
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@? What about a Secure Elemen ]
W—j

¥

* This electronic chip is smart card, |sric« | e )
supporting a Java Virtual machine (JVM). Cj Shaner Sipho Spos

EAP-TLS Method

We embedded in each Smart card @ N@W | s packeis reusembly & fragmentation
EAP-Framework
EAP-TLS Framework :

EAP : Extensible Authentication Protocol,

TLS stack : Transport Layer Security,

e The authentication method with TLS is
performed in Secure Element.
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Software Designa;g
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* js as follow : e ¥

STACK C Handshake j

 EAP-TLS method: which manages ﬁ

fragmentation. ( S ——— )

EAP-TLS Method

° TLS Stack : TLS packets reE-:s;ﬁl;li ;&; Ei:lg‘mentntion
- TO prOVide HandShake prOtOCOI, 1/0 APDU ISO7816 .
— Record Layer protocol : to realize the = r

E >0

encryption and the integrity of data. JAvVA

e Container : to stores all keys (certificates,
private keys, symmetric key...).
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@l s_client.c

SDK

@ ea p_packet.c

= s_hypervisor.c
9 s_scard.c

] eap_packet.h
[@ scarddebug.c
[H) scarddebug.h

% s._server.c
@] s_socket.c
@ s_time.c

scardpcsc.c

K scard pcsc.h

@ EEE

s3_clnt.c
s3_racs_clnt.c
s3_scard_clnt.c

s3_vm_io_xen_clnt.c

y

apps

1

crypto

N
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include scard-pcsc-api engines

1
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Makefile

[

Src of OpenSSL ]
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* smart card interface for EAP-TLS Smart Card

“« (/openssl/scard pesc_api/scardpesc.h
il
typedef enum {
SCARD_GSM_SIM ONLY,
SCARD_USIM_ONLY,
SCARD_TRY_BOTH,
SCARD_EAPTLS_ONLY
} scard_sim_type;

SDK-Smart-Card-AP
Product Offerings =

typedef enum ({
SCARD_GSM_SIM, SCARD USIM, SCARD EAPTLS

} sim_types;

struct scard data {
SCARDCONTEXT ctx;
SCARDHANDLE card;
DWORD protocol;
sim _types sim_type;
int pinl_ required;
unsigned long nbr_reader;
unsigned char BufRecv[MAXTLSMSG] ;
unsigned char BufSend[MAXTLSMSG] ;
DWCRD SendLen;
DWORD Recvlen;
struct wpabuf *CipherSuite;
struct wpabuf *ReyBlock;

};
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* Procedures for EAP-TLS Smart Card support
"
W
int scard make_eaptls msg output (struct scard data * scard,
int fragments_size);
struct scard data *scard init eaptls(scard_sim type sim type,
const char *reader,
int pin_needed,
unsigned long readertohandle) ;
int scard_select_file eaptls(struct scard data *scard,
sim_types sim_ type,
unsigned char *aid,

size_t aidlen);

int scard_add_time_eaptls_start(struct scard_data *scard);
int scard set_identity(struct scard data *scard, const char *identity);
int scard_reset_eaptls(struct scard data *scaxrd);

int scard get_ciphersuite(struct scard data *scard);

int scard get_keyblock(struct scard data *scard);

struct scard data * scard init(scard sim type sim type, const char *reader);

void scard deinit(struct scard data *scard);

int scard verify pin(struct scard data *scard, const char *pin);
int scard_set_pin(struct scard_data *scard, const char *pin);

int scard_get_pin_retry_counter(struct scard data *scard);
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SDK-Smart-Card-A
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Proxy Client, Proxy VM & Proxy Server Procedures

@ scard_buffer_write(BIO* b, const char® in, int inl)

@ scard_dump_callback(unsigned char* argdump, int arglen)

@ scard_get_ciphersuite_keyblock(SSL* s, scard_data* smartcard)

@ scard_get_client_key_exchange(SSL* s, scard_data* smartcard)

@ scard_get_finished(SSL* s, int a, int b)

@ scard_get_server_hello(SSL* s)

@ scard_next_sock_write(BIO* b, unsigned char* in, int inl)

@ scard_parse_certifi request(SSL* s, unsigned char buf[], int init_num)

@ scard_process_eaptls_request (scard_data® smartcard)

@ scard_save_server_finished_resp(SSL* s, scard_data* smartcard)

@ scard_save_serverhello_resp(SSL* s, scard_data* smartcard)

@ scard_send_client_certificate(SSL* s, scard_data* smartcard)

@ scard_send_client_hello(SSL* s, scard_data* smartcard)

@ scard_set_change_cipher_spec(SSL* s, scard_data* smartcard, int a, int b)

@ scard_set_finished(SSL* s, scard_data* smartcard, int a, int b, const char* sender)
@ scard_set_sequence(SSL* s, int send)

@ scard-setup_key_block(SSL* s, scard_data* smartcard)

@ scard_write_pending(SSL* s, int type, const unsigned char* buf, unsigned int len)
@ scard_write_sock(SSL* s, int type)

@ remote_vmtoxen_usage()

@ send_vmtoxen_cmd(SSL* ssl, char* emd, int len)

@ vm_t ¢ * tls_ tx, SSL* s)

@ vmtoxen_buffer_write(BIO* b, const char* in, int inl)

@ wvmtoxen_dump_callback(unsigned char* argdump, int arglen)

@ vmtoxen_get_ciphersuite_keyblock(SSL* tls_vmtoxen_ctx, SSL* s, char KeyBlock[])
@ vmtoxen_get_client_key_exchange(SSL* tls_vmtoxen_ctx, SSL* s, char CipherSuite[])
@ vmtoxen_get_finished(SSL* s, int a, int b)
@ vmtoxen_get_server_hello(SSL* s)
next ke O* b,

en_ssl3.

char* in, int inl)

(SSL* s, char buf[], int init_num)

process._client._ L* tl ctx, SSL* s, char ClientCertRec)
_data* smartcard)

@ vmtoxen_save_server_finished_resp(SSL* s, char* SrvFinished)

@ vmtoxen_save_serverhello_resp(SSL* s, char* SrvHello, int offset)

@ vmtoxen_send_client_hello(SSL* tls_vmtoxen_ctx, SSL* s)

@ vmtoxen_set_change_cipher_spec(SSL* s, char* BufRecv, int 3, int b)

parse_certific q

Hep8e

process._eaptl

@ vmtoxen_set_finished(SSL* s, char* BufRecv, int a, int b, const char* sender, int slen)
@ vmtoxen_set_sequence(SSL* s, int send)

@ vmtoxen_setup_key_block(SSL* s, char* KeyBlock, int KeyBlockLen)

@ L3 _check-cert_and_algorif * s)

@ ssl3_check.
@ vmtoxen_ssl3_client_hello(SSL* s)

@ vmtoxen_ssl3_get_cert_status(SSL* s)

@ ssl3_get { 9 L* s)
@ vmtoxen_ssl3_get_key_exchange(SSL* s)

ished(SSL* s)

@ vmtoxen_ssl3_get_new_session_ticket(SSL* s)
@ L3_get_server_certi SL* s)
@ ssi3_get_server_done(SSL* s)

@ vmtoxen_ssl3_get_server_hello(SSL* s)

TELECOM

Tech

ngs

Proxy RACS Procedures

racs_buffer_write(BIO* b, const char* in, int inl)
racs_dump._i i char* arg
racs_get_ciphersuite_keyblock(SSL* ssl_gose_ctx, SSL* s, char CipherSuite[])
racs._get_client_key_exchange(SSL* ssl_gose_ctx, S5L* s, char CipherSuite[])
racs_get_finished(SSL* s, int a, int b)

racs_get_server_hello(SSL* s)

it _remote_scard(SSL* ssl)

p. int arglen)

racs_i
racs_next_sock_write(BIO* b, unsigned char* in, int inl)
racs_parse_certificate_request(SSL* s, char buf[], int init_num)
racs_process_client_certificate(SSL* ssl_gose_ctx, SSL* s, char ClientCertRecv([])
racs_process_eaptls_request(scard_data* smartcard)
racs_save_server_finished_resp(SSL* s, char* SrvFinished)
racs._save_serverhello_resp(SSL* s, char* SrvHello, int offset)
acs_send_client_hello(SSL* ssl_gose_ctx, SSL* s)
racs_set_change_cipher_spec(SSL* s, char* BufRecv, int a, int b)

@ racs_set_finished(SSL* s, char* BufRecv, int a, int b, const char* sender, int slen)
@ racs_set_sequence(SSL* s, int send)

@ racs_setup_key_block(SSL* s, char* KeyBlock, int KeyBlockLen)
racs_ssl3_check_cert_and_algorithm(SSL* s)

racs_ssl3_check_finished(SSL* s)

racs_ssl3_client_hello(SSL* s)

(SSL* ssl_gose_ctx, SSL* s5)
racs_ssl3_get_cert_status(SSL* s)

racs_ssl3_get_certificate_request(SSL* s)

racs_ssl3_get_key_exchange(SSL* s)

racs_ssl3_get_new_session_ticket(SSL* s)
racs_ssl3_get_server_certificate(SSL* s)

racs_ssl3_get_server_done(SSL* s)

racs_ssl3_get_server_hello(SSL* s)

(SSL* s)
racs_ssl3_send_client_key_exchange(SSL* s)
racs_ssl3_send_client _verify (SSL* s)

racs_ssl3_send_next_proto(SSL* s)

racs_ssl_do_client_cert _cb(SSL* s, X509** px509, EVP_PKEY** ppkey)
racs_write_pending(SSL* s, int type, const unsigned char® buf, unsigned int len)
racs_write_sock(SSL* s, int type)

remote_fetch_msq_from_GoSE(SSL* ssl, char BufRecv([])

remote_tls _usage()

send_racs_cmd(SSL* ssl, char* cmd, int len)

HOLOOHOEPOLOLEHES

racs_ssl3.

rac 13_send_client
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TLS/SSL Server
Command

s_scard command
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o Use case | : Interactions betvy
Client & SE

. Set-Identi SecFuNet
* The EAP-TLS smart card is plugged to a SecFuNet host such as : /—et . TL"SCSL'W‘;
personal computer or mobile handset. Iris

cad Sgr | Port |
— 443
, . . . Personalization
* The user’s terminal is running a Proxy as TCP daemon. Al__of Smart Card
eap-Tis| | [ Tis § [ TSSIN o |
socket.connect E . TCP-SYN+ACK E
* The Proxy activated the electronic identity in smart card, via the Set- < EAP-TLS Reset() || TCPACK > |
|dentity command. AR TLS Start] Unix- Time T [
EAP-Response socket.send : > |
: : : o Server Hello_ |
* The host intends to open a secure connection typically through an socketreey || || ¢ pwersal
HTTPS request, with a remote SecFuNet WEB server. P CertificaicRequest |
I EAP-Process(Request) vl ServerHelloDone |1
) EAP-Response | | | sockersend | 1227 2i i IIINIL
* The docking host manages TCP/IP operations, thanks to resources : p— o I
' ertificateVenfy e
provided by socket components dealing with procedures such as: ChangeCipherSpec » 2
connect(), send(), recv() and shutdown(). ! | (Encrypted) Finished © E
A j{ ] ChangeCipherSpec | |
* The Proxy Client offers three high level procedures : _ EAP-Process(Request) (i | SoTeLey 1| (Encrypted) Finished | !
M Done ES B e B
— TLS-connect() realizes Phase | operations, either in full or resume ‘e ———— .
mode Get-CipherSuite
. . Get-KeyBlock
— TLS-write() encrypts and sends data in the Phase Il. - e TLS-Encnprion} Bacrped BECORD . | =
socket.send »
. Y
— TLS-read() reads and decrypts data in the Phase Il. ——— ) Encrypted RECORD 2
TLS-Decryption T
o | — =
pe TELECOM ' SocKet ST o CP.RESET
CEANHE  ParisTech Sec FuN -TLS-write(socket) -
INSTITUT 2 -TLS-connect(socket)
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)0 Trafic Exchanges

1éﬁi"‘qves Y :l
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[root@ubisO3 apps]# openssl s server -msg -debug -tlsl-accept 443-CAfile root.pem -verifyl [rootdhcpl60-81 apps]# ./openssl s_scard -tlsl -debug -connect ubis03.enst.fr:443

-cert servercert.pem -key serverkey.pem -pass pass:pascal Dl Bnu et
verify depth is 1 i .
Using default temp DH parameters SCARD: initializing smart card interface

: Length of hexa dump = 16
eing default temp ECOH paransters SCARD: select file by ATD : RERCONRNRCONE RN TR

Client certificate

Acceptable client certificate CA names

NIICdTCCAd6gAwIBAgIBbzANBgkghkiG9wOBAQUFADCB1DELMAKGALUEBRMCRLIX
DzANBgNVBAGTBKZy YW5 jZTEOMAWGA 1UEBXMFUGFyaXMxEzARBgNVBAoTCkVOaGVy
VHI1c3QxDTALBgNVBAsTBFR1c3QxFDASBgNVBAMTC1Bhc2NhbFVyaWVuMSowKAYJ
KoZIhveNAQkBFhtwYXNj YwwudXIpZW5AZXRoZXI0cnVzdC5jh20wHhcNMTAXMDE2
M3AL0TEZWheNMTkwHTAyMjA10TEZWBdMQswCQYDVQQGEWIGUEUMBIGALUECBHL Secure Renegotiation IS NOT supported
SWXTRGYGemFuY2UxD jAMBgNVBACTBVBhemlzMRewFQYDVQQKEWS1dGhlenRydXNO ompression: NONE
LmNvh TEPMAOGA LUEAXNGY2xpZW50MIGFMAQGCS(GS Ih3DQEBAQUAA4GNADCBiQKE xpansion: NONE
9QDkzuOBit/SUrRVeFtmApmF jmgZBYotFmmOvGZtdsYGSQ2PTKeKGeViTGIMYZ0 5SL-Session:
/MsnqUFQQmwKOtGB8RIKVhFmbDCZt84YkRAEI fedz/qzZEIGOgdaleuZ37 jMGONQp Protocol : TLSv1
UGoyNbBPIR2NX1QreidphR3rh7Vt48a40UHEW jOpCHTjrQIDAQABoWOWCZAJBgNY Cipher : RC4-MD5
HRMEA JAAMAOGCSGSIh3DQEBBQUAAAGBAIT+O rWCW7WP+hUbs8LEhFOYFhV1KUOA Session-ID: 5A42DE4C101B6130D697D56AFA1AFD5BBA673CC8979DEFB38CBBOEAGF 1F9378A
0XGw/662G5L0MNzvnd2x4hPjicbbEZvKKUEWs1Q8917IHjB00aNKYe1SMGvg8Uw7h Session-ID-ctx:
8b/DtNagdOHpWX Awo9gENWXwMgKnyQaGRbFNO roe3ExmCOPqH4q F78c36npt3704 HES ETELCIRR Ll leofelelelelelelelelelelelelelofeleleleleeleleleleleleleleleleleleleleleleleleleleleleleleleleleleleleTelelolelelele el
ZNiqtTxNO9IBy Key-Arg : None

END CERTIFICATE PSK identity: None
subject=/C=FR/ST=IleDeFrance/L=Paris/0=ethertrust.com/CN=client PSK identity hint: None
issuer=s/C=FR/ST=France/L=Paris/0=EtherTrust/0U=Test/CN=Pascallrien/emailAddress=pascal@enst.fr SRP username: None
Shared ciphers:RC4-MD5 Start Time: 1399479186

CIPHER is RC4-MD5 Timeout  : 7200 (sec) . T .
Secure Renegotiation IS NOT supported Verify return code: 19 (self signed certificate in certificate chain)

SSL handshake has read 1927 bytes and written 1041 bytes

New, TLSv1/SSLv3, Cipher is RC4-MD5
Server public key is 1024 bit
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J.JO Trafic Exchanges of Scard

quac oRC

[root@dhcpl60-81 apps]# ./openssl s_scard -tlsl -debug -connect ubis03.enst.fr:443
CONNECTED (00000003)

SCARD: initializing smart card interface

Length of hexa dump = 16
SCARD: select file by AID : YcIclcRclcRclc e o clc I - o SR o Sl ol sl ol SO - - e ¥ AC P 1 I c ¢

TLSv1/SSLv3, Cipher is RC4-MD5
Server public key is 1024 bit
Secure Renegotiation IS NOT supported
ompression: NONE
xpansion: NONE
SSL -Session:
Protocol : TLSvl
Cipher : RC4-MD5
Session-ID: 5A42DE4C101B6130D697D56AFA1AFDSB8A673CC8979DEFB38CBBOE46F1F9378A
Session-ID-ctx:
Master-Key: 00000000000000000000000000000000000000000000CEEEEOOOO0OO0O0O00OC0OC0O0O0
Key-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None
Start Time: 1399479186
Timeout : 7200 (sec)
Verify return code: 19 (self signed certificate in certificate chain)

| |
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a._IO Trafic Exchanges of TLS Server
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[root@ubis03 apps]# openssl s _server -msg -debug -tlsl-accept 443 -CAfile root.pem -verifyl
-cert servercert.pem -key serverkey.pem -pass pass:pascal

verify depth is 1

Using default temp DH parameters

Using default temp ECDH parameters

ACCEPT

Client certificate

BEGIN CERTIFICATE
MIICdTCCAd6gAwIBAgIBbzANBgkqhkiGO9wOBAQUFADCB1DELMAKkGAIUEBhMCR1IX
DzANBgNVBAgTBkZyYW53jZTEOMAWGA LUEBXxMFUGFyaXMxEzARBgNVBAoTCkV0OaGVy
VHI1c3QxDTALBgNVBASTBFR1c3QxFDASBgNVBAMTC1Bhc2NhbFVyaWVuMSowKAYJ
KoZIhvcNAQkBFhtwYXNjYWwudXJpZW5AZXRoZXJ0cnVzdC5jb20wHhcNMTAXMDE2
MjALOTEZWhcNMTkwMTAYMjA10TEZzWjBdMQswCQYDVQQGEwJIGUjEUMBIGA1IUECBML
SWxTRGVGcmFuY2UxDjAMBgNVBAcTBVBhcmlzMRcwFQYDVQQKEWS51dGh1lcnRydXNO
L mNvbTEPMAOGALIUEAXMGY2xpZW50MIGTMAOGCSqGSIb3DQEBAQUAA4AGNADCB1QKB
gQDkzu@Bit/SUrRVEFtmApmF jmgZBVotFmmOvGZtdsYG5Q2PT fKeKGeViTGiMVZ0
/MsnqUFQQmwKOtG8RIkVhFmbDCZt84YkRAEIfcdz/qzZEIGOgdaMeuZ37 jMGONQp
U6oyNbBP1R2NX1QrciS5phR3rb7Vt48a40UHEWjOpCHTj rQIDAQABowOwWCzAIBgNV
HRMEA jAAMAOGCSqGSIb3DQEBBQUAA4AGBAIT+0rWCW7WP+hU6s8L6hFOYFhV1kUOA
OXGw/GG2G5L0Mzvnd2x4hP jic6bEZVKKUEws1Q891jIHjB00oNKVeiSMGvg8Uw7h
Bb/DtNagdOHpWXAwo9gENwWXwMgKnyQaGRbFNOroe3ExmCOPqH4qT78c96npt3704
ZNigtTxNO98y

END CERTIFICATE
subject=/C=FR/ST=I1leDeFrance/L=Paris/0O=ethertrust.com/CN=client
issuer=/C=FR/ST=France/L=Paris/0=EtherTrust/0U=Test/CN=PascalUrien/emailAddress=pascal@enst. fr
Shared ciphers:RC4-MD5
CIPHER is RC4-MD5
Secure Renegotiation IS NOT supported
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.2 The hardware & software De

kS e e |
=y of SecFuNet .

( VM 1 \ / VM2 \ [/ VM x ) System Host
Id1 Id2 ldx &

DomU1 DomU?2 DomUx Console Management

RACS

" RACS " RACS

I/0 API with SE

Drivers Virtual Machine Monitor (VMM)

XEN 4
>

HardWare Layer
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8 Remote APDU Call Secure protc
% 1 DE—-

e (RACS) | —

* Allows all the features needed for the remote use of secure elements.

— Inventory of Grid of Secure Elements,
— Information exchange with the secure elements,

 The RACS protocol works over the TCP transport layer and is secured by the TLS
protocol.

* One of the main targets of the RACS protocol is to efficiently push a set of ISO 7816
requests towards a secure element in order to perform cryptographic operations.

. . RACS Protocol RACS Protocol
e Typically, the RACS Protocol requests comprises : gg

— a prefix made with multiple APDU ISO 7816
commands

and

— asuffix that collects the result of a cryptographic : :
procedure. Physical device

zr| |
mu b ristoon
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R VM & GoSE —

l EAP-TLS API I gl iy il

PHASE |

PHASE II

TLS Connection
Request

ClientHello ]

Use case Il : Interactions bet

I——

T T——

Proxy Client

I/O Parser
! APDUs

HardWare Layer

Grid of Secure Elements

RACS Protocol

RACS(ClientHello)

EAP-Process (ClientHello)

— o - - -

[ ChangeCipherSpec, Finished ]

TLS Encryption Data

I3 ——

INSTITUT
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Finished )
RACS(Get-CipherSuite

< <€
[ ServerHello, Certificate ] RACS(ServerHello,Certificate) EAP-Response
[ CertificateRequest, ServerHelloDone ] RACS (CertificateRequest, (ServerHello, Certificate,
RACS (ServerHelloDone) CertificateRequest, ServerHelloDone)
EAP-Process
[ Certificate, CertificateVerify ] JRACS(Certificate, CertificateVerify, (Certiﬁcate' CertiﬁcaFe.\/erify'
[ ChangeCipherSpec, Finished ] ChangeCipherSpec, Finished ) ChangeCipherSpec, Finished )
<€ EAP-Response
< RACS(ChangeCipherSpec, (ChangeCipherSpec, Finished )

Get-CipherSuite

<€

Get-KeyBlock)

FuNet

<€

Get-KeyBlock

UPMC
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Conclusion

* To integrate into OpenSSL, a some libraries dedicated
to all smart cards.

* To trivialize and demystify the use of smart cards in
development of sensitive applications,

 This kit (SDK-Smart-Card-APl) provides to the
developers:

— an abstraction between applications and smart cards.

— a simple primitives to manage these microcontrollers,
especially our EAP-TLS smart card.

— So, OpenSSL becomes compatible with PC/SC standard

SecR)FuNet UPMC
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