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ABSTRACT 

Building comprehensive cyber security strategies to protect people, 

infrastructure and assets demands research on methods and 

practices to reduce risks. Once the methods and practices are 

identified, there is a need to develop training for the many 

stakeholders involved, from security experts to the end user. In this 

paper, we discuss new approaches for training, which includes the 

development of serious games for training on cyber security. The 

identification of the theoretical framework to be used for situation 

and threat assessment receives special consideration.   
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1. INTRODUCTION 
It may be stated that there are two types of cyber vulnerabilities [6]: 

technical, including holes, flaws or weaknesses, and nontechnical, 

including inappropriate policies, procedures, standards or 

guidelines. For the technical part, different solutions exist to protect 

the given systems. In this way, if only well tested applications from 

known developers are installed, and if these applications are kept 

updated and patched, the best results would be achieved in terms of 

protection. As a way to increase the control of any cyber 

environment, it is almost  always possible to evaluate suppliers and 

to test applications before deployment. It is also possible to hand 

over some of the threat identification to the developers. For the 

nontechnical part, methodologies vary and may include, for 

example, starting the day looking at social media and different 

forums to find patterns and clues to new threats from outsiders [9]; 

this is a kind of context-based threat assessment. But, in this 

example, the system won’t necessarily be protected from insiders 

like employees from the own organization. The insiders may decide 

to exploit flaws or, even unconsciously, let intruders in. Research 

shows that a good way to control threats from insiders is to 

introduce an awareness program for information security. If 

properly planed and performed, a program of this kind may be an 

effective way to reduce the threats from insiders [4]. This context 

suggests the need to develop training for the different stakeholders 

involved. Many studies show the importance of information 

security training [4][11][12][16]. A recent global information 

security survey [5] shows that careless or unaware employees are 

the single biggest source of threats. Even though it is important to 

train all employees, the training must be well planned on how, when 

and what to achieve for the expected desired result. It is also 

important to think about how people learn. According to research 

leading to the development of Edgar Dale’s “cone of experience” 

[13], people generally learn and remember best what they study 

when they “do the real things” by themselves or, at least, when they 

are simulating that they are doing. Serious games could provide an 

environment where the learner may simulate actions in a more 

engaging way. In fact, it has been shown that serious games can be 

effective learning materials [2]. With that in mind, the training 

should be designed in a way that the students function as active 

participants as occurs in simulations and serious games. Related to 

this approach, our paper presents the four mains objectives of this 

research in the next section. While considering the first main 

objective, the third section of the paper discusses the theoretical 

background useful for situation and threat assessment. The last 

section of the paper presents a perspective on future work, which 

will focus on the gamification of training for cyber security. In this 

case, gamification [7] refers to the application of game thinking and 

mechanics to engage users, to solve problems, etc. 

2. OBJECTIVES OF THE CURRENT 

WORK 
This research has five main objectives: (1) identification of the 

theoretical framework to be used for situation and threat 

assessment; (2) identification of methods and comparison of 

automated tools for situation and threat assessment; (3) proposals 

for new ways of training on security using simulations and serious 

games; (4) development of the new training; and (5) evaluation of 

the results of the training prototype strategy.   

3. ACCOMPLISHMENTS TO DATE 
The use of methods and automated tools for situation and threat 

assessment are considered essential for security in the cyber world 

[15]. The main accomplishment of this research to date was to 

identify the information fusion theory as a theoretical framework to 

be used as an underlying framework for cyber security training. 
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Information is sometimes used as another word for data. 

Alternatively, information may be viewed as the meaning given to 

data by the way in which it is interpreted. The rapid evolution of 

technology has driven a continuous reshaping of definitions of both 

data fusion and information fusion [3][14]. Some usual definitions 

will be presented.  

In this text, data fusion may be understood as a “process to 

organize, combine and interpret data and information from various 

sensors and sources (e.g., databases, reports) that may contain a 

number of objects and events, conflicting reports, cluttered 

backgrounds, degrees of error, deception, and ambiguities about 

events and behaviors” [8]. On the other hand, information fusion is 

understood as the “the synergistic integration of information from 

different sources about the behavior of a particular system, to 

support decisions and actions relating to the system” [1]. In this 

perspective, information fusion involves gathering information, 

fusing this information and interpreting the result. It is necessary to 

merge information for the subsequent manipulation and treatment.  

The realization of a high-quality cyber-security training will clearly 

require that students be able to process multiple sources and 

streams of data/information, to include contextual information as 

previously remarked.  Information fusion is a well-established 

theoretical and application discipline that we expect to underpin a 

new and effective approach to cyber-security training.  A more 

detailed discussion on the many challenges in information fusion 

technology capabilities for security problems may be found in [10].  

4. FUTURE PLANS 
Future work will focus on the gamification [7] of training for cyber 

security, considering the protection of communication and 

information systems. Within this perspective, the use of methods 

and automated tools for situation and threat assessment will be 

considered while having information fusion theory as a theoretical 

framework. We will analyze training needs for cyber security and 

discuss its gamification. The use of game play mechanics will be 

considered with a special emphasis on strategies to encourage users 

to engage in desired secure behaviors. The use of games and game 

play mechanics has been shown [2] to be able to make the training 

more engaging and it helps increase motivation amongst learners. 

A requirements analysis of training needs will be made. And a 

possible design of a gamified training system for cyber security that 

complies with these requirements will be introduced. In this way, 

future work will deal with objectives 2, 3, 4 and 5 described 

previously. 
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