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Mo1va1on	  –	  The	  Big	  Picture	  

•  Cross-‐domain	  solu1ons	  (CDSs)	  are	  integral	  components	  of	  the	  U.S.	  Defense	  
Department’s	  global	  informa1on	  grid	  (GIG)	  

•  CDSs	  provide	  assured	  informa1on	  sharing,	  BUT	  
	  

•  CDSs	  have	  limita3ons	  
–  Not	  par1cularly	  suitable	  for	  net-‐centric	  opera1ons	  
–  Exhibit	  large	  deployment	  1mes	  which	  cannot	  cope	  with	  stringent	  	  requirements	  

	  



Agile	  CDS	  Vision	  

•  Decomposing	  the	  problem	  into	  sub-‐problems	  that	  are	  more	  tractable	  
•  Then	  integra1ng	  the	  component	  solu1ons	  

•  The	  building	  blocks	  for	  achieving	  this:	  
–  Formal	  specifica1ons	  for	  generic	  downgrading	  engines	  	  
–  Formal	  languages	  for	  data	  sani1za1on	  rules	  	  
–  Filters	  for	  specific	  data	  types	  
–  AZribute-‐based	  access	  control	  

•  Using	  pre-‐cer1fied	  commercial	  off-‐the-‐	  shelf	  (COTS)	  CDS	  facilitates	  rapid	  
deployment	  in	  the	  field	  	  
–  The	  availability	  of	  COTS	  devices	  depends	  on	  their	  1mely	  evalua1on	  



Problem	  to	  Solve	  

Speed-‐up	  CDS	  Evalua3on	  
	  



Data	  Downgrading	  

•  High-‐assurance	  CDSs	  are	  instrumental	  for	  informa1on	  sharing	  across	  security	  
domains	  

•  A	  system’s	  security-‐cri1cal	  components	  are	  decomposed	  into	  modules	  that	  
can	  each	  be	  completely	  verified	  (MILS)	  

•  Downgraders	  need	  to	  cope	  with	  mul1ple	  types	  of	  data,	  requiring	  
transforma1on	  and	  sani1za1on	  mechanisms	  to	  allow	  the	  informa1on	  flow	  	  
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Figure 1: A filter intercedes on channels between
hosts to sanitize data flowing from a higher security
level to a lower level.

legitimate high-to-low information sharing and data trans-
fers from lower-security sources to higher-security destina-
tions. In the latter case, unidirectional communication links
with data diodes can facilitate data flow, but this provides
no protection against the introduction of malware.

If a system’s security-critical components are decomposed
into modules that can each be completely verified and be-
tween which no unauthorized interaction can occur, then the
integrated system’s security can be assured. The separation
kernel introduced by Rushby [23] provides such functional-
ity by isolating partitions running with multiple independent
levels of security on a single host and controlling the infor-
mation flow between partitions, as illustrated in Figure 1.
Moreover, dowgraders need to cope with multiple types of
data [22], requiring transformation and sanitization mecha-
nisms to allow the information flow.

3. CERTIFICATION CHALLENGE
Since downgraders operate at the boundary between data
of di!erent sensitivity levels, they are security-critical com-
ponents of a computing infrastructure. Assurance of the
security of a system is therefore dependent on being able to
verify the correctness of downgrader operations.

Early downgrading focused on specific data types and pre-
defined contexts. For example, the U.S. Department of De-
fense’s Global Positioning System (GPS) used to downgrade
the location information available to civilians (and therefore
also adversaries) by adding a pseudorandom error to part
of the signal [16]. While this approach simplified the pro-
cess of verifying that the downgrading operation conformed
to its specification, the need for more complex downgrading
policies became apparent with the development of di!eren-
tial GPS. (The errors added during downgrading could be
calculated in real time by a receiver at a known location
that then retransmitted the error stream to consumers who
could use it to determine their own location with greater
accuracy.)

As the range of data content sensitivities, environments from
which it originates, communities with which it needs to be
shared, and kinds of operations being performed on it con-
tinue to increase, so has the complexity of the rules used
to downgrade data flowing between di!erent security clas-
sifications. The statistical guarantees provided by privacy-
preserving data publication algorithms depend on the sound-
ness of the data sanitization infrastructure.

Certification of a downgrader requires detailed requirements
and specifications, proofs of correctness, a structured design

process, detailed documentation, and the development of
test cases with su"cient coverage. Thus, as the downgrader
becomes increasingly complicated, the cost of formal assur-
ance and the time that elapses before it can be deployed in
the field also grow.

4. DECOMPOSING SANITIZATION
A few approaches for handling data in multi-level secure
systems have relied on separate instances of an application
running at each security level [13, 26]. In contrast, we ad-
dress the problem of downgrading data that has components
with multiple classification levels, as occurs during complex
joint training missions [4]. We advocate an approach that
leverages the nature of the data being downgraded and the
available trusted computing infrastructure to decompose the
downgrading functionality to the point that each module can
economically be formally specified and have its operational
behavior verified. This is illustrated in Figure 2.
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Figure 2: Data sanitization functionality can be de-
composed until each sanitization primitive can be
certified. For example, sanitization of location infor-
mation can be split into one operation that redacts
blacklisted names from a map while a second per-
turbs the numeric values in GPS values.

Architectural Context
Since we use an architecture-based solution to make complex
data sanitization practical, we first describe the MILS [4]
context in which it is framed.

The MILS philosophy advocates a top-down approach to
securing a system, mirroring the architectural pattern em-
ployed by the multiple independent levels of security initia-
tive [2]. The essence of the MILS architectural pattern is to
first describe the required security policy in terms of a pol-
icy architecture (typically, with a diagram in which boxes
encapsulate processing functions and arrows depict infor-
mation flow). The di"culty of making the assurance case
is then examined, assuming a direct mapping between the
architecture and a physical realization of it. If there is dif-
ficulty in proving the assurance case, then the policy archi-
tecture is further decomposed until a point is reached where
the assurance case can be proved.

The MILS approach separates the desired security proper-
ties from the resource-sharing problem. Commodity imple-
mentation of individual modules is facilitated through the
development of protection profiles that articulate the prop-
erties that the resources must possess. Downgraders form
one class of such functionality. A significant reason that
current downgraders are limited to simple operations, such
as redacting patterns contained in a database of blacklisted
terms or perturbing numeric values using fixed rules [24], is
to ensure that they are consistent with the MILS philoso-
phy of individual modules implementing well-defined secu-
rity properties.
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Decomposing	  Sani1za1on	  

•  Address	  the	  problem	  of	  downgrading	  data	  that	  has	  components	  with	  
mul1ple	  classifica1on	  levels	  by	  leveraging	  
	  
–  The	  nature	  of	  the	  data	  being	  downgraded	  	  
–  The	  available	  trusted	  compu1ng	  infrastructure	  	  

to	  decompose	  the	  downgrading	  func1onality	  to	  the	  point	  that	  each	  module	  can	  
economically	  be	  formally	  specified	  and	  have	  its	  opera1onal	  behavior	  verified	  
	  

•  Make	  complex	  data	  sani1za1on	  prac1cal	  	  
–  Inspired	  by	  mul1ple	  independent	  levels	  of	  security	  (MILS)	  

	  
	  



Architectures	  for	  Composing	  Cross	  Domain	  Solu1ons	  	  

•  Intra-‐CDS	  

•  Serial	  CDS	  

•  Parallel	  CDS	  

7	  

Sani3zer	   … High	   Low	  Sani3zer	  

CDS 

CDS	  High	   Low	  CDS	  Intermediate	  

CDS	  

CDS	  

High	   Low	  



Sani1za1on	  Algorithms	  

•  Previously	  studied	  in	  the	  context	  of	  publishing	  privacy-‐sensi1ve	  data	  	  
–  To	  preserve	  the	  privacy	  of	  individual	  record	  owners,	  a	  downgrader	  sani1zes	  
informa1on	  derived	  from	  such	  databases	  

•  Different	  methods	  have	  been	  approached	  
–  Perturbing	  the	  query	  inputs	  and	  outputs,	  and	  restric1ng	  the	  number	  of	  queries	  
–  Suppression	  that	  removes	  records	  from	  the	  sani1zed	  output	  
–  Randomiza1on	  that	  adds	  noise	  to	  perturb	  the	  data,	  and	  mul1-‐views	  that	  provide	  
sani1za1on	  through	  diverse	  perspec1ves.	  	  

•  For	  CDS,	  the	  data	  may	  never	  have	  been	  observed	  previously	  
–  Recent	  research	  on	  streaming	  differen3al	  privacy	  provides	  a	  framework	  for	  
designing	  sani1za1on	  algorithms	  appropriate	  for	  a	  CDS	  



Sani1zers	  /	  CDS	  Characteris1cs	  

•  Operate	  on	  a	  stream	  of	  items	  
•  Inspect	  each	  item	  and	  update	  internal	  state	  
•  Produce	  an	  output	  either	  for	  each	  item	  or	  at	  the	  end	  of	  the	  stream	  
	  

State	  

Output	   Output	  ….. 

State	  ….. 



Differen1al	  Privacy	  for	  Data	  Streams	  

•  Privacy	  against	  con3nual	  output	  
observa3on	  	  
–  The	  adversary	  examines	  the	  output	  
all	  the	  3me	  	  	  	  

•  Pan-‐Privacy	  	  
–  The	  adversary	  examines	  also	  the	  
internal	  state	  (intrusion)	  
•  Announced	  (subpoena)	  
•  Unannounced	  

–  Once?	  Several	  3mes?	  All	  the	  3me?	  

State	  

Output	   Output	  ….. 

State	  ….. 

State	  

Output	   Output	  ….. 

State	  ….. 

Low	  



Characterizing	  Leakage	  of	  Informa1on	  

•  Leakage	  may	  depend	  on	  auxiliary	  informa1on	  available	  externally,	  but	  
never	  observed	  by	  the	  downgrader	  

•  User-‐level	  X-‐adjacency	  
–  Data	  streams	  S	  and	  S	  ʹ′	  are	  X	  -‐adjacent	  if	  they	  differ	  only	  in	  the	  presence	  or	  
absence	  of	  any	  number	  of	  occurrences	  of	  a	  single	  item	  x	  ∈X	  	  

S	  	  =	  axbxcxdxxxex	  	  
	  	  	  	  S’=	  abcdxe	  	  

•  Event-‐level	  X-‐adjacency	  	  
–  Data	  streams	  S	  and	  S	  ʹ′	  are	  X	  -‐adjacent	  if	  the	  number	  of	  instances	  of	  one	  item	  
replaced	  by	  another	  is	  at	  most	  1 	  	  

S	  	  =	  abcdexfg	  	  
	  	  	  	  S’=	  abcdeyfg	  	  

	  



Differen1al	  Privacy	  Against	  Con1nual	  Observa1on	  

•  Assump3on:	  The	  sani1zer	  /	  CDS	  is	  trusted	  
	  
•  A	  -‐	  algorithm	  working	  on	  a	  stream	  of	  data	  

•  A	  is	  ε-‐differen3ally	  private	  against	  con1nual	  observa1on	  if	  for	  all	  	  
–  adjacent	  data	  streams	  S	  and	  S’	  (user	  or	  event	  level)	  
–  outputs	  σ1	  σ2	  …	  σt	  
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Figure 6: A CDS filter processes each data object
in a separate step.

Pan privacy [11] guarantees that sensitive information that
has been streamed through the filter will not be leaked even
if the internal state is compromised, as illustrated in Figure
8. Pan privacy can be considered in distinct settings. In
the first, the leakage of the internal state may be announced
(when responding to a subpoena, for example). Alterna-
tively, the compromise may be unannounced, in which case
an adversary can access the internal state without any fore-
warning.
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Figure 7: The output is assumed to be under con-
tinual observation by an adversary.

It is worth noting that increasing the power of the adversary
decreases the possible guarantees that can be provided. In
the MILS context, pan privacy is not necessary since the
platform on which the filter operates would provide the nec-
essary assurance that the internal state is not available to
the adversary. However, since a filter that does not leak
sensitive information after an intrusion may be of utility in
a broader context, we consider the pan privacy case as well.
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Figure 8: Pan privacy assumes that the adversary
can gain access to the internal state of the filter.

Characterizing Leakage
To sanitize data that is being released to a lower security
classification level, it is necessary to characterize the leakage
of information. This is particularly challenging when the
leakage itself may depend on auxiliary information that is
available externally, but never observed by the downgrader.
Intuitively, the amount of information that is being leaked
corresponds to the quantity of data that must be removed
from an unsanitized stream of objects S to yield a sanitized
output stream S!.
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Figure 9: User-level X-adjacent streams are identical
if the elements in X are eliminated.

The notion of leakage can be formalized analogously to the
way it is defined for streaming di!erential privacy. Instead of
formulating leakage over query streams, we focus on streams
of data objects. We consider streams S and S! to be user-
level X-adjacent if the only di!erence between them is the
presence of data objects x ! X. Figure 9 depicts two streams
S and S! that are identical (as shown in red) after all oc-
currences of x (as shown in black) are eliminated. In this
case, S and S! are X-adjacent. If only a single instance of
each object x ! X is replaced, then the two streams are
considered to be event-level X-adjacent. Figure 10 depicts
event-level X-adjacent streams that are identical (as shown
in red) when a single element (shown in black) is eliminated.
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Figure 10: Event-level X-adjacent streams are iden-
tical if each element in X is eliminated just once.

Composable Sanitization
A sanitization algorithm A is said to be !-di!erentially pri-
vate against continual observation if for all pairs of X-adjacent
streams S and S!

e"! " Pr[A(S) = "1"2 . . ."t]
Pr[A(S!) = "1"2 . . ."t]

" e!

where "1"2 . . ."t is the output generated by running algo-
rithm A on the streams S and S! [10].

Consider an algorithm A that operates in the streaming dif-
ferential privacy framework. A maps elements of the stream
to I#", where I is the set of internal states of the algorithm
A, and " is the set of possible output sequences. A is said
to be !-di!erentially pan-private [9] (against a single unan-
nounced intrusion) if for all event- or user-level X-adjacent
streams S and S!, inputs I ! $ I, and outputs "! $ "

e"! " Pr[A(S) ! (I !,"!)]
Pr[A(S!) ! (I !,"!)]

" e!.
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Figure 11: Di!erential privacy guarantees are addi-
tive over the collection of intra-CDS sanitizers uti-
lized.

Algorithms that provide di!erential privacy guarantees can
be composed while maintaining the assurance [10, 21]. This
means that if an algorithm A1 that provides an !1 di!er-
ential privacy guarantee is combined with an algorithm A2
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Pan-‐Privacy	  (“inside	  and	  out”)	  

•  Assump3on:	  The	  sani1zer	  /	  CDS	  is	  not	  trusted	  
	  
•  A	  -‐	  algorithm	  working	  on	  a	  stream	  of	  data	  
•  I	  -‐	  	  the	  set	  of	  internal	  states	  of	  the	  algorithm	  
•  σ	  -‐	  the	  set	  of	  possible	  output	  sequences	  
	  
•  A	  mapping	  stream	  items	  to	  I×σ	  is	  (ε-‐differen3ally)	  pan-‐private	  (against	  a	  
single	  unannounced	  intrusion)	  if	  for	  all	  	  
–  adjacent	  data	  streams	  S	  and	  S’	  (user	  or	  event	  level)	  
–  I'⊆I	  and	  σ’⊆	  σ	  
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Figure 6: A CDS filter processes each data object
in a separate step.

Pan privacy [11] guarantees that sensitive information that
has been streamed through the filter will not be leaked even
if the internal state is compromised, as illustrated in Figure
8. Pan privacy can be considered in distinct settings. In
the first, the leakage of the internal state may be announced
(when responding to a subpoena, for example). Alterna-
tively, the compromise may be unannounced, in which case
an adversary can access the internal state without any fore-
warning.
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Figure 7: The output is assumed to be under con-
tinual observation by an adversary.

It is worth noting that increasing the power of the adversary
decreases the possible guarantees that can be provided. In
the MILS context, pan privacy is not necessary since the
platform on which the filter operates would provide the nec-
essary assurance that the internal state is not available to
the adversary. However, since a filter that does not leak
sensitive information after an intrusion may be of utility in
a broader context, we consider the pan privacy case as well.
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Figure 8: Pan privacy assumes that the adversary
can gain access to the internal state of the filter.

Characterizing Leakage
To sanitize data that is being released to a lower security
classification level, it is necessary to characterize the leakage
of information. This is particularly challenging when the
leakage itself may depend on auxiliary information that is
available externally, but never observed by the downgrader.
Intuitively, the amount of information that is being leaked
corresponds to the quantity of data that must be removed
from an unsanitized stream of objects S to yield a sanitized
output stream S!.
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Figure 9: User-level X-adjacent streams are identical
if the elements in X are eliminated.

The notion of leakage can be formalized analogously to the
way it is defined for streaming di!erential privacy. Instead of
formulating leakage over query streams, we focus on streams
of data objects. We consider streams S and S! to be user-
level X-adjacent if the only di!erence between them is the
presence of data objects x ! X. Figure 9 depicts two streams
S and S! that are identical (as shown in red) after all oc-
currences of x (as shown in black) are eliminated. In this
case, S and S! are X-adjacent. If only a single instance of
each object x ! X is replaced, then the two streams are
considered to be event-level X-adjacent. Figure 10 depicts
event-level X-adjacent streams that are identical (as shown
in red) when a single element (shown in black) is eliminated.
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Figure 10: Event-level X-adjacent streams are iden-
tical if each element in X is eliminated just once.

Composable Sanitization
A sanitization algorithm A is said to be !-di!erentially pri-
vate against continual observation if for all pairs of X-adjacent
streams S and S!

e"! " Pr[A(S) = "1"2 . . ."t]
Pr[A(S!) = "1"2 . . ."t]

" e!

where "1"2 . . ."t is the output generated by running algo-
rithm A on the streams S and S! [10].

Consider an algorithm A that operates in the streaming dif-
ferential privacy framework. A maps elements of the stream
to I#", where I is the set of internal states of the algorithm
A, and " is the set of possible output sequences. A is said
to be !-di!erentially pan-private [9] (against a single unan-
nounced intrusion) if for all event- or user-level X-adjacent
streams S and S!, inputs I ! $ I, and outputs "! $ "

e"! " Pr[A(S) ! (I !,"!)]
Pr[A(S!) ! (I !,"!)]

" e!.
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Figure 11: Di!erential privacy guarantees are addi-
tive over the collection of intra-CDS sanitizers uti-
lized.

Algorithms that provide di!erential privacy guarantees can
be composed while maintaining the assurance [10, 21]. This
means that if an algorithm A1 that provides an !1 di!er-
ential privacy guarantee is combined with an algorithm A2
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Composable	  Sani1za1on	  	  

•  Theorem	  	  	  The	  composi1on	  of	  an	  ε1-‐differen1ally	  private	  mechanism	  and	  
an	  ε2-‐differen1ally	  private	  mechanism	  is	  at	  worst	  (ε1	  +	  ε2)-‐differen1ally	  
private	  	  
	  
	   	   	   	   	   	   	   	   	   	  	  	  	  	  	  	  -‐	  differen1ally	  private	  CDS	   	  
	   	   	   	   	   	   	   	   	  	  

	  
	   	   	   	   	   	   	   	   	   	  	  	  	  	  	  	  	  	  (ε1	  +	  ε2)-‐differen1ally	  
	   	   	   	   	   	   	   	   	   	   	  private	  composi1on	  	  

	  
	  

	   	   	   	   	   	   	   	   	   	   	  (ε1	  +	  ε2)-‐differen1ally	  
	   	   	   	   	   	   	   	   	   	   	  private	  composi1on	  	  

	  

ε1-‐differen3ally	  
private	  sani3zer	  

… εn-‐differen3ally	  
private	  sani3zer	  

ε1-‐differen3ally	  
private	  CDS	  

ε2-‐differen3ally	  
private	  CDS	  Intermediate	  

ε2-‐differen3ally	  
private	  CDS	  

ε1-‐differen3ally	  
private	  CDS	  



Conclusions	  

•  High-‐assurance	  systems	  with	  mul1ple	  security	  levels	  use	  data	  filters	  to	  
facilitate	  the	  safe	  flow	  of	  informa1on	  

•  As	  the	  content	  and	  context	  of	  the	  data	  increases	  in	  complexity,	  the	  cost	  
and	  1me	  to	  cer1fy	  CDS	  is	  growing	  rapidly	  

•  Downgrading	  func1onality	  should	  be	  decomposed	  to	  the	  point	  where	  each	  
filter	  provides	  a	  streaming	  differen1al	  privacy	  guarantee	  and	  its	  
cer1fica1on	  is	  economically	  viable	  

•  The	  resul1ng	  filters	  can	  be	  combined	  to	  provide	  equivalent	  func1onality	  to	  
that	  provided	  by	  monolithic	  downgraders	  
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