
 
 

Abstract 
Let I be the instruction set architecture (ISA) of a multi core processor, e.g. X64, POWER, ARM. 
A mathematical correctness proof of a hypervisor for instruction set architecture I has to provide 3 things: 

1) a specification of the hypervisors function. Among other things hypervisors provide a simulation of many 
processors of ISA I by one processor of ISA I. 

2) a semantics of the programming language, in which the hypervisor is coded. This is usually an extension of 
parallel C for system programming (whatever parallel C is). 

3) a proof that the code satisfies the specification. Once computational models are clear this is almost an 'ordinary' 
simulation theorem. In case the proof is mechanized in a formal proof tool one should also provide 

4) a soundness proof of the (extended parallel) C verifier used. Such verifiers must inject proof obligations, which 
are completely unintuitive without a detailed understanding of low-level system architecture. 

In this talk we outline the surprising and highly nontrivial computational models involved. Based on these models we 
explain how the 4 problems above can be solved in a pervasive theory of multicore systems. Full formal verification of 
modern hypervisors requires to formalize exactly this theory. 
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Abstract 
Safety and Assurance Cases are becoming widespread.  In this talk I will describe our own experience and view of Cases 
and in particular the Claims Argument Evidence approach we defined. This talk will discuss the research we are doing in 
how to structure and challenge cases and report on some of our experiences in moving the concept of Assurance Cases 
from safety to security and the challenges in seeking compositionality. 
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Abstract 
"We have lost an entire generation who understand what assurance is and why it is important ... the consequences of which 
may be potentially severe or catastrophic." NIST Special Publication 800-53, Revision 4 has addressed a number of gaps 
with respect to previous efforts, including security assurance and trustworthy systems. The updates to 800-53 are part of an 
initiative to rebrand the concept of assurance, and to once again move trustworthiness to a prominent role in assessing 
security capability. We emphasize the roles of security functionality and security assurance in trustworthiness, and examine 
the role of modularity, layering, and monitoring as key assurance concepts. NIST is adding a complete set of high 
assurance security controls that will facilitate the development of high assurance overlays that replicate either Common 
Criteria EAL 6/7 or TCSEC B3/A1. 
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Information Processing Standards (FIPS) Publication 199 (security categorization standard), FIPS Publication 200 (security 
requirements standard), NIST Special Publication (SP) 800-53 (security controls guideline), NIST SP 800-53A (security 
assessment guideline), NIST SP 800-37 (security authorization guideline), NIST SP 800-39 (risk management guideline), 
and NIST SP 800-30 (risk assessment guideline).  Dr. Ross is the principal architect of the Risk Management Framework 
and multi-tiered approach that provides a disciplined and structured methodology for integrating the suite of FISMA 
standards and guidelines into a comprehensive enterprise-wide information security program. Dr. Ross also leads the Joint 
Task Force Transformation Initiative, a partnership with NIST, the Department of Defense, the Intelligence Community, 
the Office of the Director National Intelligence, and the Committee on National Security Systems to develop a unified 
information security framework for the federal government. 
 

 
 

Abstract 
The DHS Software Assurance (SwA) program works collaboratively with federal government and private sector partners 
to provide resources, tools and information to reduce the exploit potential of software. The SwA program sponsors security 
automation efforts that enable cost-effective, scalable processes and resources that advance the detection, prevention and 
mitigation of cyber threats at "machine speed." This better enables stakeholders to leverage information about exploitable 
weaknesses, vulnerabilities, malware and threat information to empower diverse types of organizations to easily influence 
corrective actions, and to choose what information share and which partners to share it with. The ultimate goal is to allow 
any organization's identification and analysis of suspicious code behavior and activity to inform preventive measures for 
the broader community as rapidly as possible.  This presentation explores considerations for layered assurance in the 
context of resilience for enterprises through security automation and software supply chain risk management. 
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