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Overview 
 
Traditional computer security focuses on hardening computer systems to defend against cyber attacks by using 
methods such as denying all pathways and services except those specifically necessary, then fixing all known 
vulnerabilities in the needed services. While these methods are necessary, are they sufficient to effectively defend 
against cyber attacks? Is hardening sufficient when hardening guidelines and patches to fix vulnerabilities are 
available only after vulnerabilities are identified (either by the security community or after exploitation by a cyber 
attacker)? Is hardening sufficient in the face of zero-day exploits, after the vulnerability is identified but before a 
patch is available, leaving cyber attackers with a distinct advantage? Can active, defensive approaches provide the 
concealment necessary to protect computer systems when static hardening methods are not available or are 
insufficient? 

Computer security professionals need to consider approaches to cyber defense that are based on 
concealment. We propose the Moving Target Defense (MTD) approach that aims to provide robust security by (1) 
altering the pathways to computers; (2) confusing attacks that rely on identifying the type of host, operating 
system, or service; or (3) changing the type of computer system, either continuously or after an attack is detected, 
to thwart attacks that target specific types of computer systems. 

We propose two methods of evaluation for the MTD approach. To evaluate feasibility, we consider 
computer security administration: the costs, in terms of time and effort, required to set up and maintain an MTD 
system. To evaluate the effectiveness of MTD in protecting computer security, we consider the capabilities of the 
attacker to exploit vulnerabilities or penetrate the system. 

 
Proposed Solutions  
 
Concealment 1: Independent disks for data shared between systems with different profiles: Using VMWare, we set 
up multiple virtual machines (VM) running different patch levels and different applications — all hosting the 
content on a shared, independent disk. 
 
Concealment 2: Proxied requests to servers across a number of proxies with different profiles: Using a proxy, we 
set up multiple operating systems (OS) and applications hosting the same Web site. The proxy manages the moving 
of targets.  
 
Concealment 3: Faking of banners or other identifying strings to make a server look like something else: Using 
different applications, we altered the banners and OS level variants to try to mask the Web server. For example, on 
Mac OS X, we enabled “Stealth Mode.”  While this is not exactly an MTD, it is a viable alternative that security 
administrators put into place now to gain a similar defense.  
  
Concealment 4: Masking of network-level fingerprints by intermediate firewalls or modifying them to look like 
something else: Using firewalls outside of the application and OS, we altered traffic to and from the application to 
make it appear slightly different. The firewalls control which target is seen by the user in the MTD.   
 
Concealment 5: Moving systems around within a subnet or between subnets: Taking the system we created, we 
used scripts in the switches to alter VLAN (virtual local area network) and DNS (domain name server) to point to 
the same server on a different VLAN/subnet.  
 
Progress and Conclusion 
 
We are testing each concealment scenario from an security administrator perspective and an attacker perspective. 
We plan to describe each process and develop an evaluation of the usefulness of each concealment scenario.   
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