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Webmail 

Problem 

• Sent in the clear 
• Available to the provider 

Solution 

•  Familiar interface 
• Easy deployment 
• Key management 



Kiwi 
• Secure Overlays 

•  Existing email clients 
•  Plaintext not accessible to email provider 

• Easy deployment 
•  No setup between the sender and recipient 
•  Browser bookmarklet or plugin 

• Key management 
•  Key escrow 
•  Symmetric key system 









Future Work 
• Usability studies 

•  How usable and effective is a bookmarklet compared to a plug-in? 
•  How will a user trust the initial encrypted message? 

•  Spear phishing problem turned on its head 
•  Personalized greeting to motivate receiver to install the bookmarklet 

• Security analysis 
• Key management comparison 
• Standard Webmail API 

•  Too difficult to stay up-to-date with webmail client changes 
•  Attachments difficult to support 


