
Laboratory for Education and Research in  
Secure Systems Engineering (LERSSE) 

 
Nokia Research Center, Palo Alto, USA 

 

Protecting Users' 
Data on Smartphones 

Against Loss and 
Theft 

Ildar Muslukhov, Yazan Boshmaf, Konstantin Beznosov,  
Cynthia Kuo, Jonathan Lester 



What if … 

Damage Loss 

•  Loss of valuable data 
•  Revealing sensitive data 
•  Impersonation 



3	  
Source: Lookout Mobile Security , “Lost and found”, 2011 

96% of US population use cell phones 



4	  Source: A. Smith, "Smartphone Adoption and Usage," Pew Research Center, 2011.  

35% of US Adults owns a smartphone 
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Source: Lookout Mobile Security , “Lost and found”, 2011 
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Source: Iulia Ion, Niharika Sachdeva, Ponnurangam Kumaraguru, and Srdjan Capkun, 
"Home is Safer than the Cloud! Privacy Concerns for Consumer Cloud Storage," in 
SOUPS, Pittsburgh, 2011. 



Our Approach 

•  Data Protection System 
– User-Centered Design 
– Requirements Analysis 

•  Exploratory study 
– Semi-structured Interviews 
– Online Survey 
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