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WHY : We Do Web Application Security Assessment?? 
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WHAT : we are doing? 

• We have adopted ASVS: Application Security 
Verification Standard 

• 4 Verification Level  
Level 1 – Automated Verification 

Level 1A – Dynamic Scan  
Level 1B – Source Code Scan  

Level 2 – Manual Verification 
Level 2A – Penetration Test 
Level 2B – Code Review 

Level 3 – Design Verification 
Level 4 – Internal Verification 

• Risk Based  
• https://www.owasp.org/index.php/ASVS 

 *Edition Bahasa Indonesia 
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HOW : We Do Web Application Security Assessment 

ISO-27001:2009 

• Information Security 
Index 

• Role of ICT 

• Governance 

• Risk Management 

• InfoSec 
Framework 

• Asset 
Management 

• The Use of InfoSec 
Technology 

 

SELF ASSESSMENT 

• 14 Control 
Objectives 

• More than 120 
Security Control 

VERIFICATION 

• External Auditor 

• Recommendations 



WHO : Involving Stakeholders 
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Government Institution 

(Central & Local Government) 

State/Local Owned Enterprise  

Other Entities 



PROGRESS SUMMARY 

INSTITUTIONS 
 Directorate of Information Security Ministry of Communication & Information Technology 

Republic of Indonesia as Policy and Regulatory Body in Indonesia (2011)‏ 

 ID-SIRTII and ID-CERT for emergency response team 

 Planning for National GOV-CERT 

 Certificate of Authority Body for Government Public Key Infrastructure                               

 

Policy & Technical Support 
 Telecom-Law, Cyber-Law, Public Transparency Law 

 Establishing of Management of Information Security Standard based on ISO 27001 on 

Government Institutions 

 Anti-Spam 

 Web Security Assessment 

 Information Security Governance 

 Data Protection 

 Critical Information Infrastructure Protection 

 National Information Security Index for Government Institutions 

 

HUMAN RESOURCES DEVELOPMENT 
 Information Awareness Technical Assistance for Government Staffs 

 Information Security Certificates for 7000 Government Staffs 

 

 

 



 

 

 

 

 

THANK YOU 
 

 

1. Dr. Hasyim Gautama, 2. Yudhistira Nugraha 
Directorate of Information Security 

Ministry of Communication and Information Technology of Republic of Indonesia 

 

 

Please contact us for more inquiries 

hasyim.gautama@kominfo.go.id, yudhistira.nugraha@kominfo.go.id 



www.depkominfo.go.id 
31 Mei 2011 – Pelaku : taBUn_GuCi 

Deface :   http://www.depkominfo.go.id   

Mirror :   

 



www.polri.go.id 
16 Mei 2011 Mengatasnamakan Mujahidin 

Deface :   http://www.polri.go.id   

 



www.lemhannas.go.id 
11 Januari 2011 – Pelaku : c4ur 

Deface :   http://www.lemhannas.go.id   

Mirror :   http://www.zone-h.org/mirror/id/12888872   

 


