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Internet Anonymity Systems 

ÅtǊƻǘŜŎǘ ǳǎŜǊǎΩ ǇǊƛǾŀŎȅΧ 

ΧŦǊƻƳ ǘƘƻǎŜ ǿƘƻ Ƴŀȅ ōŜ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜ 
connection 

ΧŦǊƻƳ ǘƘŜ ǎƛǘŜǎ ōŜƛƴƎ ǾƛǎƛǘŜŘ 

ÅAllow bypassing of censors 

ÅTor [Dingledine et al., USENIX 2004] is a very 
prevalent example 
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Tor 

ÅGlobal volunteer-based anonymity network 

ÅAnonymity by shuffling traffic through a 
ƴŜǘǿƻǊƪ ƻŦ Ψƻƴƛƻƴ ǊƻǳǘŜǊǎΩ 
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Unfortunately, Tor is slow 
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ÅNumber of users is in 
the hundreds of 
thousands [Hahn, 2010] 

ÅNumber of routers is in 
the thousands 

ÅNumber of exit nodes is 
even smaller 

 



Incentivizing Relays Through Universal Rate Limiting 
ǿƛǘƘ Ψ¢ƻǊǘƻƛǎŜΩ 
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ÅEncourage more Tor relays by 
providing performance incentives 
to relay operators 
 

ÅLƳǇƻǎŜ ŀ άǳƴƛǾŜǊǎŀƭέ ǊŀǘŜ ƭƛƳƛǘΣ 
without significantly degrading the 
performance of anonymous web 
browsing 
 



Why are there so few Tor relays? 

ÅThere are costs to running a Tor router 

ïRunning a relay taxes both the hosting 
computer as well as its connection 

ïTo be useful, Tor routers need to be 
continuously online 

ïRunning an exit node causes all Tor traffic you 
route to appear to the outside world as if it 
originated from you 
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Contributing Factor:  
Greedy Filesharers 
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[McCoy et al., PETS 2008] 

 

 



Dismissed: Filesharer Filtering 
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ÅIntuitive solution:   block unwanted filesharing 
ǘǊŀŦŦƛŎ ŀǘ ¢ƻǊΩǎ ŜȄƛǘ ǊŜƭŀȅǎ 

ïThe Tor Project already recommends that exit 
routers block BitTorrent ports (trivially countered) 

ïDeep packet inspection (trivially countered) 

ïTraffic analysis [Hintz, PETS 2003]  

    (not-so-trivially countered) 

ÅIntuitive solution:   block unwanted filesharing 
traffic ŀǘ ¢ƻǊΩǎ ŜȄƛǘ ǊŜƭŀȅǎ 

ïThe Tor Project already recommends that exit 
routers block BitTorrent ports 

ïDeep packet inspection 

ïTraffic analysis [Hintz, PETS 2003]  



Dismissed: Filesharer Filtering 

ÅWould likely lead to an arms race 

Å!Ǝŀƛƴǎǘ ¢ƻǊΩǎ ǳƴŘŜǊƭȅƛƴƎ ǇƘƛƭƻǎƻǇƘȅ ŀƴŘ Ǝƻŀƭǎ 

ïActively blocking content 

ïMonitoring traffic 
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Incentivizing additional relays with 
Reward-Based Approaches 

ÅProvide additional bandwidth to clients who also 
operate Tor relays 
ÅThere are existing reward-based approaches: 
ïBRAIDS [Jansen et al., CCS 2010] 
ïPAR [Androulaki et al., PETS 2008] 
ïXPay [Chen et al., WPES 2009] 
ïGold Star [Ngan et al., torproject.org 2010] 

ÅBut existing solutions  
ïrequire centralized mints or banks 
ïare often not incrementally deployable 
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¢ƻǊǘƻƛǎŜΩǎ ¦ƴƛǾŜǊǎŀƭ wŀǘŜ [ƛƳƛǘƛƴƎ 
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!ƭƭ ǳǎŜǊǎ ŀǊŜ ǎǳōƧŜŎǘ ǘƻ ŀ ǳƴƛǾŜǊǎŀƭ ǊŀǘŜ ƭƛƳƛǘΧ 
 

  

ΧŜȄŎŜǇǘ ǘƘƻǎŜ ǳǎŜǊǎ ǘƘŀǘ ŀƭǎƻ Ǌǳƴ ǊŜƭŀȅǎ 



Rate Limiting in Tor and Tortoise 

Å¢ƻǊΩǎ ŜȄƛǎǘƛƴƎ ǘƻƪŜƴ ōǳŎƪŜǘ ǎȅǎǘŜƳ ŜƴŦƻǊŎŜǎ 
ǊŜƭŀȅǎΩ ōŀƴŘǿƛŘǘƘ ƭƛƳƛǘǎ 

Å¢ƻǊǘƻƛǎŜ ŜȄǘŜƴŘǎ ¢ƻǊΩǎ ǘƻƪŜƴ ōǳŎƪŜǘ ǎȅǎǘŜƳ ǘƻ 
rate limit individual connections 

ïLimits bandwidth only at ingress (guard) relays 

ïwŜƭƛŜǎ ƻƴ ¢ƻǊΩǎ directory flags to ensure minimal 
level of service to gain exemption 
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¢ƻǊǘƻƛǎŜΩǎ ¦ƴƛǾŜǊǎŀƭ wŀǘŜ [ƛƳƛǘƛƴƎ 
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¢ƻǊǘƻƛǎŜΩǎ ¦ƴƛǾŜǊǎŀƭ wŀǘŜ [ƛƳƛǘƛƴƎ 
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¢ƻǊǘƻƛǎŜΩǎ ¦ƴƛǾŜǊǎŀƭ wŀǘŜ [ƛƳƛǘƛƴƎ 
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Experimental Setup 

ÅExperimenTor [Bauer et al., CSET 2011] 
ïLarge-scale network emulator 
ïUses actual Tor code 

ÅExperimental Setup: 
ïEmulated 900 clients, 40 web/file servers, 5 directory servers, 

15 dedicated relays 
ïAll relays are potential exit nodes 
ïClients assigned bandwidths based on geographical 

distribution of actual Tor network 
ï90% of clients assigned bandwidths directly from this data 

(ά.ǊƻŀŘōŀƴŘ ǊŜǎƛŘŜƴǘƛŀƭέ) 
ï10% of clients assigned downstream bandwidth from this data, 
ŀƴŘ ƛŘŜƴǘƛŎŀƭ ǳǇǎǘǊŜŀƳ ōŀƴŘǿƛŘǘƘ όάLƴǎǘƛǘǳǘƛƻƴŀƭέύ 
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Rate Limit Selection 

ÅGoal: Allow interactive (e.g. web) traffic to 
experience reasonable performance while 
decreasing the performance of filesharers. 

ÅTortoise Approach: 

ïProvide the necessary bandwidth to browse 
the web 

ïDŀǳƎŜ άǊŜŀǎƻƴŀōƭŜέ ǇŜǊŦƻǊƳŀƴŎŜ ǳǎƛƴƎ ǘƘŜ 
Eight Second Rule 
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For web clients, mean 
transfer speed drops 
only 15%, from 40KBps 
to 34KBps 
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For Bulk transfer 
clients, speeds 
drop by over 30% 
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Tortoise successfully throttles connections to a 
similar speed, affecting bulk clients more than 
interactive. 

 


