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Internet Anonymity Systems
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A Allow bypassing of censors

A Tor [Dingledinest al., USENIX 200i§ a Very
prevalent example



Tor

A Global volunteetbased anonymity network

A Anonymity by shuffling traffic through a
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Unfortunately, Tor Is slow

~250k

Clients Relays

Exit

Relays

A Number of users is in
the hundreds of
thousandgHahn, 2010]

A Number of routers is in
the thousands

A Number of exit nodes is
even smaller



Incentivizing Relays Through Universal Rate Limit
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A Encouragamore Tor relays by
providing performance incentives
to relay operators
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without significantly degrading the
performance of anonymous web
browsing
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Why are there so few Tor relays?

A There are costs to running a Tor router

I Runninga relay taxes both the hosting
computer as well as itsonnection

| To be useful, Taouters need to be
continuously online

I Runningan exit node causes all Tor traffic you
route to appear to the outside world as If it
originated from you



Contributing Factor:
GreedyFilesharers

M BitTorrent
M Everything Else

3% of clients 40% of Bandwidth

/

[McCoyet al, PETS 2008]
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DismissedFilesharerfFiltering

A Intuitive solution: block unwantefilesharing
fraffie | F(F A0C2 NIBia C¢SENEQE NSREfA L
I The Tor Project already recommends that exit
routers blockBitTorrentports (trivially countered)
I Deep packet inspectioftrivially countered)
I Traffic analysigiintz, PETS 2003]
(not-so-trivially countered)



DismissedFilesharerfFiltering

A Would likely lead to an arms race

Al 3 Ayaid ¢2NXQa dzy RSNJI &
I Actively blocking content
I Monitoring traffic



Incentivizing additional relays with
RewardBased Approaches

A Provide additional bandwidth to clients who also
operate Tor relays
A There are existing rewasdased approaches:
I BRAID&anseret al, CCS 2010]
I PARAndroulakiet al, PETS 2008]
I XPayChenet al., WPES 2009]
I Gold StarNganet al., torproject.org 2010]

A But existing solutions
I require centralizedanintsor banks
| are often not incrementally deployable
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Rate Limiting in Tor and Tortoise
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I Limits bandwidth only aingress(guard) relays
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Experimental Setup

A ExperimenToiBaueret al, CSET 2011]

Largescale networlemulator
Uses actual Tocode

A Experimental Setup:

Emulated 900 clients, 40 web/file servers, 5 directory servers,
15 dedicated relays

All relays are potential exit nodes

Clients assigned bandwidths based on geographical
distribution of actual Tor network

90% of clients assigned bandwidths directly from this data
@G@. NI ROl YR) NBAARSY AL f €

10% of clients assigned downstream bandwidth from this data,
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Rate Limit Selection

A Goal:Allow interactive (e.g. web) traffic to
experience reasonable performanadile
decreasing the performance fiesharers

A Tortoise Approach:

I Provide the necessary bandwidth to browse
the web
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Eight Second Rule



Cumulative Fraction

Average Web Page Sizes,
Alexa Top 60 Sites
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Cumulative Fraction
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Effect of Rate Limit - No New Relays
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Tortoisesuccessfully throttles connections to a
similar speed, affecting bulk clients more than
Interactive.



