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University of Dayton

- Recognized by US News and World Report as one of the 10 best
Catholic Universities in the nation

. 12,0000 Students and 3,000 Faculty

- The Challenge:

- "We had a huge pile of data and no way of getting to the few bits of
data that were really important to us”

- "We needed a way to not only analyze this data but also simplify
ongoing report creation for PCI compliance. Previously we had to do

a lot of manual work to produce reports.”
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University of Dayton

. The Solution

- Deployed Sentinel™ and Sentinel Log Manager Log Manager to detect and
collect an average of three million security events a day simplifying the
process of collecting, archiving and analyzing its log data.

- “Novell Sentinel Log Manager allows us to take all the log information and look
at it by any parameter. It brings meaning to the hundreds of security logs we
receive.”

- The University uses Sentinel™ to collect security-related events from its
firewalls, intrusion detection systems, Novell eDirectory™, Novell Identity
Manager and Novell Access Manager™.

- "The real strength of Novell Sentinel, coupled with Novell Identity Manager, is
the ability to clearly connect security events with individual identities, which is
critical for achieving PCI compliance.”

- "Novell Sentinel Log Manager does an amazing job at handling the huge
volume of data we're throwing at it.”

- "Within this year, the Novell solution will have easily paid for itself in reduced
administrative time, not to mention our improved security posture.”
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Integrated Approach to Security

User
Provisioning

Monitoring
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ldentity and Security Business View

Business Processes
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Sentinel™ Automates the Monitoring N
and Reporting of IT Controls

Collect and consolidate feeds from multi-vendor sensors

Normalize logs from across the enterprise seamlessly

Monitor and analyze for control violations in real time

Respond to violations ... incident management tied to existing workflows
Report on the effectiveness of the control environment

Real-time View

B
T

=

@D

=

=
VVJVVV

Aggregate « Normalize « Correlate

Collect » Normalize » Analyze » Report » Respond



-
Real-time ldentity Enriched N
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For Additional Information

- Novell Open Audio

- http://www.novell.com/media/content/university-of-dayton-uses-sentinel-log-
manager.html

- Success Story

- http://www.novell.com/success/univ_dayton.html

. Sentinel Log Manager

- http://www.novell.com/products/sentinel-log-manager/
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