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Weaving a National Initiative?
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Motivators for CNCI R&D

ÈAttackers Rule, Disasters are Likely
ÈShort - term Measures Essential but Insufficient
ÈMarket Forces Will Not Change the Balance
ÈNew Technology Can Catalyze Major Changes
ÈOnly a National Initiative Will Make a Real 

Difference

-- National Cyber Defense Initiative activities
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Background: CNCI
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Vision of R&D under the CNCI

(Coordination)

A high-priority, high-intensity, 

focused, and coordinated set of 

Federal government activities 

over the next 10 years

(Leap-Ahead Program)

Expanding cyber research 

and development into high-

risk, high-return areas

ñto transform the cyber infrastructure so that 

critical national interests are protected from 

catastrophic damage and our society can 

confidently adopt new technological advancesò
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National Cyber Leap Year Background

È NCLY Authority

Á Spring of 2008, OSTP tasked NITRD Program to devise plans to execute the 

CNCI Leap -Ahead Program Directive

Á NITRD Senior Steering Group (SSG) for Cybersecurity was formed to provide 

senior leadership and coordination with classified initiatives

È NCLY Strategy: Game - Change Framework

Á Morph the Board (changing the terrain, ex. non -persistent virtual machines, 

adaptive networks)

Á �&�K�D�Q�J�H���W�K�H���5�X�O�H�V�����U�X�O�H�V���W�K�D�W���I�D�Y�R�U���V�R�F�L�H�W�\�¶�V���Y�D�O�X�H�V�����H�[�����D�F�F�R�X�Q�W�D�E�L�O�L�W�\����
attribution, anonymity)

Á Raise the Stakes (increase risk and cost for attackers, ex. charging for spam 

email)

È NCLY Phases

Á Gather concepts: October 08 �± April 09, SSG directed 3 public RFIs to obtain 

input; 238 submissions

Á Develop best concepts: NCLY Summit, August 09; 3 -day summit in Washington 

DC with 150 security experts from industry, academia, government


