What security features are
appropriate for virtualization
technology?
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Organization of this talk NRL

e Scope / meaning of virtualization

e Security features for virtualization
technology (VT) per se

e Security features that make sense for
complete products that include
virtualization but ...
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What is virtualization technology* NRL

web-based

open

“virtual” is the new “good”

structured

service-oriented




We restrict this talk to virtual machine monitors NRL

e Hypervisor/VMM - software that
virtualizes complete hardware platforms

e {0 run operating systems

e Type | or Type Il (more later)
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Robustness and threat model NRL

Since security is never perfect,
it should always be described in terms of
threat model and robustness.




Threat model NRL

o (A well-formed threat model will always
contain these components, though the
terms used may be different.)

e A threatis some adverse action against the
services, data, stakeholders, etc., protected
by a security solution.
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Robustness | NRL

e Our understanding of security flaws that
may remain after a product is developed

e Robustness = strength of mechanism +
assurance

e Strength of mechanism is about
conceptual flaws
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Robustnhess || NRL

e A low-strength / high-assurance solution can
be broken through its conceptual flaws

o A hlgh strength / low-assurance solution can
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VMM Robustness | NRL

¢ One kind of VMM is a “perfectly” strong mechanism
- no conceptual flaws

e separation kernel (SK) - no sharing between
guests

e a pure SK cannot be used as a cross-domain
solution (David Bell’s computer security
intermediate value theorem at ACSAC 21)
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VMM Robustness Il NRL

e |[fa VMM is to have all
of its guests connected
to the same network ...

e .. thenthe VMM does
not need to be any
more robust than its
guests
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Sensitive instructions NRL

® sensitive instructions can affect processor mode,
memory maps, DMA, interrupt handling ... i.e.
VMM control

e privileged instructions cause a trap into the VMM
code

e sensitive instructions should be a subset of
~ privileged instructions
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VMM security features: separation NRL

e program counter / flags
® reqisters

e cache

e descriptor tables




VMM security features: sharing NRL

e simple network-based abstractions
e |P packets
e Ethernet frames

® high-level guest-based abstractions
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You are using virtualization to ... ? NRL

e Share hardware
execution
environments

¢ Remove (hide)
undesirable hardware
features
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Product security features that should not be NRL
implemented in the VMM

e most network security
e measurement, including TPM
e cryptographic features, including TPM

e ntrusion detection
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NRL
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can be we

INg security feat_ures that

Inte;i)srtg]c? by virtualization

sSup

e Measurement
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