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the central focus

Σ  the Federal Public Key Infrastructure (FPKI)
   Policy Authority (PA) needs to have assurances as to the 
   security measures in place with other PAs with which it
   wishes to cross-certify

Σ  these other PAs could be from:
  industry
  government
  in and beyond the USA

Σ  assurance as to their respective infosec operations needs to be
   based upon a common reference

Σ  the FPKI PA has determined that this shall be accomplished
   by the FPKI Management Authority (FPKI MA)
   implementing and operating an ISO/IEC 27001-
   conformant information security management system (ISMS)
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basic Federal Government requirements

Σ   FISMA compliance

Σ   accomplished through adherence to
   NIST’s Risk Management Framework

  NIST Federal Information Processing
  Standards (FIPS) 199 & 200

  NIST Special Publications (SP) 800-37,
  -39, -53, -53A, -60, -70

Σ   applies also to contractors to the Federal
   Government

FISMA
OMB A-130

NIST FIPS 199, 
200, …..

NIST SP 800-37, -39,-53, -53A, -60, …
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broader challenges

Σ  numerous Federal directives, regulation, standards,
   policies, to which agencies, departments and
   contractors have to be compliant

Σ  FISMA has lower value/recognition in the
   commercial sector

Σ  this even more so, concerning international recognition

Σ  many agencies and contractors undergoing multiple
   assessments (FISMA, WebTrust, SysTrust, tScheme, …)

Σ  Federal PKI needs to enjoy mutual recognition of its
   infrastructure with other national and with
   international bodies
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how can FPKI MA resolve this?

Σ  if FISMA requirements can be met, IS 27001
   Certification carries wider recognition

Σ  ISMS has a more workable approach to showing
   compliance with other regulations, standards, etc.
   (more open, flexible)

Σ  IS 27001 is therefore an attractive solution for
   other parties, leading to a common basis for
   mutual recognition
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what are the benefits?

Σ  reduction of audit management and technical
   complexity, economies in time and money

Σ  combining will reduce the total workload where
   both FISMA and ISMS are required

Σ  if adopted by NIST then:

dual qualification of assessors needn’t be required 
minimises set-up costs for new scheme
minimal/no additional training costs
 lower cost per assessment

Σ  NIST is onboard and fully aware of these efforts
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differences - foci

NIST RMF

ISO/IEC 27001

Focuses on a system,
       looks outward at its
           management
          environment

Focuses on the
security manage-
ment, looks inward at
the systems within scope
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ISO/IEC 27001

A C DB

differences – scope & coverage

NIST RMF

system A

NIST RMF

system B

NIST RMF

system C

NIST RMF

system D



©  Zygma LLC  2008 9

the solution (1) – cross-mapping

Σ  take each IS 27001 normative clause:
 §4 - §8 inclusive (processes)
 Annex A (security controls)

Σ  map to each clause of each Federal reference:
 FISMA
 OMB A-130
 FIPS 199, 200
 SP 800-37, 39, 53*, 53A, 60, 70

    *soon to be published by NIST as the
   amended SP 800-53-1
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the problem – NIST document style!

Σ  very discursive

Σ  good content but embedded requirements

Σ  general absence of discrete clauses

Σ  very difficult to assess (and map) against
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the solution (continued) –

Σ  content unaltered

Σ  discrete clause references inserted

Σ  commensurate re-structuring/layout

Σ  insertion of cross-references to IS 27001
   clauses

Σ  where IS 27001 doesn’t obviously 
   accommodate a FISMA need, build it in
 Extended Control Set (ECS) principle
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the solution (3) – an example
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the solution (4) – an example
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the solution (5) – an example
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A5  Security Policy
A5.1.1  …..

A5  Security Policy

A5  Security PolicyA6  Organization of Infosec

A5  Security PolicyA7  Asset Management

A5  Security PolicyA12  Info.Sys Acq’n …

A5  Security PolicyA15  Compliance

A5.1.2  …..

A6.1.1  …..
A6.1.2  …..

Reference
source ‘Δ’

§3.1

§1.2.3

§2.3.4(a)

§3.2

§4.1.1

§2.3.4(b)

§4.2

the solution (6) – 
the Extended Control Set paradigm

Un-mappable

Un-mappable
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A5  Security Policy
A5.1.1  …..

A5  Security Policy

A5  Security PolicyA6  Organization of Infosec

A5  Security PolicyA7  Asset Management

A5  Security PolicyA12  Info.Sys Acq’n …

A5  Security PolicyA15  Compliance

A5.1.2  …..

A6.1.1  …..
A6.1.2  …..

the solution (7) –

SoA
(from 

IS 27001
Annex A)

+

Reference
source ‘Δ’

§3.1

§1.2.3

§2.3.4(a)

§3.2

§4.1.1

§2.3.4(b)

§4.2Mapped

Mapped

ECS
(specific to
reference)
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A5  Security Policy
A5.1.1  …..

A5  Security Policy

A5  Security PolicyA6  Organization of Infosec

A5  Security PolicyA7  Asset Management

A5  Security PolicyA12  Info.Sys Acq’n …

A5  Security PolicyA15  Compliance

A5.1.2  …..

A6.1.1  …..
A6.1.2  …..

the solution (8) – 

SoA
(from 

IS 27001
Annex A)

+

Reference
source ‘Δ’

§3.1

§1.2.3

§2.3.4(a)

§3.2

§4.1.1

§2.3.4(b)

§4.2Mapped

Mapped

ECS
(specific to
reference)
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the solution (9) –
example Extended Controls
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the solution (10) – framework ISMS
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the solution (11) - mapping matrix
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the solution (12) – key steps

Σ  re-structured Federal reference documents

Σ  mapped IS 27001 «–» Federal reference docs

Σ  building an ISMS based on a proven HTML
   ISMS skeleton

Σ  review FPKI MA documentation system

Σ  construct required ISMS documentation,
   minimising replication with existing docs

Σ  ‘connecting the dots’ to show how the ISMS
   fulfills compliance with Federal imperatives –
           PSoA+(C)SoA+ECS

Σ  build-in specific actions to satisfy FISMA and RMF
   requirements and processes (e.g. SP 800-37/53A)
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broader applicability

Σ  generic approach

Σ  mapping  process and ECS principles have
   been adopted into Draft ISO/IEC 27003

Σ  other specific mappings are available
 CobiT
 HIPAA
 SOX
 PCI DSS
 …
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summary

Σ  although the work is under weigh the 
essential basis is proven:
 ‘flow-through’ for compliance is understood
 ISMS base is proven and guaranteed

   conformant

Σ  the approach taken is essentially re-usable

Σ  revision to 27001 (currently starting) will
   be readily accomodated by changes to
   the skeleton ISMS
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questions / follow-up

     For further contact:

Richard G. Wilsher

+1 714 965 94 42 (office)

+1 714 797 99 42 (mobile)

RGW@Zygma.biz

www.Zygma.biz


