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Abstract

This paper discusses the importance of keeping practi-
tioners in mind when determining what research to pursue
and when making design and implementation decisions as
part of a research program. I will discuss how my 30 plus
years of security research have been driven by the desire
to provide products, tools, and techniques that are useful
for practitioners. I will also discuss my view of what new
security challenges the future has in store for us.

1. Introduction

I am really thrilled that you chose me for the Distin-
guished Practitioner Award. Throughout my research ca-
reer I have always tried to work on problems whose solu-
tion would be useful to others. My approach to research has
been one of not just developing new theories, but rather to
take the theoretical ideas that I have produced and reduce
them to practice. I have always wanted my developments to
be used by practitioners. Whenever possible I have tried to
provide tools and techniques that others could use to solve
the same problems on similar systems or to solve similar
problems.

Unfortunately, I do not think that my view is shared by
many academic researchers. It is more common for aca-
demic researchers to ask “What research can I pursue that
will give me a quick route to publishable papers?” or “What
can I do to get more funding?”’. My approach to research is
likely the result of having spent eight years in the trenches
as a programmer, system designer, and IT manager before
pursuing my PhD and jumping to the academic side.

I would like to say a few words about why I think it is
important to keep the practitioners in mind when determin-
ing what research to pursue and when making design and
implementation decisions as part of a research program. In

my view, the goal of every research project should be that it
ends up in use. That is, the research should produce a useful
technique, a useful tool, a useful product, or a combination
of these three. A question that may be raised is useful to
who? For instance, an academic researcher might consider
their research effort to have produced a useful product if it
resulted in a published paper. I believe that the touchstone
here is to ask would a practitioner use my technique, tool,
or product? As researchers we should strive to make sure
that practitioners are aware of our work (ACSAC is a good
venue for this), that our work is relevant to the practitioner
(will it make their life easier?), and will the practitioner be
able to use it (does it require a special expertise that most
practitioners do not have?).

In the next section I will discuss how my 30 plus years of
security research have been driven by the desire to provide
products, tools, and techniques that are useful for practition-
ers. At the end of each section I will point out what result
(i.e., technique, tool, or product) was produced. I will also
try to point out some lessons that I learned along the way.
In section 3, I will discuss my view of what new security
challenges the future has in store for us.

2. Examples From Thirty Years of Experience
2.1. Data Secure Unix

Thirty some years ago I started working in Computer Se-
curity. My path to get here was different from most. I was
primarily interested in Formal Methods and I was looking
around for a real application that needed a high level of
assurance. At this time most of the formal methods re-
searchers were proving properties about small programs,
such as sorting algorithms. Although I believe that hav-
ing a sorting algorithm work correctly is a good idea, I was
looking for something more useful and large. I chose the
Data Secure Unix kernel as my application. Data Secure




































