Toward a Medium-Robustness
SeparationKernel Protection Proble

Rancel. DelLong
SantaClaraUniversity

SantaClara,CA
rdelong@engscu.edu

CynthiaE. Irvine
Naval Postgraduat&chool
Monterg/, CA
irvine@nps.edu

Abstract

A protectionproblefor high-robustnesssepaation ker-
nels hasrecentlybeenvalidatedand several implementa-
tionsare underdevelopmentHowever, medium-obustness
sepaation kernel developmentefforts have no protection
proble althoughthe US Gavernmenthas publishedguid-
ancefor authoringsud a probk.

As a steptoward a protectionproble a setof security
requirementsfor medium-obustnesssepaation kernelsis
proposed.Theserequiremers resultfrom an informal, yet
principled, appmoad. By bradketing the problemwith ap-
propriate refeencepoints andelaborating a methodfor in-
terpolating the requirrmentsboth a measue of uniformity
and a basisfor further discussiorare achieved. Our refer
encepointsinclude the high robustnesgrotectionproble
theexistingmediunrobushessconsistencynstruction,and
our familiarity with the nuancesof sepaation kernels.

This pradtitioner-orientedstudyis intendedto advance
the prevailing practicesfor commecial softwae develop-
ment, which presentlyfalls far short of the rigor needed
for either high-robustnessor malium-mbustnesssystems.
Theserequirenentsrepresentan incrementalimprovement
in the pursuit of secue softwae N andis intendedto bea
stepforward ontheroadto higherassuance

1 Intr oduction

Theseparatiorkernel[Rus81]hasemegedasa promis-
ing foundationfor the constructiorof highly securesystems
[VBC* 05]. In suchapplicationsa separatiorkernelmust
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exhibit high robustnessn thefaceof attacks by resourceful
adwersariesagainsthigh-value resourcesinderits control.

Robustness

The CommonCiriteria addressesnly functionality
andassurancenot robustnessThe U.S. Department
of Defensedebneghreelevel of robustness:high,
mediumandbasic. In this context robustnesss O4
characterizatiorof the strengthof a security func-
tion, medanism,serviceor soluion, andthe assu¥
ance(or conbdencethatit is implementedandfunc-
tioning correctly® [DODO03] The robustnessof a
TOE representshe TOE®ability to mitigatesecurity|
threatsin its operationaknvironment. High robust-
nessrequiresthe security mechanismgo Opreide
the most stringentprotectionand rigorous security
countermeasureshereasmedium robustnessm-
posegequirementgor Olayeringf addtitionalsafe-
guardsabove goodcommerciapracticeQ[DODO03]
Best commeri@l practicesare consideredas basic
robustness.

The Separation Kernel Protecion Proble (SKPP)
[SKPO7] provides a set of security functional require-
ments(SFRs)andsecurityassuranceequiremerg (SARS)
for separationkernelsthat will be employed in environ-
mentsrequiring high robustness. It admitsimplementa-
tionsrangingfrom statically-conbguregartitioningkernels
with coarse-gainedinformation3ow control enforcement
throughdynamically-conbgredkernelswith arichersetof
exportedresourceandcorrespondingpne-geinedinforma-
tion Bow controlpolicy enforementLINOE].



Not every ervironment, however, requiressucha high
degreeof robustnesssincephysicalaccessonstraintsnay
guarantea level of trustworthinessof individuals having
accessto the system. In such applicatons a medium-
robustnesseparatiorkernel(MR SK) may sufbce. Never
thelessthe prospeciof usinga commonsetof components
andapproacheso secuity engineeringoroblemsprovides
motivation for the existenceof sepaation kernek that are
largely feature-comparablto their high-rolustnesscoun-
terparts put which arerequiredto exhibit only mediumro-
bustness.

The U.S. Goverrmenthasrecognizeda need for sucha
classof separatiorkernels,asevidencedby atleasttwo de-
velopments:the publicaton by NSA of guidencefor the
applicationof both high- and mediumfobustnesssepara-
tion kernelgNSAO05b],andthedeterminatiorby someDoD
programsof the adequayg of a medium-rolustnessepara-
tion kernelfor certainapplications.

A properprotectionproble(PP)for medium-rolustness
separatiorkernelswould presat both SFRsand SARsde-
rived by a methodicalanalysisof the securityernvironment
andsecurity objectivesfollowing themodelof theCommon
Criteria[CC205].

This study proposesa se of requirementgor medium-
robustnesseparatiorkernels. Thoughinformally derived,
in contrastwith the detailedanalysisand justibcationre-
quiredin a PR theserequirementsarebase on aninterpo-
lation of reliable source informed by our familiarity with
separatiorkernelrequirementsWe hopethatproviding this
study canfacilitate and provide consisteng amongongo-
ing developmentefforts, aswell as offer a steppingstone
to a PR In addition, the separatiorkernelis one of mary
potentialtargetsof evaluationthatcould exist in both high-
robustnesandmedium-rolustnessmplementationshence
aviablerepeatablenethodfor equirementinterpolationO
could provide wider benept.

2 Methodology

We wantedto studythesecurityrequirementsor separa-
tion kernelssuitablefor deploymentin environmentsequir
ing mediumrobustnesswithout taking on the considerable
commitmentbf developinga protectionproble.

We hypothesizedhat, given knowledgeof the validated
high-rohustnessSKPR of medium-pbustnessconsisteng
guidance andof the nuancef separatiorkernels,thenit
would bepossbleto arrive systematicallyatagoodapprox-
imation of therequirementgor a medium-rolistnessepa-
ration kernelwithout incurring the expenseof PP develop-
ment.

Themethodshouldestablishthereferenceointsandthe
reasoningio be appliedto allow interpdation of eachre-
quirementfor mediumrobustness.Determiningthis a pri-

ori would reducethe varianceof discretionappliedamong
requirementslf aresultappearednsatiséactory it couldbe
analyzedo determinewhy, andthenthe methodtunedand
reapplied.

A strat@ic choicewas to usethe rationaleprovided in
the SKPPasakey referencebecausét is themostdetailed
written repository of knowledge concerningwhat makes
a separatiorkernelunique By applying rationalesimilar
to that usedin the SKPR and making only the necessary
changesvhile adjustingfor thereducedassuranceevel, it is
possibleto have reasonale conbdencéhatthis informally
derivedsetof requiremerg is a closeapproximatiorto that
obtainableby a morerigorousanalysis.

Themethodologyinvolvedthefollowing steps:

1. Collect relevant and documentationsourcesto con-
sider for mediumrobustnes guidanceand, basedon
their applicability to this study choosethe Pnalsetto
bereliedupon

2. Determinewhetherary securty functional require-
mentsin the SKPPcould be dispensedvith outright,
or wealened,in a medium-rolustnes separatiorker-
nel.

3. Decideand bnalizethe functionalrequirementdor a
medium-rolstnessseparationkernel, giving prefer
enceto functional interchangeabilitywith the high-
robustnesseparatiorkernel

4. Considerin turn, eachassurancéamily identibedin
the SKPP

5. Identify anappropriateassuranceonponentfor each
family basecbnthedecisionprocesgletailedbelow in
the SecurityAssurancdrequrementssection.

Thefunctionalandassuranceequirematswill beenumer
atedin later sections. The remainderof this sectiondis-
cusseshe selectionof sourcesusedfor the activity.

Theassurane/rolustnesguidancedocumentsdentibed
for initial consideratiowere:

1. SeparatiorKernelProtecion Proble(SKPP)[SKP07]
2. CommonCriteria(CC) [CC205]

3. US Governmant ProtectionProblefor Multilevel Op-
erating Systemsin ErvironmentsRequiring Medium
RolustnesgMLOSPP)[MLO(7]

4. IA Guidancefor SystemsBasedon a Secuity Real-
Time OS(IAG) [NSA05b]

5. Medium RolustnessConsisteng Instruction Manual
(MR-CIM)[NSAO05a]



ThelAG recanmendshe useof OaVledium Rotustness
SRTOS' or a High RolustnessSRTOS, dependingon the
scenaricndavarietyof factorsOFurther it stateghata PP
shouldcomply with the MR-CIM and, as a startingpoint,
usethe securityrequirementsrom the SKPPandtheassur
ancerequirement$érom the MLOSPP

A multilevel operatingsystemis very differentfrom a
separatiorkernel. The MLOSPPdescribesa full-featured
operatingsystemwith label-basedecuritypolicy enforce-
ment. The SKPP describesa minimal operatingsystenthat
lacksnotonly label-basedecuritybut mostof the services
requiredof an OS meetingthe MLOSPPR A separatiorker
nel could be usedasthe foundationfor implementingthe
featuresof a multilevel operatingsystemandmusthave at
leastthe strengthof function of ary mechanisnit is used
to support. A versionof the MLOSPPhadbeenconsulted
asthe SKPPwasbeingdeveloped,andits inBuencehasal-
readybeendistilled and bltered throughthe SKPPrebne-
mentprocess.Given the othermore appropriateresources
atourdisposalve chosenotto directly rely furtheruponthe
MLOSPPfor thepresenexerdse.

The IAG-provided guidance regarding medium-
robustnessseparationkernel requirementsis indirect: it
merelycitesotherdocumentsassourcedor guidance.The
documentscited are amongthosewe consideredand the
approachsuggestedy the IAG is very similar to the one
describedhere,with the excepton of the exclusionof the
MLOSPP

3 Security Functional Requirements

The SKPPdescribes broadclassof separatiorkernels.
It is assumedhat a medium-rolistnesssemrationkernel
would be emplgyed in a fashionarchitecturallysimilar to
its high-rolustnesgounterparfNSA05b], thoughin amore
shelteredervironment. A medium-rolistnessseparation
kernelprotectionprobleshouldrefRectthis assumptionas
it engendera commonalityof componentandapproaches
acrossthe assurancepectrum fosteing costsavings and
adaptabilityto changingervironmentakequirements.

For situationsin which a SK security architectureis
developedfor an ervironment requiring medium robust-
nessandthenis laterapplied to an ervironmentrequiring
high robustnessijt would be adwentageousf the medium-
robustnessseparatiorkernel could be replacedby a high-
robustnesssepardabn kernelwith little or no architectural
change Thereforejt is proposedhat a medium-rolustness
separatiokernelhave SFRsnotsubstantiallydifferentfrom
a high-rolustnessseparabn kernel,with the minor excep-

1The IAG debnesan SRTOS asOaseparatiorkernel-basedreal-Time
OperatingSystemthat hasundegonean appropriatesecurityevaluation®
In this study suchanoperatingsystemis genericallyreferredto asa Osep-
arationkernel®

tionsnotedin thefollowing section.Thus,the greaestdif-
ferencebetweena high-rohustnes separatiorkernelanda
medium-rolustnessepardabn kernelwould bethe SARs.

4 Security AssuranceRequirements

The security assuranceequirementgor evaluation of
a medium-rolustness separatiorkernel shouldbe lessde-
mandingthan thoseof the high-rohustnessSKPP Table 1
summarizeshe proposedSARsusingSKPPnomenclature,
providing informationfrom the sourcedocumentgor com-
parisonand a referenceto the discussionin the following
sections Accordingto corvention,componentumberaot
in parenthese@.g, O30dicateanunmodibPedomponent
from the CommonCriteria catalogof SARs, while those
in parenthees(e.g.,0(3)Ohdicateanexplicit requirement.
Numberingof explicit assuranceomponentcan be mis-
leading. O(1)@s not neessarilya lessdemandag require-
mentthanthatrepresentethy a O3or thatrepresentedy
an explicit requirementO(2)Gn anotherdocument. Some
authorsstartnumberingexplicit requirementsvithin afam-
ily startingat1, while othersusethenumberof the CC com-
ponentmostcloselymatchingthe explicit component.The
OxOO0and Ox* Odesignationgepresent decreasén the
componenteveling debnedyy the SKPPandMR CIM, re-
spectvely. Therationalefor thesechangess providedin the
subsectionas®ciatedwith thecorrespondingamilies. The
EAL 4 andEAL 6 columnsrepresenthesecurityassurance
requirementsn the standardpackagefor eachEAL given
in Version2.3 of the CommonCiriteria. The SKPP (HR)
column gives the SARs from Version 1.03 of the SKPP
TheMR CIM columngivesthe genericmediumrobustness
requirementsecommendedy the Consisteng Instruction
Manual.

Thoughmary of the MR SK requirementsnay corre-
spondto thoseof MR CIM, awholesaleadoptionof theMR
CIM requirementss notappropriatdor aseparatiorkernel.
Specialconsiderationgrisefrom the natureof a separation
kernel TOE quaseparatiorkernd, andtheseconsiderations
applygenerallyto aMR SK aswell asto oneof highrobust-
ness,thoughthe degreeto which they may apply mustbe
determined.Theseconsiderationglayedarole in debning
the requirementgpresentecherefor a mediumrobustness
separatiorkernel.

In somecaseghe medium-rolustnessequirements de-
rivedin asimilar manneto thatof the corespondingsKPP
requirementthoughplacedlower in the assurancéierar
chy. As an example, considerthe Functional Specibca-
tion (ADV_FSP)family. The CC EAL 6 packagespec-
ibes componentO3QADV _FSP3). The SKPP specites
ADV_FSPEXP4, a tailored version of componentO40
while our medium-rolistnessequirementeplaceshe CC
EAL 4 componen®©2ith atailoredversionof component



Table 1. Security Assuran ce Requirements

Assurance Assurance EAL6 SKPP EAL4 MR MR MR SK See
Class Family CCv2.3 | (HR) CCv2.3 | CIM SK Comment Section
ACM_AUT 2 2 1 1 1 MR CIM
ConbgMgmt ACM_CAP 5 5 4 4 4 MR CIM o5.2
ACM_SCP 3 3 2 2 2 MR CIM
Delivery and ADO_DEL_EXP 2 2) 2 2 2) NIST crypto 05.3.1
Operation ADO.IGS 1 1 1 1 1 05.3.2
ADV_ARC_EXP @ [@) (1) | MRadjusted | ©5.4.1
ADV_CTD_EXP @ (@) SKPP o542
ADV_FSPEXP 3 (@) 2 1 ?) semiformal 05.4.3
ADV_HALD _EXP Z @ 2 1 @ SKPP o544
ADV_IMP_EXP 3 ®3) 1 2 2 MR CIM 05.4.5
Development [ ADV_INI_EXP @) 1) SKPP 05.4.6
ADV_INT_EXP 2 ?) m (@) MR CIM o5.4.7
ADV_LLD_EXP 2 @) 1 @ @ MR CIM o5.4.8
ADV_LTD_EXP (T) 1) SKPP 05.4.9
ADV_RCREXP 2 3 1 1 2 semiformal | ©5.4.10
ADV _SPM.EXP 3 3 1 1 3 formal 05411
Guidance | AGD_ADM _EXP 1 [€) 1 1 m SKPP o5 5
Documents AGD_USR 1 1 1 1
ALC_DVS 2 2 1 1 1 MR CIM
Life Cycle ALC_FLR 3 2 2 MR CIM o5.6
Support ALC_LCD 2 2 1 1 1 MR CIM
ALC_TAT 3 3 1 1 2 +impl stds
Assur Maint | AMA _AMP_EXP @ @ SKPP a5.7
APT_PDFEXP @ (IO) [ modOSKPP | ©58.1
Platform APT_PSPEXP @) (10) | mod@SKPP | ©5.8.2
Assurance APT_PCTEXP @ (10) | modOSKPP | =5.8.3
APT_PSTEXP (I) (I0) | modOSKPP | ©5.8.4
APT_PVA EXP @ (I0) | modOSKPP | 8585
ATE_.COV 3 3 2 2 2 MR CIM
Tests ATE_DPT 2 3 1 2 2 MR CIM v5.9
ATE_FUN 2 2 1 1 1 MR CIM
ATE_IND 2 3 2 2 2 MR CIM
AVA_CCA_EXP 2 (2) 2 (1*) | interpartition | ©5.10.1
Vulnerability AVA_MSU 3 3 2 2 2 MR CIM 05.10.2
Assessment AVA_SOF 1 1 1 1 1 MR CIM 05.10.3
AVA VLA EXP 4 (@) 2 3 3 MR CIM 05.10.4

030 In avery few casesthe speibedmedium-rolistness
requirements identicalto that specibedn the SKPP Spe-
cibcconsiderationinfB3uencingthe determinatiorof appro-
priatecomponentsrediscissedn thefollowing section.

5 Discussionof the AssuranceRequirements

Thefollowing subsectionslescribethe rationaleusedto
derive the MR SK assuranceequirementgor eachassur
anceclass. In caseswhereexplicit requirementgrom the
SKPPareapplicableo theMR SK, excerptsfrom the SKPP
rationalefor thoseexplicit requirementsreincluded.

5.1 A Note on Semiformal Style

It wasnecesaryto debPnean apprgriate guidelinefor
Osemiformal@r this study since the rangeof what can
qualify as semiformalis very broad. Informal is debned
asnaturallanguage formal is demed as a restrictedsyn-
taxlanguagewith formal semanticsandsemiformails ary-
thing in between.This would admit naturallanguagewith
paragraptheadingsat oneextremeandformal specibcation
languagesvithout a formal semanticsat the otherextreme.

To avoid ambiguity there needsto be a commonlan-
guageamongthe designerthe implementerandthe eval-
uatorsuchthatrequirementganbeinterpretedhe sameby
all. At aminimum,for semiformalnotationwe recommend
a languagewith a debred syntaxand a well-documented
informal semanticghat cansupportreasonablyunambigu-
ous compositionalreasoningrequired for correspondence
demonstratiormf evaluationevidences.

5.2 Conbgur ation Managemen t

The ACM classcontainghreefamilies: CM Automation
(AUT), CM Capabilities(CAP),andCM ScopgSCP).The
requirementsn this class are straightforvard. The SKPP
directly adoptsthe standardEAL 6 componentgor each
family in the ACM class.TheMR CIM similarly adoptghe
EAL 4 compment. We follow EAL 4 andthe MR CIM by
requiringACM_AUT.1, ACM_CAP.4 andACM_SCRPR2.

5.3 Delivery and Op eration

The critical natureof delivery is easily overlooked, but
it providesa prime opportunityfor subversion[Mye80]. In
anernvironmentwherea separatiorkernelis usedto isolate



levels of sensitve information, thoughit is accessednly
by trustworthy usersundetectedubversionduringdelivery
could compromisecritical missions.Thereforeadoptionof
the SKPPrequiredcomponentsvith the modipcationgdis-
cussedelaw is recommende.

5.3.1 Delivery (ADO_DEL)

While MR CIM requiresonly componenADO_DEL.2 (de-
tectionof modibcatiorandof attemptdo masqueradasthe
developer),which is the sare for both EAL 4 andEAL 6,
it wasdeterminedor the SKPPthatanexplicit requirement
wasneealed. The useof NIST-approsed cryptographicsig-
naturealgorithmsand keyed-hashmessageuthentication
functionsto supporttrusteddelivery of the TOE was re-
quired. Startingwith thebaseCC componenADO_DEL.2,
elementswere addedto requirethe developerto provide
documentatiorfor trusteddelivery andto demonstree the
useof NIST-validatedcryptographianechanisms support
of theirtrusteddelivery processeghusproviding additional
assurancegainstundetectd tampering.

The following apgication note is suggestedfor the
medium-rolnstnessrequirements: thoughit may be pos-
sible to meetthe delivery requirementswithout the use
of cryptogrghy, if technical measuresare usedto sat-
isfy ADO_DEL_EXP1 andthosemeasiresinclude cryp-
tographicmechanismsthen suchmechanismshouldim-
plementNIST-approred algorithms,thoughcertibcationis
not required. The additional evaluator acion to deter
mine the sufPcieny of the strength of mechanismfor
the trusteddelivery mechaism requiredby the SKPPin
ADO_DEL_EXP.2.2Ehasbeendropped.

5.3.2 Installation, Generation and

(ADO_IGS)

Start-Up

TheCommonCriteriaonly dePnegwo componentsor this
family, ADO_IGS.1 and ADO_IGS.2; however, all of the
CC standardEAL packages,aswell asthe SKPPandthe
MR CIM adoptADO_IGS.1.Likewise,for mediumrobust-
nessonly ADO_IGS.1hasbeenincluded.

5.4 Development

The ADV classcontainsthe assurancéamilies: Archi-
tecturalDesign(ARC), ConbguratiorTool Design(CTD),
FunctionalSpecibcatiorfFSP),High-Level Design(HLD),
ImplementationRepresetation (IMP), Trusted Initializa-
tion (INI), TSFInternals(INT), Low-Level Design(LLD),

Load Tool Design (LTD), RepresentatioCorrespondence

(RCR), and SecurityPolicy Modeling (SPM) asdescribed
in thefollowing subsections

5.4.1 Architectural Design(ADV_ARC)

This assurancéamily is not presentn the CommonCrite-
ria Version2.3but it hasbeenexplicitly includedin the MR
CIM, in other medium-rolustnesgrotectionprobles,and
in the SKPPR In thecaseof the SKPR it wasrecognizé that
a new assuranceriterion was necessaryo require assuf
anceevidencespecibdo the TSF architectureandits abil-
ity to protectitself, to supportthe principle of leastprivi-
lege for the purposeof damagedimitation, andto prevent
TSF-internaldenialof serviceby executingin a predictable
manner ADV_ARC_EXP.1 wascreatedo addresshesere-
guirements. It is worth noting that several assiranceele-
mentsin ADV_ARC_EXP1 are relatedto SFRs. Thusthe
testabledesiredbehaior of the TOE in termsof functional
requirementss preciselydebPnedasarethe assuranceee-
quiredto determinghatthedesiredbehaior is achievedby
theimplementation.

For mediumrobustness,a similar explicit ADV_ARC
componentshould be debPnedand the assurancdevied
must be commensuate with the degree of scope,depth
and rigor provided by the functional specikeation, high-
level designandthe TSF internalsdescription. As stated
in the applicationnotefor ADV_ARC_EXP.1 in the SKPR
Othearchitecturedesignrequired by this componentis at
the level of the functional specibcatiorand high-level de-
sign documentation. The TSF internals descriptionre-
quired by ADV_INT_EXP.3 componentis at the level of
TSF module documentatio® This reasoningleads to
medium robustnessfor the adjustedrigor of the func-
tional specibcationhigh-level design, and internals de-
scription. Theseadjustmentsaresubsumedy the wording
of ADV_ARC_EXP.1.2C,which stategha thearchitectural
designOshalbe at a level of detail commensuratevith the
descriptionof the SFR-aforcing abstractionglescribedn
the TOE high-level designdoaumentatior®

5.4.2 Conbguration Tool Dedgn (ADV_CTD)

Thisassurancémily is notdebPnedn theCommonCriteria
but explicitly addedby the SKPPto addressoncernsbout
thevalidity of theconbgirationvector(s)thattheseparation
kernelrelieson to establishthe initial securestateandto
enforcethe partition Row policy. The conbgairationvector
hasa direct bearingon the ability to prodwce aninductive
proof of the basicsecuritytheorens.
Theconbguratiorvectoris generate@ndvalidatedby a
conbguratioriool. Becausdhe conbguratiortool is partof
the TOE but not part of the TSF it is not subjectto most
of the ADV documentatioif8ARs. Theabsenceof a CC as-

2The Basic Security Theoremestablisheshat the systemnever enters
anunsecurestate.A proofof the BST typically takestheform of aninduc-
tion on states,comprisinga secureinitial state(s)and securityinvariant-
preservingransitionson states.



suranceamily thataddressethe assurancefor generating
theconpbguratiorvectorandfor establifiingthecorrectness
of the conbguratiorvector drives the need for an explicit
requirement.

This explicit requirementompelsthe developerto pro-
vide a designthat canbe evaluatedto assurethat the con-
pgurationtool is trustworthy to performits functions. The
wording of the explicit requirementspecibeghe level of
rigor as Qinformalstyle at a level of abstration and detail
requiredin the TOE high-level designdocument

5.4.3 Functional Specibcaibn (ADV_FSP)

The MR CIM has an explicit component
ADV_FSP(EXP).1 for FSPR Inspection of the SKPP
ADV _FSPEXPA4 revealsthat its explicit differenceshave
been inBuencedby the MR CIM ADV_FSP(EXP).1.
The additional requirements,as describedin the SKPP
rationale,are necesary to provide the evaluatorsufbcient
information to assesshe intendeduse and behaior of
eachkernelexternalinterface. Beforeadding theseexplicit
differences, the SKPP escalatedthe componentfrom
ADV_FSP3 to ADV_FSP4, which differs solely by a
changefrom semiformalto formal style. This permitsthe
correspondencdemonstratiorbetweenthe securitypolicy
model and the functional specibcatiorto be formd for a
high-rohustnesseparatiorkernel.

For themedium-rolustnesseparatiorkernelwe employ
a similar strateggy. We escalateADV _FSPR2 from CC EAL
4 to ADV _FSP3, which changeshe functional specibca-
tion from informal to semiformalstyle, and then add the
additional requirementdevied by the SKPP The change
to semiformalstyle works hand-in-handwith the formal
ADV _SPMrequiremento pernit ameaningfulsemiformal
correspondencdemonstratin.

5.4.4 High-Level Design(ADV _HLD)

The SKPP and the MR CIM both specify explicit re-
quirementsfor HLD. That of the SKPPis basedon CC
ADV _HLD.4 but is tailoredto take into accountthe struc-
ture of the separationkernel and has fewer elements
than ADV _HLD.4. Following this pattern,the medium-
robustnessequirementvould be ADV _HLD _EXP.2,asim-
ilarly tailoredversionof ADV_HLD.2.

The SKPP ADV_HLD _EXP4 cals for a semiformal
style supportedby informal explanatorytext for the TSK
andaninformal stylefor thenon-TSFt is thedifferencen
rigor betweenTSF and non-TSFthat differentiateshe re-
quirementgor the high-rolustnessSK from thatof a Obest
practicenigh-level designwith typical good software en-
gineeringdiscipline and documentation. We believe that
reducingtherigor requiremento informal is acceptabldor
mediumrobustness.Note thatit may be more difbcultto

distinguishand separate¢he TSF from the non-TSFif the
designwas creaed without having suchdifferentiaton as
anobjectve.

5.4.5 Implementation Representation(ADV _IMP)

For mediumrobustnessve follow the MR CIM by employ-
ing ADV_IMP.2.

5.4.6 Trusted Initializati on (ADV _INI)

Trustednitialization continueghechainof assurancenain-
tainedthroughdistribution and conbguratiorby other re-
guirements,but there was not an assurancdamily for it
in the CommonCriteria. TrustedlInitialization wasexplic-
ity addedby the SKPP Becausdhe TOE mustbe ableto
initialize and establisha secureinitial stateautonomously
without ary intervention by authorizedadministratorsas-
surancesare requiredfor trustedinitialization of the TOE
whenthatinitialization is accomplishedvithout the aid of
authorizedadministratorsTheinitialization functionis re-
sponsiblefor trustedinitialization of the TOE which in-
cludesestblishingthe execution ervironmentfor the TSF
andestablishinghe TSFin its initial securestate.Sincethe
initialization functionis partof the TOE but not partof the
TSF it is not subjectto mostof the ADV documentation
SARs.

For amedium-rolistnesseparatiorkernelwe adoptthe
samerequiremenusedin the SKPP. The ADV _INI_EXP.1
requirements levied in recognitionthat establishmenof
a securenitial stateis fundamentato a proof of the basic
securitytheorem Althoughtheinitiali zationfunctionis not
partof the TSF, the conversionof conbguratiorvectorsinto
the TSF daa mustbe shown to preseve the semanticof
the conbguratiordata.. This requiremenprovidesa design
for theinitialization functionto the extentit is notincluded
in the designof the TSE

5.4.7 TSF Internals (ADV_INT)

Thisrequiremenaddressetheinternalstructureof the TSE
The TSF Internalsrequirements a CC conponentthatis
oneof the primary facbrs contrikuting to the corventional
wisdomthat pre-&isting produds canonly be evaluatel to
EAL 4 (without beingredesigne@ndreimplemented)The
standardCC EAL 4 packagealoesnotincludeanADV _INT
requirement. For mediumrobustnesswe follow the MR
CIM by empbying ADV_INT_(EXP).1. This requirement
is substantially more specibcthan ADV_INT.1 in the CC
(the standardcomponentfor EAL 5). The software engi-
neeringdisciplineentailedby this explicit requiremat may
challengepre-&isting implementationsiot developedwith
this requirementn mind.



5.4.8 Low-Level Design(ADV _LLD)

For medium robustnesswe adopt ADV_LLD (EXP).1 of
the MR CIM. This requirementis more specibcthan
ADV_LLD.1 andis apparentlyintendedto work together
with ADV_INT _(EXP).1to enforcemorestringentsoftware
engineeringpractices. The presenttion style requiredis
still informal.

5.4.9 Load Tool Design(ADV_LTD)

Like the conbgurationtool, this assirancefamily is not
presentin the CommonCiriteria but is explicitly addedby
the SKPP

The ADV_LTD_EXP requirements levied in recoqi-
tion thattheloadtool is a crucial partof the TOE®evalua-
tion becausét is partof the chainthatestabishestheinitial
statethushaving a direct bearingon the ability to provide
aninductive proof of the basicsecuritytheorem Through
the ADV class,essentiahssurane measuresireappliedto
securitycritical componentsvithin the TOE; however, be-
causet is not partof the executablekernel,thesemeasures
would not be appliedto theloadtool. An explicit require-
mentlevied specibcallyon theloadtool requiresthe devel-
operto provide aloadtool designthat canbe evaluatedfor
assurancehatit is trustworthy to performits functions.

5.4.10 RepresentationCorrespondencegADV_RCR)

The SKPPescalateshe EAL 6 componenADV _RCR.2to
ADV _RCR.3becausdghe SKPPrequiresformal FSPand
SPM. The FSPand SPM proposedor medium-rolustness
separatiorkernelsby this work are semiformalandformal
respectiely. We thereforeescalatehe medium-rolistness
requirementto ADV_RCR.2 over the EAL 4 component
ADV_RCR.1(alsospecibedn the MR CIM).

5.4.11 Security Policy Modeling (ADV _SPM)

The CC hasanidiosyncrag in the usageof the ADV_SPM
classin the standarcEAL packagesin thatthe semiformal
components notusedin ary EAL. SPMis informalatEAL
4 andformalatEAL 5 andabove.

We have chosento utilize the CC ADV_SPM.3 com-
ponent,a formal security policy model, for the medium-
robustnessseparationkernel. In this way a meaningful
semiformalcorrespondencdemonstratiortanbe donebe-
tweentheformal securitypolicy modd andthe semiformal
functionalspecibcation.

5.5 Guidance Documents

The CommonCiriteria dePnesonly one componentor
eachof thefamiliesAGD_ADM and AGC_USR.The SKPP

createsan explicit componentAGD_ADM _EXP.1 becaise
separatiorkernelspecibaonsiderationsesultin anumber
of explicit requirementghat must be mirroredin the ad-
ministratorguidance.For medium robusinesswe adoptthe
samerequirementsas the SKPR viz., AGD_ADM _EXP.1
andAGD_USR.1.

5.6 Life Cycle Support

The ALC classcontainsthe families: DevelopmentSe-
curity (DVS), Flaw Remaliation (FLR), Life Cycle Debni-
tion (LCD), andTechniquesandTools (TAT). TheCommon
Criteriadoesnot utilize the FLR family in ary of the EAL
packages.The SKPPandthe MR CIM both, however, in-
cludeacomponenfrom the FLR family.

For mediumrobustnessve follow the MR CIM for ALC
families DVS, FLR and LCD by requring ALC_DVS.1,
ALC_FLR.2, and ALC_LCD.1. For the Techniquesand
Toolsfamily, however, webelievethatthe ALC _TAT.1com-
ponentrequiredby the MR CIM is too weakfor a newly
developedTOE, which a separatiorkernelis likely to be,
andinsteadrequireALC _TAT.2.

The specibc difference between ALC_TAT.1 and
ALC _TAT.2is thatthesubs¢of theimplementatiordePned
by the ADV_IMP family (we have specipedADV _IMP.2,
following the MR CIM) mustcomplywith explicitly stated
implementatiorstandardsandthatthe evaluator mustcon-
prm that the standardshave beenapplied. The Common
Criteriangglectsto statewherethoseimplementatiorstan-
dardsare to be debned,so we would add an application
noteto suggesthatthe developerprovide a Techniquesnd
Tools documentthat includesthe debnitionof the imple-
mentationstandardso be applied,aswell asthe othercon-
tentitemsrequiredoy ALC _TAT.2.

5.7 Mai ntenance of Assurance

For the SKPR the explicit component
AMA _AMP_EXP.1 was written to debne the require-
mentsfor anassurancenairtenanceplan.

While it may be debatable whether the use of
AMA _AMP_EXP.1 is requiredonly for the high robustness
requiremenaindnot for mediumrobustnessthe benebtof
assurancenaintenenceo the developerof a TOE at ary
robustnesdevel shouldberecognized.Thereality of prod-
uctchangeandthe costof evaluationshouldmake apparent
thebenebt®f minimizing reevaluationcost. A well-written
AssurancéMaintenancé’lan(AMP) effectively permitsthe
evaluatorsto evaluateOatonceChe TOE in all variations
thatthe AMP cansuccessfullyjustify to notrequirereeval-
uation. As a practicalmatter this shouldalsobe arequire-
mentfor mediumrobustnesseparatiorkernels.



5.8 Platf orm Assurance

The MR CIM specibeghat domainseparatiorrequire-
ments(FPT_SEP) must be includedin a medium robust-
nessTOE, and thus the underlyinghardware mechanisms
that the TOE dependson to supportits securityarchitec-
ture mustalsobe includedaspart of the TOE. To date,the
CC doesnot includerequirementdor assessinghe assuf
anceof hardware componentsisedto implementa TOE®
securityfunctiors. Sinceit is difbcultfor TOE vendorsto
produceassurancevidencefor hardwareat the samelevel
of detail that is requiredfor software, it wasnecessaryo
introducea separateassurace classin the SKPPto pro-
vide a framework for establishingthe securityrelevanceof
commercially-zailable hardware basedon its interaction
with software throughits interfaces. As notedin the ra-
tionalefor the explicit PlatformAssurancéAPT) class the
overall approactis to debneplatformcomponentsn terms
of specibcationinsteadof identibcation.This is to address
the long-standingproblemthat specibchardware compo-
nentsidentipedn a TOE® evaluatedconbguratiorbecome
obsoleteduring or immediatly afterthe TOE®evaluation.

5.8.1 Platform DepPnition (APT_PDF)

This family requiresa descriptionof the platformin terms
of platformcomponentshatcanbeobtainedandassembled
by theendusers.ThePlatformDebnitionDocument(PDD)
mustincludethe assemblyrulesandinformationaboutthe
types,interfacesandsecuritypropeties of the components
to suppot component-specibsecurityanalysisagainstthe
SFRs.The CC componenteveling for this family is deter
minedbasedon the detailsprovided in the PDD. For high
robustnessthe SKPPmandateghe highes level, i.e., the
PDD mustinclude precisecomponentnterface specibca-
tionsfor all platformcomponent# addiion to theplatform
componensecurityanalysis.Theevaluatoris alsorequired,
atthehighestevel, to verify asubsebf theinterfacespecip-
cationsto ensurehatthey provide adequaténformationon
componentompatibility Basedonthe MR CIM guidance
that Othelevel of detail of designdocumenttion and the
implementationrepresentatiois dependentipona compo-
nent®role in securitypolicy enforcemenfwe proposeto
relax both of thesecontentand evaluatorrequirementgor
mediumrobustnesseparatiorkernels.Specibcallythere-
quireddetailsof the componentinterfacespecibcationsan
be lessrigorous,i.e., interface specibcationgre only re-
quired for componentghat directly affect the implemen-
tation of the policy enforcementSFRs,and the evaluator
will notberequiredto verify theinterfacespecibcationfor
compatibilityinformation.

5.8.2 Platform Specibcation(APT _PSP)

This family levies requirementson the vendorsupplied
specibcation®f the interfacesprovided by the platform
componentsThesespecibcationare necessaryo support
functionalanalysisandvulnerabilityassessnrd of the TSk
ThreeCC componentevelsaredebnedor thisfamily. The
highestlevel, as specipedn the SKPR requirescomplete
specibcationsf all platforminterfaceg(i.e., external,inter-
nal andunusednternalinterfaces). The middle level only
requiresa completespecibcatin of the external platform
interfaceswhile the basiclevel simply requiresthe identib-
cation of the externalinterfaces. For mediun rohustness,
it is sufbcientto downgradeto the middle level because
a completespecibcatiorof the external interfacescan fa-
cilitate a critical examinationof the hardwarefunctionality
thatis externallyvisible to the TOE softwarewhich,in turn,
canhelpsupportthe analysisfor designcorrectnesgsndex-
ploitablevulnerabilitiesof the TSE

5.8.3 Platform ConformanceTesting(APT_PCT)

Regardinghardwaretesting,the SKPP makesa distinction
betweentesting at the platform componentinterface and
testingat the TSFlinterface. This family addressethe lat-
ter whosegoal is to ensurethat the platform components
identibedn the PDD functionasexpectedby the TSFsoft-
ware. Testingatthe componeninterfacelevel is coveredin
the APT_PSTfamily describedbelon. The CC component
leveling of thisfamily is basedn the scopeandrigor of the
requiredtests.To satisfythe basiclevel, the TOE developer
is only requiredto demastratethatthecomponatsprovide
the functional featuresrequiredby a valid hardware plat-
form. Themiddleandhighestlevels,on the otherhard, fo-
cusmoreon exercisingthesecurityfeaturesprovidedby the
components.The middle level requirestestingof only the
securityfeaturesupon which the TSFdependsThehighest
level requrestestingof all securityfeatureshatarerelied
upon by the TSF as well as other hardware components.
Sinceexhaustve testcoverageis not requiredfor medium
robustnessit is logical to usethe middle level for medium
robustnesseparatiorkernek.

5.8.4 Platform Security Teging (APT_PST)

This family debnesrequiremets for security testing of
hardwarecomponentso be performedatthecomponenin-
terfacelevel. As notedin its rationale,Othentent of this
classis to make determnistic testsof the platform mecha-
nism ratherthanrelying on testcoverageamgumentsat the
TSFllevel OTheshift in thetestingfocusplacesa stronger
emphasi®n securityassessmertb determinehow well the
componentsatsfy the SFRs. Two CC componentevels
aredebnedor this class.Only externalplatforminterfaces



arerequiredfor the basiclevel while all externalandinter

nal interfacesarerequiredfor the secondevel. Naturally

the SKPPutilizes the secondevel. Sinceit is anticipated
thatathoroughtestingof the platformmechanismshatare
externally visible canprovide enoughevidencethat the ex-

ternal platform interfacesfunction correctly and canmod-
eratelyresistattacks,t seemsappropriateo levy the basic
level requirement®n a mediumrobustnesseparatiorker-

nel

5.8.5 Platform Vulnerability Assessmen(APT _PVA)

This family complementshe AVA_VLA family by requir
ing that hardware vulnerability assessmertte considered
as part of the software vulnerability analysis. Similar to
APT_PST, the differencebetweenthe two CC component
levelsdebneds basednthetypeof platforminterfacesin-
volvedin theassessmenitge., only externalinterface(basic
level) versusboth external andinternal interfaces(second
level). The sameargumentusedin the APT_PST also ap-
plieshereandthus,the basiclevel prevails.

5.9 Tests

The ATE classcontainsthe assurancéamilies: Analy-
sisof Coveragg(CQOV), Depthof Testing(DPT), Functional
Testing(FUN), andIndependentTesting(IND). In eachof
thesefamiliesthe medium-roluistnesseparationkernelre-
quirementsadoptthoseof the MR CIM.

5.10 Vulnerabil ity Assessment

The AVA classcontainsthe assurancdamilies: Covert
ChannelAnalysis(CCA), Misuse(FLR), Strengthof Func-
tion (SOF),andVulnerability Analysis(VLA).

5.10.1 Covert Channel Analysis(AVA_CCA)

For the CCA family the SKPPspecibesn explicit compo-
nentAVA_CCA_EXP.2, basedon AVA_ CCA.2, but limited
to cover only inter-partition covert channels. One would
expectthatthe covert channelanalyss requiremat for MR
would cover only inter-partition covert channelswhatever
thelevel of rigor of theseart.

The MR CIM, on the other hand, has a different ex-
plicit componenAVA_CCA_(EXP).2,thatrequiressystem-
atic covert channelanalysisof the cryptogaphic module
only. It containsan applcation note that explainsthat the
TSF interfacesare not covered becauseit is Oconsidered
beyond the scopeof effort and costconsideredeasonable
for COTS medium-rolistnesgproducts) It goeson to ac-
knowledgethatthis doesincreaserisk.

Experiencéhasshavn thatit is likely thatthe exerciseof
conductingacovertchannekearchevenonethatis notsys-
tematic,may exposechannelghat canandshouldbe miti-
gated,andcanyield valuableinformationaboutthe TOE to
be capturedn guidancedocurnrentation.

In applying the MR CIM rationale to the medium-
robustnesssepaation kernel, it is clear that that the MR
CIM requiremenfor systematicovert channelanalysisof
the cryptographianoduledoesnot apply becausé¢he sepa-
rationkernelprovides no cryptographicservices But there
areafew issuegarticulary relevantto separatiorkernels.

The purposeof aseparatiorkernelis to controlinforma-
tion Bow; ary otherfunction is aguably incidental. Per
hapsspecialconsideratia for separatiorkernelsis needed.
Even at medium-rolistnesssomecovert channelanalysis
would be benebcialsuchasthe informal searchspecibed
by AVA_CCA.1, which normally comesinto play in the
CommonCriteriaEAL 5 padage.

For the medium-rolustness separation kernel, the
covert channelsearchcould be limited to inter-partition
information Bow policy, thus creating an explicit com-
ponent AVA_CCA_EXP1 analogous to the SKPP&
AVA_CCA_EXP2.

5.10.2 Misuse (AVA_MSU)

For MSU the SKPPfollows the EAL 6 componenandthe

MR CIM follows the EAL 4 component. For medium-
robustnessseparationkernels, the componentspecibped
by the MR CIM, AVA_MSU.2 Validation of Analysis is

adopted.

5.10.3 Strength of Function (AVA_SOF)

The CommonCriteria dePnenly one componehfor the
SOF family. The SKPP and the MR CIM both adopt
AVA_SOF1, as doses this study As notedin the SKPR
theseAVA _SOFrequirementsreonly applicableto thead-
ditional security requirementslePnedn the SecurityTarget
for which a claim of strengthof functionis appropriate.

5.10.4 Vulnerability Analysis (AVA_VLA)

For the VLA family the SKPPcreatesan explicit require-
ment that modibesAVA_VLA.4 only in the evaluabr ac-
tions: it requiresthat an NSAevaluator conductindepen-
dentvulnerabilityanalysisandpenetraibn testingnot build-
ing on developervulnerabilityanalyss.

The MR CIM elevates the VLA requirement
AVA VLA.2, specibedby the EAL 4 package, to
AVA VLA.3 Moderately Resistant, which requires
that the vulnerability searchbe demonstrablysystematic
Thisis whatwe adoptfor the MR SK.



6 OcCatch-22@hallenges

The absenceof a validatedPP for medium-rolustness
separation kernels poses a challeng for developers.
The CommonCriteria Evaluationand Validation Scheme
(CCEVS)RotustnessFAQ responddo the question,Ocan
a TOE/ST claim a robustnesdevel without conformirg to
aPP?Qvith theanswey Ofr Mediumor High Rokustness,
thiswould betheoreticaly possiblef therewereanST Re-
view Board(analogougo the PPReview Board)thatwould
review the ST to ensurethatit adherego therulessetforth
in the Consisteng InstructionManuals. Therecurrentlyis
no suchgroup, so thereis no way to claim a Medium or
High Rolustnesdevel without claiming conformanceo a
PPOLikewise, the IAG position also refersto a security
taget, which it saysshould conformto a currently non-
existentprotectionproble. Further the positionthat a pro-
tectionprobleacceptabléo NSA mustbea OU.SGovern-
mentProtectionProbleQandthat sucha PP canbe devel-
opedonly by NSA, leadsto an effective impasseor devel-
opers. The upshotof this dilemmais that eithera proper
protectionprobleneedgo be developedby NSA, or anon-
NSA produced®Pwould needto beendorsedy NSA.

7 Summary and Conclusions

We have presentedsecurity functional and assurance
requirementdor a medium-rolustnessseparationkernel.
Ratherthan performinga deepprotectionproble-styleanal-
ysis of securityervironmentandobjectives,we drew upon
the SKPP and guidancedocumentsto interpolatethe re-
qguirementsinformally, following a methoddogy that may
seneasanexamplefor futureeffortsto interpolatemedium
robustnessrequirementscorrespondingo future high ro-
bustnes$Ps.

The SKPPdiffers in importantways from the standard
EAL 6 packageThisis dueto speciafactorsthatarisefor a
separatiorkernelquaseparatiorkernel. Thesefactorsmust
alsobe given consideratiorwhendeterminingthe require-
mentsfor a MR SK. Consegjuently the MR SK assurance
componentslo not follow the MR CIM in every detail, but
in somecasedollow the paternof the SKPPinstead.

Although our results are not intendedto repace a
medium-rolnstnessseparationkernel protection proble,
they do provide a stepin that direction. They adoptvir-
tually all of the SKPP functional requirementsand have
metor exceededll of theMR-CIM (andEAL 4) assurance
requirementspn a few itemsequallingthe SKPPrequire-
ments. Absenta protectionproble,the requirementgpre-
sentechereinconstitutea conserative basisfor proceeding
with medium-rolistnessegrationkerneldevelopment.
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