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Abstract

A protectionproÞlefor high-robustnessseparation ker-
nels has recentlybeenvalidatedand several implementa-
tionsare underdevelopment.However, medium-robustness
separation kernel developmentefforts haveno protection
proÞle, althoughthe US Governmenthas publishedguid-
ancefor authoringsuch a proÞle.

As a steptoward a protectionproÞle, a set of security
requirementsfor medium-robustnessseparation kernelsis
proposed.Theserequirements resultfroman informal, yet
principled, approach. By bracketing the problemwith ap-
propriatereferencepointsandelaboratinga methodfor in-
terpolatingthe requirementsboth a measure of uniformity
anda basisfor further discussionare achieved. Our refer-
encepoints includethe high robustnessprotectionproÞle,
theexistingmediumrobustnessconsistencyinstruction,and
our familiarity with thenuancesof separationkernels.

This practitioner-orientedstudyis intendedto advance
the prevailing practicesfor commercial software develop-
ment,which presentlyfalls far short of the rigor needed
for either high-robustnessor medium-robustnesssystems.
Theserequirementsrepresentan incrementalimprovement
in thepursuit of secure software Ñ andis intendedto bea
stepforward on theroadto higherassurance.

1 Intr oduction

Theseparationkernel[Rus81]hasemergedasapromis-
ing foundationfor theconstructionof highly securesystems
[VBC+ 05]. In suchapplicationsa separationkernelmust

exhibit high robustnessin thefaceof attacksby resourceful
adversariesagainsthigh-value resourcesunderits control.

Robustness
The CommonCriteria addressesonly functionality
andassurance,not robustness.TheU.S.Department
of DefensedeÞnesthreelevel of robustness:high,
mediumandbasic. In this context robustnessis Òa
characterizationof the strengthof a security func-
tion, mechanism,serviceor solution, andtheassur-
ance(or conÞdence)thatit is implementedandfunc-
tioning correctly.Ó [DOD03] The robustnessof a
TOErepresentstheTOEÕsability to mitigatesecurity
threatsin its operationalenvironment. High robust-
nessrequires the securitymechanismsto Òprovide
the most stringentprotectionand rigoroussecurity
countermeasuresÓwhereasmediumrobustnessim-
posesrequirementsfor Òlayeringof addtitionalsafe-
guardsabovegoodcommercialpractices.Ó[DOD03]
Best commerical practicesare consideredas basic
robustness.

The Separation Kernel Protection ProÞle (SKPP)
[SKP07] provides a set of security functional require-
ments(SFRs)andsecurityassurancerequirements (SARs)
for separationkernelsthat will be employed in environ-
mentsrequiring high robustness. It admits implementa-
tionsrangingfrom statically-conÞguredpartitioningkernels
with coarse-grainedinformationßow control enforcement
throughdynamically-conÞguredkernelswith a richersetof
exportedresourcesandcorrespondingÞne-grainedinforma-
tion ßow controlpolicy enforcement[LIN06].
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Not every environment,however, requiressucha high
degreeof robustness,sincephysicalaccessconstraintsmay
guaranteea level of trustworthinessof individuals having
accessto the system. In such applications a medium-
robustnessseparationkernel(MR SK) maysufÞce.Never-
theless,theprospectof usinga commonsetof components
andapproachesto security engineeringproblemsprovides
motivation for the existenceof separation kernels that are
largely feature-comparable to their high-robustnesscoun-
terparts,but which arerequiredto exhibit only mediumro-
bustness.

TheU.S.Governmenthasrecognizeda need for sucha
classof separationkernels,asevidencedby at leasttwo de-
velopments:the publication by NSA of guidencefor the
applicationof both high- and medium-robustnesssepara-
tion kernels[NSA05b],andthedeterminationby someDoD
programsof theadequacy of a medium-robustnesssepara-
tion kernelfor certainapplications.

A properprotectionproÞle(PP)for medium-robustness
separationkernelswould present bothSFRsandSARsde-
rivedby a methodicalanalysisof thesecurityenvironment
andsecurity objectivesfollowing themodelof theCommon
Criteria[CC205].

This studyproposesa set of requirementsfor medium-
robustnessseparationkernels.Thoughinformally derived,
in contrastwith the detailedanalysisand justiÞcationre-
quiredin a PP, theserequirementsarebased on aninterpo-
lation of reliablesources informedby our familiarity with
separationkernelrequirements.Wehopethatproviding this
studycan facilitateandprovide consistency amongongo-
ing developmentefforts, aswell asoffer a steppingstone
to a PP. In addition, the separationkernel is oneof many
potentialtargetsof evaluationthatcouldexist in bothhigh-
robustnessandmedium-robustnessimplementations,hence
aviablerepeatablemethodfor ÒrequirementsinterpolationÓ
couldprovidewiderbeneÞt.

2 Methodology

Wewantedto studythesecurityrequirementsfor separa-
tion kernelssuitablefor deploymentin environmentsrequir-
ing mediumrobustness,without takingon theconsiderable
commitmentof developingaprotectionproÞle.

We hypothesizedthat,givenknowledgeof thevalidated
high-robustnessSKPP, of medium-robustnessconsistency
guidance,andof thenuancesof separationkernels,thenit
wouldbepossibleto arrivesystematicallyatagoodapprox-
imationof therequirementsfor a medium-robustnesssepa-
rationkernelwithout incurring theexpenseof PPdevelop-
ment.

Themethodshouldestablishthereferencepointsandthe
reasoningto be appliedto allow interpolation of eachre-
quirementfor mediumrobustness.Determiningthis a pri-

ori would reducethevarianceof discretionappliedamong
requirements.If aresultappearedunsatisfactory, it couldbe
analyzedto determinewhy, andthenthemethodtunedand
reapplied.

A strategic choicewas to usethe rationaleprovided in
theSKPPasakey reference,becauseit is themostdetailed
written repositoryof knowledge concerningwhat makes
a separationkernelunique. By applying rationalesimilar
to that usedin the SKPP, and making only the necessary
changeswhile adjustingfor thereducedassurancelevel, it is
possibleto have reasonable conÞdencethat this informally
derivedsetof requirements is a closeapproximationto that
obtainableby amorerigorousanalysis.

Themethodologyinvolvedthefollowing steps:

1. Collect relevant and documentationsourcesto con-
sider for mediumrobustness guidanceand,basedon
their applicability to this study, choosetheÞnalsetto
bereliedupon.

2. Determinewhether any security functional require-
mentsin the SKPPcould be dispensedwith outright,
or weakened,in a medium-robustness separationker-
nel.

3. DecideandÞnalizethe functional requirementsfor a
medium-robustnessseparationkernel, giving prefer-
enceto functional interchangeabilitywith the high-
robustnessseparationkernel

4. Consider, in turn, eachassurancefamily identiÞedin
theSKPP.

5. Identify anappropriateassurancecomponentfor each
family basedon thedecisionprocessdetailedbelow in
theSecurityAssuranceRequirementssection.

Thefunctionalandassurancerequirementswill beenumer-
atedin later sections. The remainderof this sectiondis-
cussestheselectionof sourcesusedfor theactivity.

Theassurance/robustnessguidancedocumentsidentiÞed
for initial considerationwere:

1. SeparationKernelProtection ProÞle(SKPP)[SKP07]

2. CommonCriteria(CC) [CC205]

3. US Government ProtectionProÞlefor Multilevel Op-
eratingSystemsin EnvironmentsRequiringMedium
Robustness(MLOSPP)[MLO07]

4. IA Guidancefor SystemsBasedon a Security Real-
TimeOS(IAG) [NSA05b]

5. Medium RobustnessConsistency InstructionManual
(MR-CIM)[NSA05a]



TheIAG recommendstheuseof ÒaMediumRobustness
SRTOS1 or a High RobustnessSRTOS, dependingon the
scenarioandavarietyof factors.ÓFurther, it statesthataPP
shouldcomply with the MR-CIM and,as a startingpoint,
usethesecurityrequirementsfrom theSKPPandtheassur-
ancerequirementsfrom theMLOSPP.

A multilevel operatingsystemis very different from a
separationkernel. The MLOSPPdescribesa full-featured
operatingsystemwith label-basedsecuritypolicy enforce-
ment.TheSKPPdescribesaminimaloperatingsystemthat
lacksnot only label-basedsecuritybut mostof theservices
requiredof anOSmeetingtheMLOSPP. A separationker-
nel could be usedas the foundationfor implementingthe
featuresof a multilevel operatingsystem,andmusthave at
leastthe strengthof function of any mechanismit is used
to support.A versionof theMLOSPPhadbeenconsulted
astheSKPPwasbeingdeveloped,andits inßuencehasal-
readybeendistilled andÞltered throughthe SKPPreÞne-
mentprocess.Given the othermoreappropriateresources
atourdisposalwechosenotto directlyrely furtheruponthe
MLOSPPfor thepresentexercise.

The IAG-provided guidance regarding medium-
robustnessseparationkernel requirementsis indirect: it
merelycitesotherdocumentsassourcesfor guidance.The
documentscited are amongthosewe considered,and the
approachsuggestedby the IAG is very similar to the one
describedhere,with the exception of the exclusionof the
MLOSPP.

3 Security Functional Requirements

TheSKPPdescribesa broadclassof separationkernels.
It is assumedthat a medium-robustnessseparationkernel
would be employed in a fashionarchitecturallysimilar to
its high-robustnesscounterpart[NSA05b], thoughin amore
shelteredenvironment. A medium-robustnessseparation
kernelprotectionproÞleshouldreßectthis assumption,as
it engendersa commonalityof componentsandapproaches
acrossthe assurancespectrum,fostering cost savings and
adaptabilityto changingenvironmentalrequirements.

For situationsin which a SK security architectureis
developed for an environment requiring medium robust-
nessandthenis laterapplied to an environmentrequiring
high robustness,it would be advantageousif the medium-
robustnessseparationkernelcould be replacedby a high-
robustnessseparation kernelwith little or no architectural
change.Therefore,it is proposedthatamedium-robustness
separationkernelhaveSFRsnotsubstantiallydifferentfrom
a high-robustnessseparation kernel,with theminor excep-

1TheIAG deÞnesanSRTOSasÒaseparationkernel-basedReal-Time
OperatingSystemthathasundergoneanappropriatesecurityevaluation.Ó
In this study, suchanoperatingsystemis genericallyreferredto asaÒsep-
arationkernel.Ó

tionsnotedin thefollowing section.Thus,thegreatestdif-
ferencebetweena high-robustness separationkernelanda
medium-robustnessseparation kernelwouldbetheSARs.

4 Security AssuranceRequirements

The security assurancerequirementsfor evaluation of
a medium-robustnessseparationkernelshouldbe lessde-
mandingthan thoseof the high-robustnessSKPP. Table 1
summarizestheproposedSARsusingSKPPnomenclature,
providing informationfrom thesourcedocumentsfor com-
parisonanda referenceto the discussionin the following
sections.Accordingto convention,componentnumbersnot
in parentheses(e.g., Ò3Ó)indicateanunmodiÞedcomponent
from the CommonCriteria catalogof SARs, while those
in parentheses(e.g.,Ò(3)Ó)indicateanexplicit requirement.
Numberingof explicit assurancecomponentscanbe mis-
leading. Ò(1)Óis not necessarilya lessdemanding require-
mentthanthat representedby a Ò3,Óor that representedby
an explicit requirementÒ(2)Óin anotherdocument.Some
authorsstartnumberingexplicit requirementswithin a fam-
ily startingat1,while othersusethenumberof theCCcom-
ponentmostcloselymatchingtheexplicit component.The
ÒxÕÓandÒx* Ódesignationsrepresenta decreasein the
componentleveling deÞnedby theSKPPandMR CIM, re-
spectively. Therationalefor thesechangesisprovidedin the
subsectionsassociatedwith thecorrespondingfamilies.The
EAL 4 andEAL 6 columnsrepresentthesecurityassurance
requirementsin the standardpackagefor eachEAL given
in Version2.3 of the CommonCriteria. The SKPP (HR)
column gives the SARs from Version1.03 of the SKPP.
TheMR CIM columngivesthegenericmediumrobustness
requirementsrecommendedby theConsistency Instruction
Manual.

Thoughmany of the MR SK requirementsmay corre-
spondto thoseof MR CIM, awholesaleadoptionof theMR
CIM requirementsis notappropriatefor aseparationkernel.
Specialconsiderationsarisefrom thenatureof a separation
kernelTOEquaseparationkernel, andtheseconsiderations
applygenerallyto aMR SK aswell asto oneof highrobust-
ness,thoughthe degreeto which they may apply mustbe
determined.Theseconsiderationsplayeda role in deÞning
the requirementspresentedherefor a mediumrobustness
separationkernel.

In somecasesthemedium-robustnessrequirementis de-
rivedin asimilar mannerto thatof thecorrespondingSKPP
requirement,thoughplacedlower in the assurancehierar-
chy. As an example, considerthe FunctionalSpeciÞca-
tion (ADV FSP) family. The CC EAL 6 packagespec-
iÞes componentÒ3Ó(ADV FSP.3). The SKPP speciÞes
ADV FSPEXP.4, a tailored version of componentÒ4,Ó
while our medium-robustnessrequirementreplacestheCC
EAL 4 componentÒ2Ówith atailoredversionof component



Table 1. Security Assuran ce Requirements
Assurance Assurance EAL6 SKPP EAL4 MR MR MR SK See

Class Family CCv2.3 (HR) CCv2.3 CIM SK Comment Section

ACM AUT 2 2 1 1 1 MR CIM
ConÞgMgmt ACM CAP 5 5 4 4 4 MR CIM ¤5.2

ACM SCP 3 3 2 2 2 MR CIM
Deliveryand ADO DEL EXP 2 (2) 2 2 (2) NIST crypto ¤5.3.1

Operation ADO IGS 1 1 1 1 1 ¤5.3.2
ADV ARC EXP (1) (1) (1) MR adjusted ¤5.4.1
ADV CTD EXP (1) (1) SKPP ¤5.4.2
ADV FSPEXP 3 (4) 2 1 (3) semiformal ¤5.4.3
ADV HLD EXP 4 (4) 2 1 (4) SKPP ¤5.4.4
ADV IMP EXP 3 (3) 1 2 2 MR CIM ¤5.4.5

Development ADV INI EXP (1) (1) SKPP ¤5.4.6
ADV INT EXP 2 (3) (1) (1) MR CIM ¤5.4.7
ADV LLD EXP 2 (2) 1 (1) (1) MR CIM ¤5.4.8
ADV LTD EXP (1) (1) SKPP ¤5.4.9
ADV RCR EXP 2 3 1 1 2 semiformal ¤5.4.10
ADV SPM EXP 3 3 1 1 3 formal ¤5.4.11

Guidance AGD ADM EXP 1 (1) 1 1 (1) SKPP ¤5.5
Documents AGD USR 1 1 1 1 1

ALC DVS 2 2 1 1 1 MR CIM
Life Cycle ALC FLR 3 2 2 MR CIM ¤5.6
Support ALC LCD 2 2 1 1 1 MR CIM

ALC TAT 3 3 1 1 2 + impl stds
Assur. Maint AMA AMP EXP (1) (1) SKPP ¤5.7

APT PDF EXP (1) (1Õ) modÕd SKPP ¤5.8.1
Platform APT PSPEXP (1) (1Õ) modÕd SKPP ¤5.8.2

Assurance APT PCT EXP (1) (1Õ) modÕd SKPP ¤5.8.3
APT PSTEXP (1) (1Õ) modÕd SKPP ¤5.8.4
APT PVA EXP (1) (1Õ) modÕd SKPP ¤5.8.5

ATE COV 3 3 2 2 2 MR CIM
Tests ATE DPT 2 3 1 2 2 MR CIM ¤5.9

ATE FUN 2 2 1 1 1 MR CIM
ATE IND 2 3 2 2 2 MR CIM

AVA CCA EXP 2 (2) 2 (1*) interpartition ¤5.10.1
Vulnerability AVA MSU 3 3 2 2 2 MR CIM ¤5.10.2
Assessment AVA SOF 1 1 1 1 1 MR CIM ¤5.10.3

AVA VLA EXP 4 (4) 2 3 3 MR CIM ¤5.10.4

Ò3.Ó In a very few cases,the speciÞedmedium-robustness
requirementis identicalto thatspeciÞedin theSKPP. Spe-
ciÞcconsiderationsinßuencingthedeterminationof appro-
priatecomponentsarediscussedin thefollowing section.

5 Discussionof the AssuranceRequirements

Thefollowing subsectionsdescribetherationaleusedto
derive the MR SK assurancerequirementsfor eachassur-
anceclass. In caseswhereexplicit requirementsfrom the
SKPPareapplicableto theMR SK,excerptsfrom theSKPP
rationalefor thoseexplicit requirementsareincluded.

5.1 A Note on Semi formal Style

It wasnecessary to deÞnean appropriateguidelinefor
ÒsemiformalÓfor this study since the rangeof what can
qualify as semiformalis very broad. Informal is deÞned
asnaturallanguage,formal is deÞnedasa restrictedsyn-
tax languagewith formalsemantics,andsemiformalis any-
thing in between.This would admitnaturallanguagewith
paragraphheadingsatoneextremeandformalspeciÞcation
languageswithouta formal semanticsat theotherextreme.

To avoid ambiguity thereneedsto be a commonlan-
guageamongthe designer, the implementer, andthe eval-
uatorsuchthatrequirementscanbeinterpretedthesameby
all. At aminimum,for semiformalnotationwerecommend
a languagewith a deÞned syntaxand a well-documented
informal semanticsthatcansupportreasonablyunambigu-
ous compositionalreasoningrequired for correspondence
demonstrationof evaluationevidences.

5.2 ConÞgur ati on Managemen t

TheACM classcontainsthreefamilies:CM Automation
(AUT), CM Capabilities(CAP),andCM Scope(SCP).The
requirementsin this class arestraightforward. The SKPP
directly adoptsthe standardEAL 6 componentsfor each
family in theACM class.TheMR CIM similarly adoptsthe
EAL 4 component.We follow EAL 4 andtheMR CIM by
requiringACM AUT.1,ACM CAP.4 andACM SCP.2.

5.3 Del iv ery and Op eration

The critical natureof delivery is easilyoverlooked, but
it providesa primeopportunityfor subversion[Mye80]. In
anenvironmentwherea separationkernel is usedto isolate



levels of sensitive information, thoughit is accessedonly
by trustworthy users,undetectedsubversionduringdelivery
couldcompromisecritical missions.Thereforeadoptionof
theSKPPrequiredcomponentswith themodiÞcationsdis-
cussedbelow is recommended.

5.3.1 Delivery (ADO DEL)

While MR CIM requiresonly componentADO DEL.2 (de-
tectionof modiÞcationandof attemptsto masqueradeasthe
developer),which is the same for bothEAL 4 andEAL 6,
it wasdeterminedfor theSKPPthatanexplicit requirement
wasneeded. Theuseof NIST-approvedcryptographicsig-
naturealgorithmsand keyed-hashmessageauthentication
functions to supporttrusteddelivery of the TOE was re-
quired.Startingwith thebaseCCcomponentADO DEL.2,
elementswere addedto require the developer to provide
documentationfor trusteddelivery andto demonstrate the
useof NIST-validatedcryptographicmechanismsin support
of their trusteddeliveryprocesses,thusproviding additional
assuranceagainstundetected tampering.

The following application note is suggestedfor the
medium-robustnessrequirements: though it may be pos-
sible to meet the delivery requirementswithout the use
of cryptography, if technical measuresare used to sat-
isfy ADO DEL EXP.1 and thosemeasures include cryp-
tographicmechanisms,thensuchmechanismsshouldim-
plementNIST-approved algorithms,thoughcertiÞcationis
not required. The additional evaluator action to deter-
mine the sufÞciency of the strength of mechanismfor
the trusteddelivery mechanism requiredby the SKPPin
ADO DEL EXP.2.2Ehasbeendropped.

5.3.2 Installation, Generation and Start-Up
(ADO IGS)

TheCommonCriteriaonly deÞnestwo componentsfor this
family, ADO IGS.1 and ADO IGS.2; however, all of the
CC standardEAL packages,aswell as the SKPPandthe
MR CIM adoptADO IGS.1.Likewise,for mediumrobust-
ness,only ADO IGS.1hasbeenincluded.

5.4 Dev elopmen t

The ADV classcontainsthe assurancefamilies: Archi-
tecturalDesign(ARC), ConÞgurationTool Design(CTD),
FunctionalSpeciÞcation(FSP),High-Level Design(HLD),
ImplementationRepresentation (IMP), TrustedInitializa-
tion (INI), TSFInternals(INT), Low-Level Design(LLD),
Load Tool Design (LTD), RepresentationCorrespondence
(RCR),andSecurityPolicy Modeling (SPM) asdescribed
in thefollowing subsections.

5.4.1 Ar chitectural Design(ADV ARC)

This assurancefamily is not presentin theCommonCrite-
ria Version2.3but it hasbeenexplicitly includedin theMR
CIM, in othermedium-robustnessprotectionproÞles,and
in theSKPP. In thecaseof theSKPP, it wasrecognized that
a new assurancecriterion was necessaryto requireassur-
anceevidencespeciÞcto theTSFarchitectureandits abil-
ity to protectitself, to supportthe principle of leastprivi-
lege for the purposeof damagelimitation, and to prevent
TSF-internaldenialof serviceby executingin apredictable
manner. ADV ARC EXP.1 wascreatedto addressthesere-
quirements. It is worth noting that several assuranceele-
mentsin ADV ARC EXP.1 are relatedto SFRs. Thusthe
testabledesiredbehavior of theTOE in termsof functional
requirementsis preciselydeÞnedasarethe assurancesre-
quiredto determinethatthedesiredbehavior is achievedby
theimplementation.

For medium robustness,a similar explicit ADV ARC
componentshould be deÞnedand the assurancelevied
must be commensurate with the degree of scope,depth
and rigor provided by the functional speciÞcation, high-
level designand the TSF internalsdescription. As stated
in theapplicationnotefor ADV ARC EXP.1 in theSKPP,
Òthearchitecturedesignrequired by this componentis at
the level of the functionalspeciÞcationandhigh-level de-
sign documentation. The TSF internals descriptionre-
quired by ADV INT EXP.3 componentis at the level of
TSF module documentation.Ó This reasoningleads to
medium robustnessfor the adjustedrigor of the func-
tional speciÞcation,high-level design, and internals de-
scription.Theseadjustmentsaresubsumedby thewording
of ADV ARC EXP.1.2C,whichstatesthat thearchitectural
designÒshallbe at a level of detail commensuratewith the
descriptionof the SFR-enforcing abstractionsdescribedin
theTOEhigh-level designdocumentation.Ó

5.4.2 ConÞgurationTool Design (ADV CTD)

Thisassurancefamily is notdeÞnedin theCommonCriteria
but explicitly addedby theSKPPto addressconcernsabout
thevalidity of theconÞgurationvector(s)thattheseparation
kernel relieson to establishthe initial securestateand to
enforcethepartitionßow policy. TheconÞgurationvector
hasa direct bearingon the ability to produce an inductive
proofof thebasicsecuritytheorem2.

TheconÞgurationvectoris generatedandvalidatedby a
conÞgurationtool. BecausetheconÞgurationtool is partof
the TOE but not part of the TSF, it is not subjectto most
of theADV documentationSARs.Theabsenceof aCC as-

2TheBasicSecurityTheoremestablishesthat thesystemnever enters
anunsecurestate.A proofof theBSTtypically takestheform of aninduc-
tion on states,comprisinga secureinitial state(s)andsecurityinvariant-
preservingtransitionsonstates.



surancefamily thataddressestheassurancesfor generating
theconÞgurationvectorandfor establishingthecorrectness
of the conÞgurationvectordrives the need for an explicit
requirement.

This explicit requirementcompelsthedeveloperto pro-
vide a designthat canbe evaluatedto assurethat the con-
Þgurationtool is trustworthy to performits functions. The
wording of the explicit requirementspeciÞesthe level of
rigor asÒinformalstyle at a level of abstraction anddetail
requiredin theTOEhigh-level designdocument.Ó

5.4.3 Functional SpeciÞcation (ADV FSP)

The MR CIM has an explicit component
ADV FSP(EXP).1 for FSP. Inspection of the SKPP
ADV FSPEXP.4 revealsthat its explicit differenceshave
been inßuenced by the MR CIM ADV FSP(EXP).1.
The additional requirements,as describedin the SKPP
rationale,arenecessary to provide the evaluatorsufÞcient
information to assessthe intendeduse and behavior of
eachkernelexternalinterface.Beforeadding theseexplicit
differences, the SKPP escalatedthe component from
ADV FSP.3 to ADV FSP.4, which differs solely by a
changefrom semiformalto formal style. This permitsthe
correspondencedemonstrationbetweenthesecuritypolicy
model and the functional speciÞcationto be formal for a
high-robustnessseparationkernel.

For themedium-robustnessseparationkernelweemploy
a similar strategy. We escalateADV FSP.2 from CC EAL
4 to ADV FSP.3, which changesthe functional speciÞca-
tion from informal to semiformalstyle, and then add the
additional requirementslevied by the SKPP. The change
to semiformalstyle works hand-in-handwith the formal
ADV SPMrequirementto permit ameaningfulsemiformal
correspondencedemonstration.

5.4.4 High-Level Design(ADV HLD)

The SKPP and the MR CIM both specify explicit re-
quirementsfor HLD. That of the SKPP is basedon CC
ADV HLD.4 but is tailoredto take into accountthe struc-
ture of the separationkernel and has fewer elements
than ADV HLD.4. Following this pattern, the medium-
robustnessrequirementwouldbeADV HLD EXP.2,asim-
ilarly tailoredversionof ADV HLD.2.

The SKPP ADV HLD EXP.4 calls for a semiformal
style supportedby informal explanatorytext for the TSF,
andaninformalstylefor thenon-TSF. It is thedifferencein
rigor betweenTSF andnon-TSFthat differentiatesthe re-
quirementsfor thehigh-robustnessSK from thatof a Òbest
practiceÓhigh-level designwith typical goodsoftwareen-
gineeringdiscipline and documentation.We believe that
reducingtherigor requirementto informal is acceptablefor
mediumrobustness.Note that it may be moredifÞcult to

distinguishandseparatethe TSF from the non-TSFif the
designwas created without having suchdifferentiation as
anobjective.

5.4.5 Implementation Representation(ADV IMP)

For mediumrobustnesswefollow theMR CIM by employ-
ing ADV IMP.2.

5.4.6 Trusted Initializati on (ADV INI)

Trustedinitializationcontinuesthechainof assurancemain-
tainedthroughdistribution and conÞgurationby other re-
quirements,but therewas not an assurancefamily for it
in theCommonCriteria. TrustedInitialization wasexplic-
itly addedby the SKPP. Becausethe TOE mustbe ableto
initialize andestablisha secureinitial stateautonomously,
without any interventionby authorizedadministrators,as-
surancesare requiredfor trustedinitialization of the TOE
whenthat initialization is accomplishedwithout the aid of
authorizedadministrators.Theinitialization function is re-
sponsiblefor trustedinitialization of the TOE which in-
cludesestablishingthe execution environmentfor the TSF
andestablishingtheTSFin its initial securestate.Sincethe
initialization functionis partof theTOE but not partof the
TSF, it is not subjectto most of the ADV documentation
SARs.

For amedium-robustnessseparationkernelweadoptthe
samerequirementusedin the SKPP. The ADV INI EXP.1
requirementis levied in recognitionthat establishmentof
a secureinitial stateis fundamentalto a proof of the basic
securitytheorem.Althoughtheinitializationfunctionis not
partof theTSF, theconversionof conÞgurationvectorsinto
the TSF data mustbe shown to preserve the semanticsof
theconÞgurationdata..This requirementprovidesa design
for theinitialization functionto theextentit is not included
in thedesignof theTSF.

5.4.7 TSF Inter nals (ADV INT)

Thisrequirementaddressestheinternalstructureof theTSF.
The TSF Internalsrequirementis a CC componentthat is
oneof theprimary factorscontributing to theconventional
wisdomthatpre-existing products canonly beevaluated to
EAL 4 (without beingredesignedandreimplemented).The
standardCCEAL 4 packagedoesnot includeanADV INT
requirement. For mediumrobustnesswe follow the MR
CIM by employing ADV INT (EXP).1. This requirement
is substantially more speciÞcthan ADV INT.1 in the CC
(the standardcomponentfor EAL 5). The softwareengi-
neeringdisciplineentailedby thisexplicit requirement may
challengepre-existing implementationsnot developedwith
this requirementin mind.



5.4.8 Low-Level Design(ADV LLD)

For medium robustnesswe adopt ADV LLD (EXP).1 of
the MR CIM. This requirementis more speciÞc than
ADV LLD.1 and is apparentlyintendedto work together
with ADV INT (EXP).1to enforcemorestringentsoftware
engineeringpractices. The presentation style requiredis
still informal.

5.4.9 Load Tool Design(ADV LTD)

Like the conÞgurationtool, this assurancefamily is not
presentin the CommonCriteria but is explicitly addedby
theSKPP.

The ADV LTD EXP requirementis levied in recogni-
tion that theloadtool is a crucial partof theTOEÕs evalua-
tion becauseit is partof thechainthatestablishestheinitial
state,thushaving a directbearingon theability to provide
an inductive proof of the basicsecuritytheorem. Through
theADV class,essentialassurancemeasuresareappliedto
securitycritical componentswithin theTOE; however, be-
causeit is not partof theexecutablekernel,thesemeasures
would not beappliedto the load tool. An explicit require-
mentlevied speciÞcallyon theloadtool requiresthedevel-
operto provide a loadtool designthatcanbeevaluatedfor
assurancethatit is trustworthy to performits functions.

5.4.10 RepresentationCorr espondence(ADV RCR)

TheSKPPescalatestheEAL 6 componentADV RCR.2to
ADV RCR.3becausethe SKPPrequiresformal FSPand
SPM.TheFSPandSPM proposedfor medium-robustness
separationkernelsby this work aresemiformalandformal
respectively. We thereforeescalatethemedium-robustness
requirementto ADV RCR.2 over the EAL 4 component
ADV RCR.1(alsospeciÞedin theMR CIM).

5.4.11 Security Policy Modeling (ADV SPM)

TheCC hasanidiosyncracy in theusageof theADV SPM
classin thestandardEAL packages,in that the semiformal
componentis notusedin any EAL. SPMis informalatEAL
4 andformalatEAL 5 andabove.

We have chosento utilize the CC ADV SPM.3 com-
ponent,a formal securitypolicy model, for the medium-
robustnessseparationkernel. In this way a meaningful
semiformalcorrespondencedemonstrationcanbedonebe-
tweentheformal securitypolicy model andthesemiformal
functionalspeciÞcation.

5.5 Guidance Do cumen t s

The CommonCriteria deÞnesonly onecomponentfor
eachof thefamiliesAGD ADM andAGC USR.TheSKPP

createsanexplicit component,AGD ADM EXP.1 because
separationkernelspeciÞcconsiderationsresultin a number
of explicit requirementsthat must be mirrored in the ad-
ministratorguidance.For medium robustnesswe adoptthe
samerequirementsas the SKPP, viz., AGD ADM EXP.1
andAGD USR.1.

5.6 Li fe Cycle Supp ort

The ALC classcontainsthe families: DevelopmentSe-
curity (DVS), Flaw Remediation(FLR), Life CycleDeÞni-
tion (LCD), andTechniquesandTools(TAT). TheCommon
Criteriadoesnot utilize theFLR family in any of theEAL
packages.The SKPPandthe MR CIM both,however, in-
cludeacomponentfrom theFLR family.

For mediumrobustnesswefollow theMR CIM for ALC
families DVS, FLR and LCD by requiring ALC DVS.1,
ALC FLR.2, and ALC LCD.1. For the Techniquesand
Toolsfamily, however, webelievethattheALC TAT.1com-
ponentrequiredby the MR CIM is too weak for a newly
developedTOE, which a separationkernel is likely to be,
andinsteadrequireALC TAT.2.

The speciÞc difference between ALC TAT.1 and
ALC TAT.2 is thatthesubset of theimplementationdeÞned
by the ADV IMP family (we have speciÞedADV IMP.2,
following theMR CIM) mustcomplywith explicitly stated
implementationstandards,andthattheevaluatormustcon-
Þrm that the standardshave beenapplied. The Common
Criterianeglectsto statewherethoseimplementationstan-
dardsare to be deÞned,so we would add an application
noteto suggestthatthedeveloperprovideaTechniquesand
Tools documentthat includesthe deÞnitionof the imple-
mentationstandardsto beapplied,aswell astheothercon-
tentitemsrequiredby ALC TAT.2.

5.7 Mai nt enance of Assurance

For the SKPP, the explicit component
AMA AMP EXP.1 was written to deÞne the require-
mentsfor anassurancemaintenanceplan.

While it may be debatable whether the use of
AMA AMP EXP.1 is requiredonly for thehigh robustness
requirementandnot for mediumrobustness,thebeneÞtsof
assurancemaintenenceto the developerof a TOE at any
robustnesslevel shouldberecognized.Thereality of prod-
uctchangeandthecostof evaluationshouldmakeapparent
thebeneÞtsof minimizingreevaluationcost.A well-written
AssuranceMaintenancePlan(AMP) effectively permitsthe
evaluatorsto evaluateÒatonceÓthe TOE in all variations
thattheAMP cansuccessfullyjustify to not requirereeval-
uation. As a practicalmatter, this shouldalsobea require-
mentfor mediumrobustnessseparationkernels.



5.8 P latf or m Assurance

The MR CIM speciÞesthat domainseparationrequire-
ments(FPT SEP)must be included in a medium robust-
nessTOE, and thus the underlyinghardwaremechanisms
that the TOE dependson to supportits securityarchitec-
turemustalsobe includedaspart of theTOE. To date,the
CC doesnot includerequirementsfor assessingthe assur-
anceof hardwarecomponentsusedto implementa TOEÕs
securityfunctions. Sinceit is difÞcult for TOE vendorsto
produceassuranceevidencefor hardwareat thesamelevel
of detail that is requiredfor software, it wasnecessaryto
introducea separateassurance classin the SKPPto pro-
vide a framework for establishingthesecurityrelevanceof
commercially-available hardware basedon its interaction
with software throughits interfaces. As noted in the ra-
tionalefor theexplicit PlatformAssurance(APT) class,the
overall approachis to deÞneplatformcomponentsin terms
of speciÞcationinsteadof identiÞcation.This is to address
the long-standingproblemthat speciÞchardware compo-
nentsidentiÞedin a TOEÕs evaluatedconÞgurationbecome
obsoleteduringor immediately aftertheTOEÕsevaluation.

5.8.1 Platform DeÞnition (APT PDF)

This family requiresa descriptionof theplatform in terms
of platformcomponentsthatcanbeobtainedandassembled
by theendusers.ThePlatformDeÞnitionDocument(PDD)
mustincludetheassemblyrulesandinformationaboutthe
types,interfacesandsecuritypropertiesof thecomponents
to support component-speciÞcsecurityanalysisagainstthe
SFRs.TheCC componentleveling for this family is deter-
minedbasedon the detailsprovided in the PDD. For high
robustness,the SKPPmandatesthe highest level, i.e., the
PDD must include precisecomponentinterfacespeciÞca-
tionsfor all platformcomponentsin addition to theplatform
componentsecurityanalysis.Theevaluatoris alsorequired,
atthehighestlevel, toverify asubsetof theinterfacespeciÞ-
cationsto ensurethatthey provideadequateinformationon
componentcompatibility. Basedon theMR CIM guidance
that Òthelevel of detail of designdocumentation and the
implementationrepresentationis dependentuponacompo-
nentÕs role in securitypolicy enforcement,Ówe proposeto
relax both of thesecontentandevaluatorrequirementsfor
mediumrobustnessseparationkernels.SpeciÞcally, there-
quireddetailsof thecomponentinterfacespeciÞcationscan
be lessrigorous, i.e., interfacespeciÞcationsare only re-
quired for componentsthat directly affect the implemen-
tation of the policy enforcementSFRs,and the evaluator
will notberequiredto verify theinterfacespeciÞcationsfor
compatibilityinformation.

5.8.2 Platform SpeciÞcation(APT PSP)

This family levies requirementson the vendor-supplied
speciÞcationsof the interfacesprovided by the platform
components.ThesespeciÞcationsarenecessaryto support
functionalanalysisandvulnerabilityassessment of theTSF.
ThreeCCcomponentlevelsaredeÞnedfor this family. The
highestlevel, asspeciÞedin the SKPP, requirescomplete
speciÞcationsof all platforminterfaces(i.e.,external,inter-
nal andunusedinternal interfaces).The middle level only
requiresa completespeciÞcation of the external platform
interfaceswhile thebasiclevel simply requirestheidentiÞ-
cationof the external interfaces. For medium robustness,
it is sufÞcient to downgradeto the middle level because
a completespeciÞcationof the external interfacescan fa-
cilitate a critical examinationof thehardwarefunctionality
thatis externallyvisible to theTOEsoftwarewhich,in turn,
canhelpsupporttheanalysisfor designcorrectnessandex-
ploitablevulnerabilitiesof theTSF.

5.8.3 Platform ConformanceTesting(APT PCT)

Regardinghardwaretesting,theSKPPmakesa distinction
betweentesting at the platform componentinterface and
testingat theTSFI interface.This family addressesthelat-
ter whosegoal is to ensurethat the platform components
identiÞedin thePDD functionasexpectedby theTSFsoft-
ware.Testingat thecomponentinterfacelevel is coveredin
theAPT PSTfamily describedbelow. TheCC component
levelingof this family is basedonthescopeandrigor of the
requiredtests.To satisfythebasiclevel, theTOEdeveloper
is only requiredto demonstratethatthecomponentsprovide
the functional featuresrequiredby a valid hardware plat-
form. Themiddleandhighestlevels,on theotherhand, fo-
cusmoreonexercisingthesecurityfeaturesprovidedby the
components.The middle level requirestestingof only the
securityfeaturesuponwhich theTSFdepends.Thehighest
level requires testingof all securityfeaturesthatarerelied
upon by the TSF as well as other hardware components.
Sinceexhaustive testcoverageis not requiredfor medium
robustness,it is logical to usethemiddle level for medium
robustnessseparationkernels.

5.8.4 Platform Security Testing (APT PST)

This family deÞnesrequirements for security testing of
hardwarecomponentsto beperformedat thecomponentin-
terfacelevel. As notedin its rationale,Òtheintent of this
classis to make deterministic testsof theplatformmecha-
nism ratherthanrelying on testcoverageargumentsat the
TSFI level.ÓTheshift in thetestingfocusplacesa stronger
emphasisonsecurityassessmentto determinehow well the
componentssatisfy the SFRs. Two CC componentlevels
aredeÞnedfor this class.Only externalplatforminterfaces



arerequiredfor thebasiclevel while all externalandinter-
nal interfacesarerequiredfor the secondlevel. Naturally,
the SKPPutilizes the secondlevel. Sinceit is anticipated
thata thoroughtestingof theplatformmechanismsthatare
externallyvisible canprovide enoughevidencethat theex-
ternalplatform interfacesfunction correctly andcanmod-
eratelyresistattacks,it seemsappropriateto levy thebasic
level requirementson a mediumrobustnessseparationker-
nel

5.8.5 Platform Vulnerabili ty Assessment(APT PVA)

This family complementsthe AVA VLA family by requir-
ing that hardware vulnerability assessmentbe considered
as part of the software vulnerability analysis. Similar to
APT PST, the differencebetweenthe two CC component
levelsdeÞnedis basedonthetypeof platforminterfaces in-
volvedin theassessment,i.e.,only externalinterface(basic
level) versusboth externaland internal interfaces(second
level). The sameargumentusedin the APT PSTalso ap-
plieshereandthus,thebasiclevel prevails.

5.9 Tests

The ATE classcontainsthe assurancefamilies: Analy-
sisof Coverage(COV), Depthof Testing(DPT),Functional
Testing(FUN), andIndependentTesting(IND). In eachof
thesefamiliesthemedium-robustnessseparationkernelre-
quirementsadoptthoseof theMR CIM.

5.10 Vulnerabil it y Assessment

The AVA classcontainsthe assurancefamilies: Covert
ChannelAnalysis(CCA), Misuse(FLR), Strengthof Func-
tion (SOF),andVulnerability Analysis(VLA).

5.10.1 Covert ChannelAnalysis(AVA CCA)

For theCCA family theSKPPspeciÞesanexplicit compo-
nentAVA CCA EXP.2, basedon AVA CCA.2,but limited
to cover only inter-partition covert channels.One would
expectthatthecovert channelanalysis requirement for MR
would cover only inter-partition covert channels,whatever
thelevel of rigor of thesearch.

The MR CIM, on the other hand, has a different ex-
plicit componentAVA CCA (EXP).2,thatrequiressystem-
atic covert channelanalysisof the cryptographic module
only. It containsan application notethat explainsthat the
TSF interfacesare not coveredbecauseit is Òconsidered
beyond the scopeof effort andcostconsideredreasonable
for COTS medium-robustnessproducts.Ó It goeson to ac-
knowledgethatthisdoesincreaserisk.

Experiencehasshown thatit is likely thattheexerciseof
conductingacovertchannelsearch,evenonethatis notsys-
tematic,mayexposechannelsthatcanandshouldbemiti-
gated,andcanyield valuableinformationabouttheTOEto
becapturedin guidancedocumentation.

In applying the MR CIM rationale to the medium-
robustnessseparation kernel, it is clear that that the MR
CIM requirementfor systematiccovert channelanalysisof
thecryptographicmoduledoesnot applybecausethesepa-
rationkernelprovides no cryptographicservices.But there
area few issuesparticularly relevantto separationkernels.

Thepurposeof aseparationkernelis to controlinforma-
tion ßow; any other function is arguably incidental. Per-
hapsspecialconsideration for separationkernelsis needed.
Even at medium-robustness,somecovert channelanalysis
would be beneÞcial,suchasthe informal searchspeciÞed
by AVA CCA.1, which normally comesinto play in the
CommonCriteriaEAL 5 package.

For the medium-robustness separation kernel, the
covert channelsearchcould be limited to inter-partition
information ßow policy, thus creating an explicit com-
ponent AVA CCA EXP.1 analogous to the SKPPÕs
AVA CCA EXP.2.

5.10.2 Misuse(AVA MSU)

For MSU theSKPPfollows theEAL 6 componentandthe
MR CIM follows the EAL 4 component. For medium-
robustnessseparationkernels, the componentspeciÞed
by the MR CIM, AVA MSU.2 Validation of Analysis is
adopted.

5.10.3 Strengthof Function (AVA SOF)

The CommonCriteria deÞnesonly onecomponent for the
SOF family. The SKPP and the MR CIM both adopt
AVA SOF.1, as does this study. As noted in the SKPP,
theseAVA SOFrequirementsareonly applicableto thead-
ditionalsecurity requirementsdeÞnedin theSecurityTarget
for whichaclaimof strengthof functionis appropriate.

5.10.4 Vulnerability Analysis (AVA VLA)

For the VLA family the SKPPcreatesan explicit require-
ment that modiÞesAVA VLA.4 only in the evaluator ac-
tions: it requiresthat an NSAevaluator conductindepen-
dentvulnerabilityanalysisandpenetration testingnotbuild-
ing ondevelopervulnerabilityanalysis.

The MR CIM elevates the VLA requirement
AVA VLA.2, speciÞed by the EAL 4 package, to
AVA VLA.3 Moderately Resistant, which requires
that the vulnerability searchbe demonstrablysystematic.
This is whatweadoptfor theMR SK.



6 ÒCatch-22ÓChallenges

The absenceof a validatedPP for medium-robustness
separation kernels poses a challenge for developers.
The CommonCriteria Evaluationand Validation Scheme
(CCEVS)RobustnessFAQ respondsto the question,Òcan
a TOE/STclaim a robustnesslevel without conforming to
a PP?Ówith theanswer, ÒFor Mediumor High Robustness,
thiswouldbetheoretically possibleif therewereanSTRe-
view Board(analogousto thePPReview Board)thatwould
review theST to ensurethat it adheresto therulessetforth
in theConsistency InstructionManuals.Therecurrentlyis
no suchgroup, so thereis no way to claim a Medium or
High Robustnesslevel without claiming conformanceto a
PP.ÓLikewise, the IAG position also refers to a security
target, which it saysshouldconform to a currently non-
existentprotectionproÞle.Further, thepositionthat a pro-
tectionproÞleacceptableto NSA mustbea ÒU.S.Govern-
mentProtectionProÞle,Óandthat sucha PPcanbe devel-
opedonly by NSA, leadsto aneffective impassefor devel-
opers. The upshotof this dilemmais that eithera proper
protectionproÞleneedsto bedevelopedby NSA, or a non-
NSA producedPPwouldneedto beendorsedby NSA.

7 Summary and Conclusions

We have presentedsecurity functional and assurance
requirementsfor a medium-robustnessseparationkernel.
Ratherthan performingadeepprotectionproÞle-styleanal-
ysisof securityenvironmentandobjectives,we drew upon
the SKPPand guidancedocumentsto interpolatethe re-
quirementsinformally, following a methodology that may
serveasanexamplefor futureefforts to interpolatemedium
robustnessrequirementscorrespondingto future high ro-
bustnessPPs.

The SKPPdiffers in importantwaysfrom the standard
EAL 6 package.Thisis dueto specialfactorsthatarisefor a
separationkernelquaseparationkernel.Thesefactorsmust
alsobe given considerationwhendeterminingthe require-
mentsfor a MR SK. Consequently, the MR SK assurance
componentsdo not follow theMR CIM in every detail,but
in somecasesfollow thepatternof theSKPPinstead.

Although our results are not intended to replace a
medium-robustnessseparationkernel protection proÞle,
they do provide a stepin that direction. They adoptvir-
tually all of the SKPP functional requirementsand have
metor exceededall of theMR-CIM (andEAL 4) assurance
requirements,on a few itemsequallingthe SKPPrequire-
ments. Absenta protectionproÞle,the requirementspre-
sentedhereinconstituteaconservativebasisfor proceeding
with medium-robustnessseparationkerneldevelopment.
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