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Abstract handling unplanned and dynamic events like patients be-
ing transferred between wards, doctors asking for second
In healthcare, role-based access control systems are of-opinions from colleagues or simply unplanned patient ar-
ten extended with exception mechanisms to ensure access tivals. Consequently most such systems have exception
needed information even when the needs don't follow the ex-mechanisms in place in addition to the normal role-based
pected patterns. Exception mechanisms increase the threat@ccess control for handling these situations. Use of these
to patient privacy, and therefore their use should be limited exception mechanisms typically triggers additional logging
and subject to auditing. We have studied access logs from aof the user’s actions. Including these mechanisms makes
hospital EPR system with extensive use of exception-basethe systems much more convenient to use. However, from
access control. We found that the uses of the exceptiona security viewpoint the use of exceptions leads to added
mechanisms were too frequent and widespread to be considcomplexity and a need to perform regular auditing to en-
ered exceptions. The huge size of the log and the use of presure that the mechanism is not misused. With an excep-
defined or uninformative reasons for access make it infeasi-tion mechanism in place that allows the users to override
ble to audit the log for misuse. The informative reasons that the normal access control mechanism, technical measures
were given provided starting points for requirements on how alone cannot ensure privacy and security. This increases the
the usage needs should be accomplished without exceptionneed for manual control mechanisms and awareness train-
based access. With more structured and fine-grained log-ing for users to limit the use of the exception mechanisms.
ging, analysis of access logs could be a very useful tool for However, studying how these access control mechanisms
learning how to reduce the need for exception-based accessare used - in what situations, to cover what needs - may
teach us something about how normal access control mech-
anisms should be changed to better suit the needs of the
users, thereby eliminating or at least minimizing the use of
exception mechanisms. Also, it is interesting to investigate
if the audit logs contain the necessary information to trace

o any misuse of such exception mechanisms, or if not - what
Security is a key concern for healthcare systems that con-information is lacking.

tain sensitive data, like the Electronic Patient Record (EPR). | this paper we will examine access logs from an instal-
Access control is at the heart of this concern. While health- |5ti0n of DocuLive EPR. a system with extensive use of

care personnel need access to the right information at theexception-based access control. Doculive EPR is used by
right time to provic_zle the _best possible care, it is also impor- many of the largest hospitals in Norway. We have pulled
tant to ensure patient privacy. information from the access logs from all eight hospitals in
Over the last few years, we have seen a development inthe Central Norway Health Region (CNHR). The aim of this
access control research towards more dynamic, workflow-york is to investigate if the audit trails may uncover infor-
based and user-centered models [1]. However, the statgnation about the real user needs that will be helpful in de-
of the art in existing healthcare systems appears to be thesigning better access control mechanisms for healthcare and

traditional Role-Based Access Control (RBAC) model [2], also to examine if the logs contain the information needed
where roles correspond to job functions and administra-

tion is centralized. These systems are not well-suited for DocuLive is a product of Siemens Medical Solutions

1 Introduction




to uncover misuse. Additionally we aim to explore if any Figure 1 also illustrates how the EPR system for one
of the principles set forward in access control research in hospital is divided into three domains: somatic, psychiatry
recent years may be applied to create better-suited accesand child and youth psychiatry. Information in the patient

control mechanisms for healthcare systems. record is assigned to a domain. Domains are used to protect
information that is considered "extra sensitive”. This means
2 Reated work that a user working on a ward in the somatic domain does

not have access to parts of a patient's EPR that belong to

To our knowledge there has been no previous work pub- any of '_[he other two domains - even if the patient CL_JrrentIy
lished on investigating audit trails from EPR systems to S &t this user's ward. Only users working in psychiatry or
extract access control requirements for healthcare systemschild and youth psychiatry can access parts of the EPR that
However some work has been done on eliciting access con&'€ assigned to these domains.
trol requirements for healthcare systems by other means. N DocuLive access decisions are based on a usges
Evered and Bgeholz in 2004 published a paper [3] describ- (e.g. doctor, nurse, secrgtary), _current place of work (ward)
ing how they performed a detailed case study on a small@nd the type of information being accessed. The role de-
aged-care facility in Australia that at the time of study only t€rmines which documents in the EPR a user is allowed to
used paper-based records. The study illustrates that even foRCCESS. At any given time a user has access permissions ac-
such a small example, the access control requirements ar@ordmg to his or her role for the patients that are currently
very complex. In a short (one page) paper from 1998 [4] registered at the_ ward where he or she works. Note that a
Beznosov discusses requirements for access control in thé!Ser may be assigned to several roles and places of work. In
US healthcare domain and states that it should be based ogddition, there are two exception mechanisms for access:
role, affiliation, location, time and relationship. It is how-
ever not clear from the one-page paper what these conclu-
sions are based on. In a classic paper [5] from 1996 R. J.
Anderson presents a general security policy model for clini-
cal information systems, which includes access control. He
bases the motivation for this policy on a number of identi-
fied threats towards healthcare systems. Based on his ex-
perience and involvement in international EPR architecture
and security standards, Blobel in 2004 [6] published a pa-
per describing a set of models for authorization and access
control in healthcare systems.

e Actualization - allows a user to open the EPR of a pa-
tient that he/she does not have access to through the
normal access control mechanism. The user is granted
access to the EPR as though the patient was registered
at the ward where he/she works. The permission to
use the actualization mechanism is not part of a user’s
role, but is granted on an individual basis. When us-
ing actualization the user has to provide a reason for
doing so, and the action is recorded in a separate log
for use of actualization and emergency access. The
EPR is then opened for a specific time period, which
depends on the reason provided. In CNHR there are
currently eight predefined reasons for using actualiza-

o _ tion which are shown in Table 1 with corresponding
Norway is divided into five health regions: north, south, time intervals. There is also the option for entering

east, west, and central. Each region has a regional health 5 se|f-defined reason and time interval. Actualization
authority and several health enterprises. Each health en- 5 5150 used as an automatic mechanism by the sys-
terprise encompasses one or more hospitals, and together o for opening EPRs for users who are assigned an
the health enterprises in one region encompass all hospitals approval-task (signing) for documents in the EPR and

3 Thesubject of study

within the region. In the Central Norway Health Region for opening the EPR of patients who are scheduled to
(CNHR), which was the object of this study, there are four arrive at the hospital soon, but have not been admitted
health enterprises and eight hospitals. All of these hospi- yet. The time-period for automatic actualization is set
tals use DocuLive EPR. Norwegian laws prohibit sharing to 7 days.

of medical records between health enterprises. Medical in-
formation may be transferred based on a specific request, e Emergency access - allows a user to open a single doc-

but not shared in real-time, e.g. through a common EPR- ument in a patient’s EPR that he/she does not have ac-
system. As Figure 1 shows there are therefore separate in-  cess to through the normal access control mechanism.
stallations of the EPR-system for each hospital. However, The emergency mechanism is stricter than actualiza-
there is one common organization, CNHR IT, which is re- tion in that it has to be used on every single document
sponsible for the daily operation and maintenance of the that the user wants to open. In CNHR only some of the

EPR-systems for all hospitals in the region. Because they hospitals use emergency access - most make due with
all use the same EPR-system, Doculive, it is possible to only actualization. However - where in use - emer-
extract and compare log data across hospitals. gency access is used to access EPR documents across
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Figure 1. EPR Hospital model

domains within one hospital. That is: some use it as a This record also contains information about the pro-
way for users in the somatic domain to access informa- vided reason and time interval.

tion in the psychiatry and child and youth psychiatry
domains. As for actualization, when using emergency
access control the user has to provide a reason and th
action is recorded in the same log as use of actualiza-
tion log. Note that there are no predefined reasons for
using emergency access; the user always has to man
ually provide a reason. Also note that the time inter- _
val where the document remains accessible after usingper'Od‘ L . .
emergency access is firm. In CNHR this time inter- The !T—unlt n CNHR was very helpful In creating
val is set to 10 hours. Not all documents in the EPR anonymized versions of the logs - removing names of users
élnd patients and replacing with anonymous, but unique in-

are accessible through emergency access, only thos "
g ysncy y dexes. In addition to the log-extracts, we also collected an

specifically labeled so, and only some users have the ed listi ¢ 1 th ion including thei
permission to use emergency access. Emergency ac210NyMIZEAISting ol USers in e region including their as-

cess is assigned to users much in the same way as role§'gne_dt a(;:c?ss permissions. The log-extracts we received
gonsisted of:

Note that it is only the action of actualization or emergency
gecess that is recorded in a separate log. Any subsequent
use of the EPR within the time interval is recorded in the
normal access log. Therefore we had to extract and combine

information from the two logs to get a complete view of
use of EPRs within an actualization or emergency access

- meaning that the permission to use emergency acces

is linked to a ward or hospital. e All records:
4 Methodsand materials ~ Anonymous user ID
— Users'’s place of work - hospital and ward
In this study we collected access log data from the EPR- — Anonymous patient ID

system from all eight hospitals in CNHR for one month _ Patient location - hospital and ward
(March 2006). There are two separate logs:

. . e Only in records from access log:
e Access log - every time a document is opened an en-

try is created in the access log containing information — Time stamp
about the user, the patient and the document being ac-
cessed.

— Document ID

— Document type

e Actualization and emergency log - an entry is created
in this log whenever an EPR is opened using actualiza-
tion or a document is opened using emergency access. e Only in records from actualization/emergency log:

— Document code



Reason | Time(hours) |

Healthcare - provide/plan/consider 48
User support 3
Research project 24
Write/complete EPR documents 48
Scan 2

Quality assurance - administrative/professiopal 48
Obliteration/editing/deletion/blocking/mergin 1
Control committee 24
Other (self-defined) -

[(®}

Table 1. Predefined reasons and time intervals for use of actualization

— Start time | [ Count | % |

— End time No. users actualization perm. 12298| 74

— Reason No. users emergency access pefm. 41| 0.25
No. Doculive users (total) 16 723 | 100

4.1 Research questions o
Table 2. Number of users and permissions

After reviewing the type of information available, we

constructed a set of research questions to structure our | | Count | % |
work. The guestions were selected to collect information Actualized EPRs 54095| 54
that we hope will contribute to uncovering access control EPRs accessed using emergency 67 | 0.07
requirements for healthcare systems. The questions we aim | Number of patients (total) 99352| 100

to investigate and hopefully answer are:

e QIl: Is actualization/emergency access used suffi- Table 3. Overall use of actualization

ciently infrequent to be considered an exception?

Q2: Which users (role) use actualization/emergency 5.2 Q1: Is actuali.zation./emergency ac-
access the most? cess used sufficiently infrequent to be

considered an exception?

e Q3: Which wards use actualization the most?

e Q4: What reasons are provided for using actualiza-  As Table 3 illustrates, in March 2006 a total of 99 352
tion/emergency access? distinct patients were in contact (i.e. their EPR’s were ac-

cessed in some way) with the hospitals in the region. Of

these patients 54% had their EPR accessed using actualiza-

tion. This fact combined with the fact that 74% of all users

e Q6: What information should be recorded in access are assigned the permission to use actualization indicate that

Q5: What kind of information is most often accessed
using actualization/emergency access?

logs to be able to investigate misuse? use of actualization is indeed not an exception. This moti-
vates further investigations as to how actualization is used.
5 Resaults Emergency access is, by comparison, only used 67 times
and only very few users are assigned this permission. The
5.1 Some basic numbers numbers are therefore so low that they are difficult to use

as a basis for any reasoning. We will therefore focus on the

Table 2 contains an overview of basic user data: how use of actualization, and only return to emergency access
many users in total, how many have actualization permis- in the discussion - as in the true meaning of it's name this
sion and how many have emergency access permission. Theechanism will probably always need to be present. How-
table shows that out of a total of 16723 DoculLive users in ever the way this mechanism is used in the hospitals in this
the health region, 74% have been assigned the permissiostudy, as we have explained earlier, does not really reflect
to actualize EPRs, but only 0,25% have the permission toon the name&mergencyccess.
use emergency access. Note that emergency access is only Table 4 illustrates the proportions of use of actualization
used by two of the hospitals in the region. The others useand emergency access compared to the total number of ac-
only actualization. cesses in EPR. One access corresponds to opening of one



| | Count | % |
Accesses using actualization 297 742| 17

Accesses using emergency 67 | 0.004
Total number of accesses | 1794 153| 100

Table 4. Number of accesses in total and us-
ing actualization or emergency access

| Role | Count | %act | %use |
EPR or afolder or document inside an EPR. Based on these [ Nyrse 9234] 61 20
numbers we find that 17% of the accesses are based on ac- | pgctor 2057| 99 52
tualization. On average there were registered 2.31 accesses| Health secretary 1934| 97 51
in an EPR within one actualization period. Enrolled nurse 799 | 31 5
Physiotherapist 411 93 52
5.3 Q2: Which users (roles) use actualiza- Midwife 382 | 83 17
tion access the most? Psychologist 196 | 99 57
Ergonomist 150 | 84 38
Table 5 presents an overview of defined roles, number Egﬁf\;;\:)%ril:r ig? gg 23
of users assigned to this role in total, percentage of users Consultant 80| 56 30
within each role who are assigned actualization permission, Social educator 29| 8a 28
and percentage of users within each role who have used ac- blank/incompr. 48| 75 o5
tualization in the period. Note that we have removed the Radiation therapist 34| 100 a4
roles where no users are assigned actualization permission, Audiometrist 31| 97 65
which were a total of three roles: perfusionist, dental health Radiologist 26| 96 35
secretary and acupuncturist. Speech therapist o5 | 80 40
If we assume that the percentage of actualization assign- | nytritionist 21| 100 71
ment for one role reflects the current perceived need or re- Bioengineer 16| 94 6
qguirement for use of this functionality for users within this Activator 15| 67 7
role (and possibly also a level of trust in users within this Pharmacist 9| 11 0
role) - then it is interesting to take a closer look at the differ- Welfare worker 9| 44 11
ences between actualization assignment and use. DocuLive Orthopaedy engineer 7| 100 14
has been in use since 1998 (from 2002 for the entire region) | pentist 71 100 14
so it is reasonable to assume that the distribution of roles | geanetic advisor 4| 100 100
and permissions are fairly stable now. We may then assume Orthoptist 4| 100 100
that the percentage of use of actualization reflects the actual Occupational hygienist 21 100 0
needs or requirements of users within a role. If we examine Optician 2| 100 100
Table 5 more closely we see that on average the actual per- | cnild welfare consultant 21 100 50
centage of use of actualization is significantly lower thanthe | Ampulance personnel 11 100 0
percentage of assignment of actualization. This may lead | pental mechanic 11 100 100

to the interpretation that actualization is in fact assigned to
many users that do not need this functionality - at least not  Table 5. Overview of roles with % assigned
on aregular basis. For instance it seems to be the rule that and use of actualization permission.

all doctors should have permission to actualize - but only

52% of doctors did in fact need to do so within this period.

Of the nurses, who represent the largest group of users by

far, only 22% used actalization - while 61% has the permis-

sion to do so. Thus it would be interesting to further in-

vestigate who of these users, in what situations actually do

require the functionality provided by actualization. How-

ever the log-data does not provide sufficient information,

and would have to be supplemented with other information

- possibly from questionaires, interviews, observations etc.



| Ward | Users | %act | %use | see is that signing information in the EPR is a common task,

Medical ward (18) 2834] 86.9 | 49.8 that should be included in the normal access control regime.
Surgical ward (21) 2150| 75.2 | 33.2 Although the 730 unique reasons provided are too few to
Anaesthesia ward (8) 629 | 99.5 | 30.3 base any quantitative conclusions on, we nevertheless de-
Emergency ward (10) 482 | 71.1 | 27.6 cided to take a closer look, working from the hypotheses
Out-patient clinics (43)] 473 | 99.7 | 62.6 that when users took the trouble to manually enter a reason
they felt that the predefined reasons did not apply to their
Table 6. Overview of users employed at ward situation or did not describe their need accurately. If some
types with % assigned and use of actualiza- of these manually entered reasons are recurring then this
tion permission. The number of wards of a implies a need shared by several users. 730 entries are so
type is given in parentheses. Wards that were few that it was possible to examine them one by one and
not covered by a major type were excluded. attempt manual classification to see if we could create cat-

egories of recurring reasons or types of reasons. We found
that the most commonly provided reasons are:

5.4 Q3: Which wards use actualization e Out-patient clinic patient encounters.

the most? .
e Physician referrals.

From Table 6 we can see that actualization is used rather e Hand over patient information to other hospital/health
frequently at the medical wafd According to [7], 90-95% personnel on request.
of the patients who are admitted to the medical ward need
immediate help. Only 5-10% are planned patient encoun-
ters. As such, the high number of actualizations for this o Release information to other external entity: insur-
ward is unsurprising. It is interesting to note that for the ance, legal, complaints.
surgical, anaesthesia and emergency wards the percentage
of users assigned actualization permission is significantly e Patient not registered correctly in admin system (re-
higher than the percentage of actual use. Out-patient clinics ~ sults in access denied, even though patient is physi-
represent the wards with the highest count of actualization cally present at ward).

use. This is probably due to the _fact that patients are r_10t a.d_As such, these should be considered as candidates for in-
mitted to these wards, they are just there for a short time in

; clusion in the normal access control regime and constitute
the day, and as such it would make sense to have an access : '

T . access control requirements that are not fulfilled.
mechanism in place to handle this.

e Request for information from a patient or next of kin.

. 5.6 Q5: What kind of information is
5.5 Q4: What reasons are provided for us- most often accessed using actualiza-
ing actualization/emergency access? tion/emergency access?

Table 7 shows that out of all uses of the actualization  Table 8 shows how the rate of actualization usage varies
functionality, a self-defined reason was only entered in 1.76 with the document category. The high rate of the top entry
% of the cases. We investigated this number further andmight be explained by the fact that it includes second opin-
found that out of all the users who had used actualization ions, where the provider of the opinion might often need
functionality in the period only 8% had, at least one time, access to the patient record across ward boundaries. The
provided a self-defined reason for doing so. Actualization same type of need could also explain the high rate of the
was used a total of 133 918 times, and a self-defined reasorsecond entry, which covers reports from physiotherapists,
was only provided in 2 357 of these actualization occur- psychologists and other non-physician specialists. The rel-
rences. Several reasons were provided multiple times, scatively low rate of the nursing-related entries might be due
these 2 357 reasons again map to 730 unique reasons.  to the fact that nurses mostly work with the patients admit-

These numbers tell us a couple of interesting things. Firstted to their working ward.
of all: the availability of predefined reasons means less spe- We also see that image-related lab results have almost
cific information about why actualization was used. The twice the actualization rate of tissue and fluid-related lab re-
predefined reasons are so broadly defined that they conveyults, perhaps because specialists from other wards are often

very little information about the user’s needs. What we can called upon to interpretimages.
With a more fine-grained and well-structured category

2The medical ward mainly offers internal medicinal treatment. hierarchy, we might have been able to construct a more




Reason

| %]

Healthcare - provide/plan/consider 32.87
User support 0.03
Research project 1.64
Write/complete EPR documents 41.27
Scan 2.02
Quality assurance - administrative/professiona®.83
Obliteration/editing/deletion/blocking/merging 0.88
Control committee 0.11
Automatic for signing 10.33
Automatic from planned patient list 6.26
Sum predefined and automatic reasons 98.24
Manually provided, self-defined reasons 1.76

Table 7. Actualization reasons: usage in percent.

Documentcategories | Totalaccesses | Y%withactualization |
External correspondence 218381 32.80
Reports from other disciplines 60431 25.81
Lab results: Image diagnostics 24438 23.64
Physician’s journal 503496 23.09
Declarations etc 13664 19.96
Summaries, not further classified 83810 18.49
Observation and treatment 22883 18.28
Lab results: Tissue and fluids 69046 13.09
Own discharge summaries 106968 12.50
Lab results: Organ function 26342 12.04
Nurses’ summaries 10688 7.81
Nurses’ documentation 482919 6.37
Other 154326 5.51
Patient orientation 12005 5.30

Table 8. Percentage of accesses performed within actualization periods, for different categories, as
classified in the EPR system. The category  Other collects accesses to documents without category
or in categories with fewer than 10000 accesses.



informative chart of actualization rates. If a decision was have seen indicates the need for a more dynamic and user-
made to reduce the usage of actualization, such a chart coul@ontrolled access control solution. We believe that RBAC
be used to detect the best possibilities for reduction. should be the foundation, but with added ability for han-
dling dynamic events, workflow and collaboration. Sev-
5.7 Q6: What information should be eral papers, including [9] [10] [11] have been written on the
recorded in access logs to be able to concept ofrole delegationwhich allows a user to delegate
investigate misuse? his/her role to another user. This may be used as a mecha-
nism to handle referrals, second opinions and transfer of pa-

Exception access in some form will always have to be tients. To be able to do this we should introduce the notion
present in healthcare systems to handle emergencies. Theref health personnel-patierglationship meaning that they
fore itis important to have sufficient and usable mechanismsare linked by something more than just a common ward.
to trace any misuse. We also think the notion of Team-Access Control [12]

It is clear from the work presented here that the Do- centered around a cooperating team seems promising.
cuLive logs do not present sufficient information to effec- Based on our findings of provided reason, we believe that
tively investigate suspicions of misuse. We had to combine the notion oftasksand relatedesponsibilities and duties
data from two separate logs and the user database to be ablgrovides a promising platform for access control decisions
to do this work, and still we believe that more information in healthcare systems.
is required. The main shortcoming is the predefined reasons
for using actualization that mask the real intent. 7 Conclusion and futurework

For an audit trail to be usable it should:

Although we have been able to identify some require-
ments, or initial requirements, in this study, more work
needs to be done. We intend to continue our investigation by
e contain sufficiently detailed information to get a pic- supplementing with data from other systems from the same

e be available through a usable interface for the admin-
istrators, and

ture of what has happened. period (including admission/discharge dates) to see when
actualization is primarily used. In addition we hope also to
6 Discussion be able to observe healthcare personnel’s information needs

in situations where common tasks need to be performed.
For that purpose, interviews are another possibility we hope

The system under study here in many ways conforms to
to explore.

the ideas ofoptimistic securityput forward in [8]. How-
ever, this study illustrates how difficult it is to trace events
in such a system. Being able to trace events is essential td"Cknowledgements
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