A -
Paul Sop, CISSP, CISM,
Chief Strategy Office
Founder, Intellitacticg-‘ ¥i



& L8
l & 1! ¥
v.'l'|:l,!l i b
1 -

”iHZaﬂon
\(ot with
Yy

; |' |, h
hip E |t|on Fuzzy

Super Baselir

Super Base
Business L

Baselining
Feature Sele

Baselining, t



e Why?
— Separate SI( | .

— Deter 'n.,_ at’
changi Sl

— Be ab

— Make

— Help re
seeing

what they're
-~



In the begr\-

redwolfsecurity:/var/log/apache2# tcpdump | grep -V ph.ph.cox | grej
tcpdump: verbose output suppressed, use -V or -vv. for full protocol of
listening on ethO, link-type EN10MB (Ethernet), captur i 96 | e
23:15:58.077987 IP redwolfsecurity.com.1995 > nsl.colo4dza
23:15:58.079238 IP nsl.colo4dallas.net.domain > r |fs 'rqi!'
23:15:58.079455 IP redwolfsecurity.com.1995 > ns1.colo4da ";_
23:15:58.080359 IP nsl.colo4dallas.net.domain > r dwolfs c
23:15:58.130377 IP redwolfsecurity.com.1995 > nsl.colo4dallas . . - 72 in-addr.:
23:15:58.131825 IP nsl.colo4dallas.net.domain > redyvoltse urity. 95 nd[am]-.,| |
23:15:59.452402 802.1d config 8000.00:50:bd:0e:4c:4a.8 5 : 3 t 19 age 1 max
23:16:01.356076 IP 207.210.219.65.colo4dallas.net > f d;'\, \ST.NE ello (1), length: 44
23:16:01.356281 IP redwolfsecurity.com.1995 > ns ' ? 5.( f. 224.in-addr.arpa. (40)
23:16:01.357853 IP nsl.colo4dallas.net.domain > red 'f.: "’u 998" R[|domain]
23:16:01.357992 IP redwolfsecurity.com.1995 > ns;. oY/ da air 5. .'iO.ZO?.in-z
23:16:01.358967 IP nsi.colo4dallas.net.domain > redy Ifsecu ' AN
23:16:01.452294 802.1d config 8000.00:50:bd:0e:4c: 46{‘81 5t 19 age 1 ma
23:16:03.452853 802.1d config 8000.00:50:bd:0e:4c:4a.81c st 19 age 1 ma
23:16:05.452650 802.1d config 8000.00:50:bd:0e:4c:4a.8 80 | th S 9-age 1ma
23:16:07.452779 802.1d config 8000.00:50:bd:0e:4c: 00/0 ‘:’ 19 age 1 ma
23:16:09.452996 802.1d config 8000.00:50:bd:0e:4c:4¢ (o] 0.00 "-"-= o t 19 age 1 ma
23:16:10.795818 arp who-has 207.210.219.65.colo4d N rNOC :
23:16:10.795999 IP redwolfsecurity.com.1995 > nsl.c 5’5.1 19.210. 207.in
23:16:10.797108 IP nsl.colo4dallas.net.domain > red qbﬁ* 5. fl62) |\
23:16:11.356531 IP 207.210.219.65.colo4dallas.net > .NET (1 ngth 44
23:16:11.453151 802.1d config 8000.00:50:bd:0e:4c:4 ) 0.3 .5 bO”} athcos'Z\ age 1 ma
23:16:11.755773 CDPv2, ttl: 180s, Device-ID ‘069054 . i
23:16:12.015676 IP redwolfsecurity.com.www > bdhz .wanadoo. |.]’3. 82: F b 181077: 1600181077\ 1o
23:16:12.015830 IP redwolfsecurity.com.1995 > nsi.c allas.net.c omain: 52303+ PTR? 78.143.69. 81 in-addr. arpa (43) .
23:16:12.141510 IP nsl.colo4dallas.net.domain > red ecurity.com.1995; 52 303* Images copyright
23:16:12.159868 IP bdhz-1714e.adsl.wanadoo.nl.3182 redwo secyrity.com. win 65535 Paramount, and
23:16:13.453304 802.1d config 8000.00:50:bd:0e:4c:4a. 81c6 root 8000.00:30:f2 85 bO 4%1I thcost 19 age 1 max 20 hello 2 20th Century Fox
23:16:13.524164 |P bdhz-1714e.adsl.wanadoo.nl.3182 > redwolfse¢urity.com 'R 1: |1( ack 1 win O .

- | - Respectively
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Filters

Frame
List

Frame
Detall
(decoded)

Frame

The

B softsPac ' mE

Eile Edit ¥iew Go Capture Analyze Statistics Help

o @i xRS RevoT s EE QaaF @

'E\Iter: ¥ Expression... Clear Apply
Mo, Time . Source Destination rotoco | Info S
5165 2186,2313; 10.59.1.17 67.10.41.215 HTTP  GET Ascraphook/2005/4ndex. php HTTR/1.1

24 win=8432 Len=0

Win=0 Len=0

http » 53877 [ACK] se

5166 2186, 2914 67.19,41.215 1

.59.1.17 TCP
e [ 0. 11

Al
of a reassembled PDU]
of a reassembled PoU]
[AcK] sSeq=324 aAck=1461 win=65535 Len=0
of a reassembled FOU]
of a reassembled Pou]
603 Win=65535 Len=0

[TCP segment
[TCP segment
53877 » http
[TCP segment
[TCP segment
53877 = http

Seq=324 Ack=7106 win=84158 Len=0

2191, 3493 Fo i 3 TCP 53877 » http
178 21091.3503 10.59.1.17 (e e e ] TCP 53877 » http [FIN, ACK] Seg=324 Ack=7106 Win=65535 Len=0
5179 2161.35331 10.59.1.17 67.19.41.215 TCP 53878 » http [Syn] Seq=0 Ack=0 wWin=65535 Len=0 MSS=1460 wWS=0 TSV=005260848 TSER=0
5180 2101.3543110.50.1,.17 67.16.41.215 TCP 53879 > http [S¥n] Seqg=0 Ack=0 win=65535 Len=0 MS5S=1460 wWS=0 TSV=005260848 TSER=0
5181 2191.4113 67.19.41,215 EOS0EEEER TCR http > 53877 [ACK] Seq=71l08 Ack=325 win=8432 Len=0
5182 2191.4173 67.19.41.215 R B TCR http > 53878 [S¥H, ACK] Seg=0 Ack=l Win=5840 Len=0 M55=1460 i
BRI MLl APFI AT 14 47 P15 1N 541 17 TR httn = BIR?G Tavn ark]l San=n ack=1 win=5840 | en=n Mes=T4A/0 ]

| Frame 3238 (477 bytes on wire, 477 bytes captured)
| Ethernet II, Src: 10.59.1.1 (00:13:10:08:a8:5d), Dst: 10.59.1.12 (00:02:6F:34:4a:c7)
1 Internet Protocol, Src: 66.94.234.72 (66.94.234.72), Dst: 10.59.1.12 (10.59.1.12)
| Transmission Control Protocol, Src Port: http (803, Dst Port: 3087 (3087), Seqg: 1, Ack: 2823, Len: 423
- Hypertext Transfer Protocol
+ HTTR/L.1 200 OKNFYA
Date: Mon, 05 Dec 2005 22:39:34 GMTNrY\n
P3p: policyref="http:// p3p.yahoo. com w3ic /p3p.xml”, CP="CAD DSP COR CUR ADM DEV TAI PSA PSD IVAail IVDT Coni TELo OTPT OUR DELT sami oTRT UNMRT PUBT IMD PHY ONM
Cache-Contral: no-cacheyryn
Connection: closasrin
Transfer-encoding: chunkedyryn
content-Type: image/gifriyn
ey
# HTTP chunked response
# Compuserve GIF, version: GIFS9a

BRG]

£

0000 00 02 6F 34 4a <7 00 13 10 08 a8 5d 08 00 45 00 cLoddo.o UUUTOE. A
0010 01 <f 62 &0 40 00 32 06 a0 5h 42 52 ea 48 0a 3b ..n.@.2. ([BALH

0020 01 Oc 00 50 0c Of 2f 40 d2 40 a4 2c a2 eb 50 18 LoWPLLB LB, LR,

0030 ff £f f2 =2 00 00 48 54 54 50 2f 31 2e 31 20 32 ...... HT TP/1.1 2

0040 30 30 20 4f 4b 0d 0a 44 61 74 63 3a 20 4d of ae 00 OK..D ate: Mon

0050 2C 20 30 35 20 44 65 63 20 32 30 30 35 20 32 32 , 03 pec 2005 22

D060 3a 33 39 3a 33 34 2047 4d 54 Od Qa 50 33 50 32 :39:34 G MT..P3P:
D070 20 70 6F 6C 69 63 79 72 65 66 3d 22 68 74 74 70 policyr ef="http
D080 3a 2F 2F 70 33 70 2e 79 61 65 &f 6f 2e 63 6F 6d  ://p3p.y ahoo.com
oS0 2f 77 33 63 2F 70 33 70 2e 78 6d 6c 22 2c 20 43 Av3c/p3p o', ©
D0a0 50 3d 22 43 41 4F 20 44 53 50 20 43 4 52 20 43 P="CAO D SP COR C
p0bO 55 52 20 41 44 4d 20 44 45 56 20 54 41 45 20 50 UR ADM D EV TAIL P "

Frame (477 bytes) | De-chunked entity body {43 bytes)

[ Compag WLAN MultFart W200 (Micros [P 13763 D: 13763 M: O




0.000
0.223
1.026
1.222
2.634
2.668
2.800
2.800
3.856
2.856
3.606
4,357
5.108
5.164
5.164
5.856
5.915
£.665
11.680
11.784
13,550
13.550
13,551
13.773
13.774
13,613
16.616
17.729
17.779
17.624
19.484
19.738
22,547
23,730
23,736
23,735
23.746
23,778
23.882
24,838
24,679
32.085
32.203

.17 Broadcast

10 Comment

1024 » 3631 [P5H, ACK] Seq=0 Ack=0 Wiin=16082 Len=1

[TCP Previous segment lost] 3531 > 1034 [ACK] Seq=1 Pok=1
[TEF Keep-ive] 3531 » 1034 [PSH, ACK] Seq=d fok=1Win=6
1034 » 3531 [ACK] Seq=1 Ack=1 Win=16081 Len=0

5101 > 1324 [ACK] Seq=0 Ack=0 Win=7217 Len=0

Standard query A Aitactics.com

$tandard query response, Mo such name

Standard query A AN.RECTICS.com.Messagesanling net
Standard query response, Mo such name

Name query. NB & TACTICS COM<DD>

Name query NB & ITACTICS. COMe00>

Mame query MB AW TACTICS. COMDD>

$tandard query A Av.messagesaniine.net

Standard query respanse, o such name

Name query NB #4007

5101 » 1324 [ACK] Seq=0 Ack=124in=7793 Len=0

Name query NB <00

Name quany NB Av<00>

fAHOO_SERWVICE_NOTIFY, YAHOO_STATUS_TYPING

[TCP Prewious segment lost] 1324 > 5101 [ACK] Seq=124 Aock=
3631 > 1034 [PSH, ACK] Seq=1 Ack=1 iin=64108 Len=32
1402 » 3621 [$YH] Baq=0 Ack=0 Win=16384 Len=0 W55=1450
1024 » 3521 [PSH, ACK] Seq=1 Ack=33 Win=17520 Len=10
[TEPR Out-Of-Order] ¥AHOO_SERVICE_MOTIFY, ¥AHOO_STA
[TCR Dup ACK 2081] 1324 > S101 [ACK] Seq=124 Ack=118 Wi
3621 » 1024 [ACK] Seq=32 Ack=11 Win=64008 Len=0
o has 10.59.1.17 Tel 10.59.1.17

Who has 10.49.1.17 Tel 10.59.1.17

Standard query PTR 17.1.58.10 in-addr ama
Standard query response, Mo such name

Host C257. ion, Server, NT

Wiho has 10.59.1.17 Tell 10.59.1.17
1402 > 3631 [SYMN] Seq=0 Fek=0 Win=16384 Len=0 MS5=1460
Wiho has 10.58.1.17 Tell 10.50.1 17

10.59.1.1 is 2t D0:13:10:06 28:5d

NG

Wiho has 10.59.1.1% Tell 10.50.1.17

ONG 43

53812 » 1963 [ACK] Seq=5 Ack=8 Nin=65535 Len=D TE=0052:
Standard query PTF 1.1.59.10.in-addr.arpa

Standard query responsz, Mo such name

hessage, TAHOO_STATUS_OFFLINE

1324 > 5101 [ACK] Seq=124 Ack=321 Win=17069 Len=0

3
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Save As




Ethereal haz encountered a problem and needs to cloze.
‘We are sony for the inconvenience.

©

If you were in the middle of something. the infarmation you were warking on
might be lost.

M [=] X

Ethernet Conve

Please tell Microsoft about thiz problem. addrass ¢ addrass [ Bytes

‘we have created an emmor report that you can send o us. We will treat

thiz repart as confidential and anonymaows. 10.59.1.17 10.59.1.18 38 4979 28
10.59.,1.17 10.59,1.15 40 £395 28

To see what data this emor report contains, click here. 10.59.1.17 01;00: 5e:00:00:fb 42 3526 42
10.59.1.26 Broadcast =13 8124 8E

Debug | Cand Error Renort 10.59.1.17 Broadcast 218 33206 318
10.59.1.26 10.59.1.1 348 to1ss 227
10.59.1.15 10.59.1.1 1136 206093 0
10,59.1.1 10,59,1.18 2576 1273505 1654
10.59,1.17 10.59.1.1 3247 2297618 1387
10.59.1.12 10.59.,1.1 3473815 3110
(e

.

@

Topic / Item Rate
0.005649

0.000317

= Destinations
10.59.1.18

68.40,28. 220 0.0000321
216.176.89. 44

10.59.1.26

68.2.16.30

10.59,1.17

207.46.6.27 0oz3
216.155.193.181 0.000020
10.59.1.12 3963 0.001330 23.54%
64.12.25.8 4 0.000001 0.02%
66.163.175.128 10 0.000003 0.06%
10.59.1.1 16 0.000005 0.10%
68.142.193.92 61 0.000020 0.36%

Close |

l

» /

Mame resolution

Packets A-= | Bytes A-

3332
3712
3526
2124
33206
18517
0
711424
152134
654015

T
26005

26505

style

style:

style:

style:

style:

Line

Line

{250

Line

Line

Line

Close

i\

\
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A bad network day (SNOT

5{% MNSM:falertfAL 2/ detailfvizf - Remote Console
File Edit View Graph Tools Window Help

BB d 6 8 e 20nnlS “55??59 o

& 8 DW@-

ﬁ <€ b {qddmss:‘|H5M:IalertmL21detaiIMzI

: .

administrator | == |Server NSM connected | Domain connected
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snort-1:243

. snort-2:240
snot-2:2

snort-3:223

ort 5300
idsdetect compramise backdoar | | I

T idsdetect anomaly.ip

Digsdetect.recan patssan

24.197.179.108 110154241

mort-1600

70.185.606.190 i

I . |
idsdetect emloit.chal Fan hachipversion

snoit-3:250

/| /idsdetectinszcure ip

[ idsgletect recon dns version | snar3 18
\) ids detect recan osuseiih I
ids detect canupttop
159,140, 184.82
—
[ 7 43022 Lok | snort-1:498
94725, 10.1.1262

idsdetectoampt.ip ctdos.outer

non2:281

10.1.1.135

idsdetectanamal
snort4:1321
snoit2:270
=X idsdetegt recon ip wuin
idsdetect recon Wackiooravail 1
It / i 1 id's detect explait.aaa Jn |
1]
idsdetect.emloit.nfs [ s detect comupt gt | snoit.4:520
[ ¥ ils detect.nsecurenfs |
ids.detectgeon proxyavail ||
snort 11638
nots317
[ / idsdetect exploit hackdnor |
snot-53146 i BAE sart-3:020
mon5:318
snot-4:52 o35 17
snort-3:315 snat-3:530

snort-3.618

a9 1
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E%Hemole Console - 1

File Edit View Favorites Graph Tools Window Help

CoBakneled|endaa

g

& € % Address: |nsm-cs:rpoIiciesﬂncalfcorrelation!scansr

~J#  Business
Actions \ ' .
% = Unit
Command dava I ng reSS/
Line
) le o egress
hizg Emit Event Hodd L
\t‘- ’I‘_z- = ’&I
I:n I+. s_zone-t_zone 20 minute windowz=ater than or equal to 10 Em;t En‘ie:znone ScanS/WormS
Set Edge Set Mode
' . ¥ ? g
Notification Al " g RN >I'----" o= ’E"
I l I l (Fwr)] (i s) Stateons_ip-*1t_ip 20 minutes 10 or more fanout Emit Fanout Port DOS
Create Alert C.leate
IE{ |+ = Attacks
Jury e AP—pii= Potential Hacker Traffic 50in 20 min  Emit Port Hammer
service? Set t_port=service E
) ) - > Quick
Meszage SHMF P \ e ? »
Sendar Sender otential Hacker T ~ — | _—
< Sets ipt po — Scans
A 20 minute WW
z . t_port < 1024
Expressions
Object . -.?..* t}‘ =
Persistence
Supported Products Set Suspect State 20 minute window on cGreater than or equal to
Toolhox ~|
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® corp_nsm:/alert/AL1/summary/viz{ - Remote Console ‘;HE'E‘
TR VR e Thols TRREE B
BeBlajxneledsonn|S b #rss 0w

i € > Address: |cnrp_nsm:talenmL1tsummarysz |“" ]
4
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All we had to do was to:
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— Geographic and



E%%Hemnle Console - 1

File Edit View Favorites Graph Tools Window Help

naeBlaliae|ed2nmas ]

®

& € ¥ Address:

nsm-cs:vizit_zonesikit.pub.server/

~|®

Domain Navigation

Domain Management
=8 |rtallitactics
@ @l nor-cs (10.0.0.31)
@ tables
@ [ policy
2 Internet Traffic Visualization
& Intellitactics Security Zones
2 Correlatad Event View
& Security Gateway visualization
2 Public Server visualization

Information
Dumain Name
Domain Controller
User name:

5
"

B oo e, mL e e
M e
ot = T

B.ELA "
—rr L W B
samiame oo |
Ly k= Ll
- I TR
I1LenEz 2 I R ot
| am mee
aou o7 T I
T TG
et B
1 M
ELRIE T . T g Sl o
ot 1B
s esemel |
[ SR v T
AT .
B RESE fLBADLL T ETATW 7 URATEE
EEE mewmee [
v T W
[EErn

I LRI g

T . L T

EREL T EIELETTE BRI ED
EaERD OT
b bt e
e T B

11k vt Bbckeor

BILL 1T
0T CETA R
FAH T BT
LA M“.IH
0z T .
2oma
. B
i ST TTE D
ATIEL M # 13

irckiut aen. DB mH

Sashaly | m Enm




J!
« | had found simple wa ":"f-;ﬁ;.\,- 'ﬂl to select
specific feature : Ve SR
— No SQL ne @E@P'ram

— Updated all N

— Supplied g ‘. S s - fingerprints
e Itwasalso * |[

— Pretty slow! 0 ind CPU too!

— Everyone a '51 upgradesl
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« YOU CAN DO JI =i 2 SR\ Vi
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i HSM Advanced Analytics - [Sphtter Window]
= Edit View Visualize Scripts Options ‘Window Help

[ECICELE TS

| ny_nj_extract

[ELLEE

[ SR

oz

fwv auth.acl.deny- |

jds. detectio failure-
ids.detect.echo_request

fune i denn-

nkisenice 420-

fe attack protocalipsec-
ids detectrecon.scan-
ids. detect exploit.shell-
fw. auth.zession.star-
av.detectvirys 1797

e 2FTOF protocol-
nkiserice.141455-

Frir Heln nress FT

A1y I COFRWS .

Y. COF WS
extisp.serer

1821881101 - @
-

10.0.0.15 .

10004- =
B5.114. 460" -~
il
L 20713920486

ny.corpLinfralserier unknown.exiernal

BT GO S

e F31121F3-
3112

B4 20076884

211 36.166.00 -

09167, 246,62 -

102034
24112107154~

2415712839 -

LR TR T 1 1)
|

|

&

AR r* N



" NSM Advanced Analytics - [Connections] =5 =]
# File Edit View Misualize Scripts Options  Window  Help =5 =]

Z2H BEew koo _.]event =||t_port R =

54113114

21012110104

For Help, press F1

istort] | [ > @ (02 @] & || (O] 260.] B B0 .| We| 8u] @5 [Fn.  [1epar BEDVEHBON 1om
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we need to |
somethir |

=

serial2/ 1
g0k
I
i
— |
[u)
o Ak f
u T il
g [ §] 1
- J A e )
T amk | L
i | T
g I I f /
£ I [ u LUy L
e ! [l . TR |1
R y
. LY
a
04:00 0300 12:00 1&:00 20:00
B output traffic
W input traffic
Awerage input: 34.29 kbits/s Maximum input: 7672 khits/s
Average output: 11,57 kbitsds Maximum output: 27.34 khits/s
Description on dewice:
Gragh from Thu Oct 09 00:00:00 CEST 2002 to Fei Oct 10 00:00:00 CEST 2003
_ i DI | A S — L | L 5



L

ile  Edit Wiew Yisuaslize Scripts Opkions Window  Help

|ESK @o | |even ~ | PRI v
| |[ammEs | o] reza 2

type
av.update none | |
fwdeny.acly [IEIHII(0 OO ROy 1 17 TR . RN i |
fwdeny.insuspicious]  [IIBITINIWAOIO O0 ANOMERRED 10100 B0 1 1 B [T |

f errar.protocolipsec |
rrar.protocol.ipsec. spid |
fnt error.protocol top |

ias.detect.nfr) | | NN Y AR OO0 OOt o CEOETEE RO e et e e e e e e 1

nsm.startupcs{ | Il | |

120152001 i]3:45:EIEI Pl 121152001 iZIE:15:IIIEI P 12122001 '12:45:EIEI A 1211252001 i]5:15:IZIIZI A 121252001 iZIEI:alS:EIIZI
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So what's a baseline then?

| think It’s just a specification of features,
and the ability to compute with information
that matches and doesn’t match those
features.

— It’s better than ‘spikes’ and ‘statistical
variances on behavior’.

— The more ‘semantically meaningful’ the
feature selections, the better.



Am | there yet?

10 years of work, some pretty pictures.

— I'll sell you prints

Growing understanding of how to
effectively baseline real (crazy) networks

Found ways to capture experience by
defining features as expressions visually

Explored several visual approaches to
representing information for different
purposes and audiences



Thank you!
Hope you enjoyed it!

Paul Sop, CISSP, CISM, CISA
Chief Strategy Officer
RedWolf Security

paulsop@redwolfsecurity.com



