Iisalie

lan Bryant
ITsafe Service Implementation Manager

215t Annual Computer Security Applications Conference
6 December 2005, Tuscon AZ



The Challenge

Audiences

Technologies

e Questions?

ITsafe — Warning the Non-technical Audience

215t ACSAC, Tuscon AZ
6 December 2005 Crown Copyright © 2005




The Challenge

Audiences

Technologies

e Questions?

ITsafe — Warning the Non-technical Audience

215t ACSAC, Tuscon AZ
6 December 2005 Crown Copyright © 2005




!Illl#

UNIRAS (NISCC)

Organisational
CSIRT(s)

B Central Government

B CNI
O Other Large Organistions
WARP(S) (N|SCC) O Communities of Interest
No Coverage @ Microbusinesses
W Citizens

ITsafe — Warning the Non-technical Audience

215t ACSAC, Tuscon AZ
6 December 2005 Crown Copyright © 2005 || /&A11E




$ % & ()+

« Home user / microbusiness segments in the West own a majority
of Information & Communication Technology (ICT) devices

— Historically “off the plot” for the Information Security profession

e Increasing broadband connectivity makes the uncontrolled mass
of ICT a fertile ground for exploitation, e.g. "botnets"

e Technological convergence between telephony and computing
(3G, NGN ...) likely to increase the risk exposures

— But unlikely to “correct the market” for Information Security

Need an awareness / warning regime to address the v iews,
and in particular the risk perceptions, of these audiences

* = Her Majesty’'s Government
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Helminthiasis* of the Internet

— {1988: Morris (or sendmail) worm (November)}
— 1999: Melissa (March)

— 2000: Loveletter or Love Bug (May)

— 2001: Code Red (July), Code Red Il (August), Nimda
(September)

— 2002: Slapper (February)

— 2003: SQL Slammer (January), WebDav exploit (March),
Blaster (August), RPC Exploit (September)

— 2004: Witty (March), Sasser (May)
— 2005: Sober variants (All Year), Zotob (August), .... ?

* = Infestation by worms
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Other than for 5507
300
products and 2501
services actually 2007 m Days to
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Exploitation < ef@ & o &

 Magnitude of Risk is function of length of Exposure

— Time to exploit is decreasing, with the Day Zero Nadir inevitably
approaching

* EXploits are getting more sophisticated
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Target Audience Information Tolerance

Official Source(s)

General Public

Senior Management

ITsafe

Technically Interested Abridgement

Technical Specialists

* = Warning, Advice and Reporting Points — see http:/

www.warp.gov.uk
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» Official Service e Public/Private

* Aimed at all Initiative
interconnected | Tsafe th I_Safe « Aimed at Internet
technologies nine Transactors

« Warning service » Marketing led

led » Launched

* Launched 1Q2005 3Q2005

Complimentary Roles :
* |ITsafe provides the Authoritative Warning Service
* Endurance promotes the ITsafe Warnings
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 COIl Audience Research carried out before service
designed to baseline the “customer” requirement:
— 2 main Audience Groups (Citizen and Microbusiness)
— Quantitative Survey in July 2004
— Qualitative Survey in September 2004

e 4 main concerns identified:
— Credibility and Trust
— RiIsk Perception
— Information Overload -

B Silver Surfers

O Young People

— Information Delivery
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e Audience Research revealed an interesting
dichotomy :

— A general feeling that in order to be untainted by
commercial influences, an Alerting Service should
be run by Government

— But a contradictory fear of some form of “Big
Brother” aspect to the service

Service had to be clearly branded as Independent
and Official

Care taken to minimise the “Big Brother” worries
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 Perception of Risk tends to be very subjective
— Many of target Audience will be scared of flying ...
— ... but not of travelling by car

e A technological Risk such as Electronic Attack is
even more difficult to communicate

— Legacy of “Emillion damage” stories not helpful
Risk Communication strategy must therefore seek to:

— Initially attempt to express Risks in as non-
emotive a manner as possible

— Later look to ways to educate the target Audience
as to relative Risk
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e Target Audiences do not want too many warnings
— Mean preferences in range {<1 week} to {>1 month}

e Reputational damage will occur if seen to “Cry Wolf!”

Formalised Triage System
— Monitor for Threats and Vulnerabilities relevant to Target
Audience
* Only publish once information is in Public Domain

» For “Proof of Concept” issues, aim to write and validate
mitigation approach(es) in advance

— Methodology and volumetrics tuned by running 2 years + of
our historic NISCC (UNIRAS) warning data through process

“Comfort” messages to allay excess media hype
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Alert* Bulletin
(email/SMS) (email)

Advisory
(website)

Nothing

* = May also use broadcast media / teletext if particularly time critical
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Benefit |
Delivered

80% ---------- \

“The Sweet Spot”

Time
- , and/or
20% Effort
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Accessibility
— Disability Discrimination Act (DDA)
e.g. all website items on a single screen without scrolling
Minimise bandwidth required
Website design
Text-only emails
Wide applicability
Viewable by as many platform types and display resolution
as possible

Fixed format screen window
Avoid collateral security risks to the audience

Plain-text only emails
The “ITsafe Word”
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e + Email/ SMS service

e Averaging 2-3 Bulletins
& 2-3 Advisories / month

 NoO Alerts needed yet ?!

) [Tsafe - Mozilla Firefox

e Launched 23" February by Home
Office Minister Hazel Blears MP

File Edt Wew Go Bookmarks Tools Help 0 #
Qﬂ - LL - @ |;'| @ [ bikEp: ffiway ibsafe. gov.ukf v | L% B s |_@'
IT Security Awareness For Everyone ﬁ
Welcome to the UK Government's ITsafe Service
Free Sign Up
; Latest / updated Warning Material
Type Date | Details e
About ITsafe Immediate Alerts Mo Alerts needed since Launch
Urgent Bulleting | 17AUGOS | 05-BUL-016 - MNew Windows worms [ Search ]
Other Advisories | 20AUG0S |05-ADW-019A - unfixed Microsoft problem
ITsafe's goal is to help protect home and small husiness users of Fesdback
computers, maohile phones and other devices from attack, by offering a
free, Plain English, Warning Service, and supporting Information.
Bios=aly Latest/ updated supporting Information Return To
Type Date Details Front Page
Mewsletter | 1248LG05 | 05-NEWS-05 - Monthly News
5 Snippets | 27ALGOS|05-5NPT-05 - News - Comment on Bluestreaming
Links best viewed at
[ BO0xE00 and above,

@ Croven Copyright 2005 | Last Updated 10:30 27 August 2005 | Disclaimer

http:,l’,l’www.itsafe.g_o_v.uk‘l'howto,l’index.html
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“What one needs is a way of doing the sum ... we don't know yet
how to do this summation properly, but we do know certain features
it should have”

Stephen Hawking
(Lucasian Professor of Mathematics, Cambridge University)
‘Black Holes and Baby Universes'

To monitor Technology developments:

— Predict significant Non Traditional System Interfaces (NTSI)
» Technologies / Techniques to access the Internet or other networks
 Today's NTSI is tomorrow’s Traditional, but new NTSI will then appear ...
— Consider Risk Implications
* Thus far NTSI Vulnerabilities seem broadly analogous to existing Risks
» |ssue is User Awareness, and specific Remediation approaches
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Verhulst function a.k.a. “S” (Sigmoid) Curve
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Quantity
A

e 2.5% - “Innovators " (Niche Businesses)

e 13.5% - “Early Adopters " (Niche
Businesses and Affluent Consumers)
: o« 34% - “Early Majority " (Mainstream
N Consumers)

L. T J
i

34% 16%

e 16% - “Laggards " (Microbusinesses and
“Luddite " Consumers)

Time

Source: Diffusion of Innovations Everett M Rogers (1962)
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Market Size

Pervasive
(Occasional)

Widespread
(Minority)

Little Impact
(Majority)

EEEEEEEEEEEEEEEEEEESR ’ Type 1
Explosive Growth

Type 2
Short Spurt

The “Tipping Point”

Type 3
- Squib
» Time

“Hockey Stick” or “J” Curves

ITsafe — Warning the Non-technical Audience
215t ACSAC, Tuscon AZ

6 December 2005

Crown Copyright © 2005



 Not all of these issues are predictable
— In particular Market Acceptance

e |Tsafe is Piloting the use of a combined Gartner
and Rogers model (“Gartner-Rogers Model”)
— “NTSI Tracking”

— Has interests in mass-market technologies the
Government IA sector normally ignores

e Games Consoles
* Internet connected White Goods!
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ITsafe start
visibility monitoring AdOptIOI‘] Of NTSI

4 (Non-Traditional
System Interfaces):

e “lnnovators ” or

: _— ITsafe “ Enthusiasts "

. Hype Warning . i}
Positive " candidate . Early Adopters " or
e : : “Visionaries "

: « “Early Majority " or

: - Pragmatists

ITsafe

= Advisory :

o : candidate - « “Laggards” or

: 1 : “ Skeptics "

Peak of
T’%:’i::::-w Emm L L Siope of Enlightenment Pﬂd‘t::gv?:y (Off Chart)

maturity v

Source: Gartner (June 2005)

ITsafe — Warning the Non-technical Audience

215t ACSAC, Tuscon AZ
6 December 2005 Crown Copyright © 2005



11 11 , )3 ,

 More than half of cellular phones used today are less than a year old

» 56 percent of people with advanced cellular phones use the devices to access
the Internet or check email at least once a month

 Up from 36 percent who said the same in 2004
A.T. Kearney / Judge Business School at Cambridge University
November 2005

 Fewer than half of cell phones capable of Multimedia Messaging Service (MMS)
are being used for that purpose

« Users complain of poor configuration of networking settings; 72% would use
MMS more often if technical issues were resolved

SmartTrust and Taylor Nelson Sofres plc
November 2005
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lan Bryant
Head of Capability Development
(& ITsafe Service Implementation Manager)
Central Sponsor for Information Assurance (CSIA)
UK Cabinet Office

PP6/048 Stockley House, 130 Wilton Road,
London, SW1V 1LQ, England

Telephone: +44-87-0114-4561; Direct - SmartNumber
Facsimile : +44-20-7276-5096

Internet

http://www.itsafe.qov.uk
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