
   ADVANCE 
   PROGRAM 
 

20th 
Annual 

Computer 
Security 

Applications 
Conference 

 
 

Presented by  
Applied 

Computer 
Security 

Associates 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Twentieth  
Annual Computer Security 

Applications Conference 
(ACSAC) 

 
 

Practical Solutions 
To Real World Security Problems 

 
 

 
 
 

December 6-10, 2004 
Hilton Tucson El Conquistador 

Golf & Tennis Resort 
Tucson, AZ, USA 

 
 



CONFERENCE AND REGISTRATION INFORMATION 
 

2 

WELCOME TO ACSAC 20 
Computers have become commonplace and users increasingly 
have the expectation that their information will be protected.  
World events have also demonstrated the importance of 
protecting information. As computer security professionals, 
our role is critical. Conferences such as ACSAC play a key 
role in keeping us up to date on advances in our profession, 
and serve to provide an avenue of technical interchange that  is 
vital.  

We all face continued threats to our notion of privacy and 
security. Our information networks are routinely processing 
private, proprietary, sensitive, classified, and critical 
information. We are faced with balancing the addiction to 
information and instantaneous information exchange with the 
need to secure that information and to ensure its integrity. 
Achieving our security goal compels the application of 
maturing computer security technology to new and existing 
systems throughout their life cycles. 

This conference provides you with the ability to explore 
technology applications in complementary aspects: policy 
issues and operational requirements for both commercial and 
government systems; hardware and software tools and 
techniques being developed to satisfy system requirements; 
and specific examples of systems applications and 
implementations. The conference also provides two days of 
tutorials and workshops that allow you to keep up to date with 
technology and to sharpen your technical edge. 

We look forward to seeing you at the 20th ACSAC, and hope 
that you will find the conference valuable.  

 

 

ON-SITE CONFERENCE REGISTRATION & 
INFORMATION DESK HOURS 

The conference registration and information desk will be 
located in the registration area and staffed during the hours 
listed below. The information desk also serves as the 
conference “Lost and Found Center” and is the location of the 
conference message board. 

Sunday, December 5th 6:00 – 8:00 PM 

Monday, December 6th  7:30 – 11:30 AM 
1:00 – 5:00 PM 

Tuesday December 7th 7:30 – 11:30 AM 
1:00 – 4:30 PM 
6:00 – 8:00 PM  

Wednesday and Thursday 
(December 8th and 9th ) 

7:30 – 11:30 AM 
1:00 – 5:00 PM 

Friday, December 10th 7:30 AM– 10:30 PM  
  

IMPORTANT DATES TO REMEMBER 
November 15, 2004: Last day for early/reduced conference 
registration fee. 

November 15, 2004: Last day to cancel your Conference 
registration and obtain a refund less a service charge of 
$25.00.  Cancellations must be in writing and sent to ACSAC-
20 (see Registration Form for the address and fax number). 

November 17, 2004: Last day to reserve a room at the Hilton 
Tucson El Conquistador Golf & Tennis Resort at the 
Conference rate. 

 
CONFERENCE COMMITTEE 

Conference Chair: Daniel Faigin 
The Aerospace Corporation 

Multimedia/Proceedings: LouAnna Notargiacomo 
The MITRE Corporation 

Program Chair: Daniel Thomsen 
Tresys Technology 

Site Arrangements: Meg Weinberg 
Mitretek Systems, Inc. 

Program Co-Chair: Christoph Schuba 
Sun Microsystems, Inc. 

Guest Speaker Liaison/ 
ACSA Invited Essay Program 

Jeremy Epstein 
webMethods, Inc. 

Program Co-Chair: 
(Europe) 

Pierangela Samarati 
Università degli Studi di Milano 

Web Advisor Robert H’ obbes’ Zakon 
Zakon Group LLC. 

Recording Secretary/ 
Registration 

David Chizmadia 
Promia, Inc. 

Publicity Chair: Elizabeth A. Foreman 
Mitretek Systems, Inc. 

Treasurer: Edward A. Schneider 
Institute for Defense Analyses 

Workshops Chair 
 

Harvey H. Rubinovitz 
The MITRE Corporation 

Panel/Forum Chair: Jody Heaney 
The MITRE Corporation 

Conference Chair Emerita/               
ACSA President 

Dee Akers 
The MITRE Corporation 

Tutorial Chair: Daniel Faigin 
The Aerospace Corporation 

Conference Chair Emerita 
 

Ann Marmor-Squires 
Northrop Grumman 

Student Awards  Chair: Andre Luiz Moura dos Santos 
The Georgia Institute of Technology 

ACSA Chair/ 
ACSA Treasurer 

Marshall Abrams 
The MITRE Corporation 

Case Studies Chair: Steve Rome 
Booz Allen Hamilton 

ACSA Communications Jay J. Kahn 
The MITRE Corporation 
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LOCATION 
ACSAC 20 will be held in Tucson, Arizona, USA, at the Hilton 
Tucson El Conquistador Golf & Tennis Resort in Oro Valley. 

The city of Tucson is 2,389 feet above sea level and covers 
nearly 500 square miles.  The landscape mixes flowering desert, 
rolling hills, winding dry riverbeds, rugged canyons, and pine-
topped peaks – all beneath an expansive clear blue sky.  The city 
is surrounded by five mountain ranges – into one of which, the 
Santa Catalina Mountains north/northeast of the city, the town of 
Oro Valley is nestled (the location of the conference hotel).  
Rated one of the “safest places to live” in America, Oro Valley’s 
desert tranquility provides a quiet departure from the frantic pace 
of a busy world. 

The whole state of Arizona is in the Mountain Standard Time 
Zone (MST). 

WEATHER 
The weather in Tucson is superb! Tucson enjoys more sunshine 
than any other city in the US, about 350 days a year. In 
December, the average high temperature is 65oF/18oC, while the 
average low temperature is 39oF/4oC. Throughout the year, most 
residents and visitors wear informal business attire. However, in 
the winter, a light-weight coat or jacket will usually suffice 
unless you plan to visit higher mountain areas where colder 
temperatures and snow are possible. Sunglasses and sun block 
are encouraged all through the year. 

TAXES 
Arizona’s state sales tax is 5%; an additional 2% is levied in 
Tucson. There is also a downtown tax of 5.6%.  The tax on a 
hotel room in Tucson is 9.5%, plus $1.00 per room per night; the 
tax is 7.5% elsewhere in Pima County.  The rental car tax is 
10%, plus a concession fee of 10% if the car is picked up at the 
airport; the tax is 12% if the car is picked up off airport property, 
but within the Tucson city limits.  Pima County imposes a car 
rental fee of $3.50. Note that cars can be rented at the 
Conference hotel. 

TRANSPORTATION TO TUCSON 
The Tucson International Airport is located about 12 miles south 
of Tucson – about 10 miles from the center of town and 23 miles 
from the conference hotel. Fourteen different airlines serve 
Tucson with nonstop service to 18 cities and connections to 
more than 121 destinations. Transportation from the airport to 
the conference hotel is approximately 45 minutes. 

The Phoenix Sky Harbor Airport is approximately a 90-minute 
automobile ride to the conference hotel via Interstate 10 (on 
which the speed limit is 75 mph). 

The Greyhound Lines Inc. has a terminal at 215 E. Buckeye 
Road in Tucson.  The telephone number is 800-231-2222. 

AMTRAK trains also serve Tucson; the station is located at 400 
E. Toole Street. Call (520) 623-4442, (800) 872-7245, or visit       
http://www.amtrak.com/destinations/west.html 

LOCAL GROUND TRANSPORTATION 
Check out the Tucson airport’s web pages at: 

                  http://www. Tucsonairport.org/index.html 

AIRPORT SHUTTLES: Several shuttle buses operate between 
the Tucson airport and the hotels located in or around Tucson. 
The primary company is Arizona Stagecoach: (520) 881-4111 or 
(520) 889-1000.  

The cost of shuttle transportation to/from the conference hotel is 
approximately $26.00 one-way per person. Be sure to ask 
whether round-trip fares are available and what you must do to 
call for a pick-up at your hotel (some shuttle services may 
require 24-hours notice).  

TAXI: Taxi and limousine services are available from the 
airport to Tucson and the surrounding vicinity. Expect to pay 
about $56 one way to the conference hotel. 

There are many independent taxi companies in Tucson and rates 
are not regulated by the city. However, the Tucson Airport 
Authority has contracts with three taxi companies who are 
obligated to honor the rates established through the proposal 
process. 

• AAA Airport Taxi (520) 631-6408 

• Allstate Cab (520) 881-2227 

• Yellow Cab (520) 624-6611 

Rates for these contracted taxi companies are $4.50 flag drop, 
$1.50 each additional mile, and $18.00 per hour waiting time.  
There is no extra charge for baggage or more than one person 
going to the same location. 

LIMOUSINE: Several limousine services serve the Tucson—
including, for example: 

• Affordable Limo, Inc. (520) 750-8545 

• Catalina Limousine & Transportation Services 
Inc. (520) 710-8994 

• Allstate Cab Company/Abracadabra Limousine      
(520) 798-1111 

A typical minimum charge to/from the conference hotel is $44. 

PUBLIC TRANSPORTATION: Sun Tran operates buses 
throughout the metropolitan area.  The fare is $1 to all points. 
Passes are available for students, senior citizens, and the 
physically impaired.  For schedule and route information, phone 
(520) 792-9222. 

PACKING TIPS 
The US Transportation Security Administration’s web page 
provides the latest packing tips for carry-on and checked 
baggage and lists of which items are permitted and prohibited: 
http://www.tsa.gov/public/index.jsp 
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The Hilton El Conquistador Golf & Tennis Resort is located 
23 miles from the Tucson International Airport at 10000 North 
Oracle Road, Tucson, AZ, 85737, northeast of downtown 
Tucson. The Resort enjoys a beautifully secluded location but 
is within a short drive of many Tucson area restaurants and 
shopping center. 

The Hilton El Conquistador Golf & Tennis Resort offers 45 
holes of championship golf on 3 different courses, 31 lighted 
tennis courts, a Springs water oasis with a 143-foot waterslide, 
and five distinctive restaurants.  Outdoor enthusiasts can enjoy 
on-site equestrian facilities, hiking, off-road biking, birding, 
and swimming.  Children can enroll in Camp Quail day camp 
as well as enjoy all of the benefits of Hilton’s Vacation Station 
made exclusively for kids. 

The Resort also has The Elements, a luxury spa, whose 
facilities guests of the Resort may use at no additional charge. 
Spa services, however, are not free. The Elements is open 
Monday thru Friday from 6:00 AM  to 8:00 PM and from 6:00 
AM to 10:00 PM on Saturday and Sunday. 

The Resort has 428 units, including 100 suites and 9 handicap-
accessible rooms. There are 1-3 stories and interior/exterior 
corridors. The resort also has 4 heated outdoor pools. Each 
guest room offers spectacular views of the mountains, lush 
desert, or pool. High-speed wireless internet access is also 
available at the the rate of $9.95/day. A wireless card is 
required; a limited number of cards are available for rental. 
Each room also allows guests to make dial-up (analog) 
connections from their computers at the Resort’s regular 
telephone rates. Guest may also use their room TVs to browse 
their email as the same rate as wireless access. Other amenities 
include voicemail, safes, irons, and hair dryers.  

The Resort has a Business Center and it recently opened a 
private “Remote Business Center” outside the Business Center 
at which a credit card is needed to use the furnished computer. 
For more information regarding guest room amenities and 
Business Center services, access the Resort’s web site at 
http://www.hiltonelconquistador.com or call the Resort at 
(520) 544-5000 and ask to be connected to the Front Desk or 
the Business Center. 

 

 

HOTEL REGISTRATION 
REGISTER EARLY! ACSAC has reserved a block of rooms 
from Sunday to Saturday (Dec 5 to 11) at the prevailing 
Federal Government per diem lodging rate of $58.00 per night 
plus taxes.  The rates are based on single/double occupancy. 
Third person charge is $25.00 per night and rollaway charge is 
$30.00 per night.  Children under 18 may stay for free in their 
parent’s room using existing bedding. Resort rooms are taxed 
at the rate of 10.5%.  All other Resort purchases may be 
subject to a sales tax of 7.6%. 

To get this rate, you must write the Resort’s Hotel Room 
Reservation Department at the address above or call the 
Department at 1-520-544-1150 and request the group rate for 
the Applied Computer Security Applications Conference. The 
Resort must receive your room request by November 17, 
2004. To confirm your reservation, you must provide a first 
night’s deposit (cost of room and taxes), which is refundable 
up to 7 days in advance of the conference.  Checks and major 
credit cards are acceptable to establish prepayment.  All credit 
cards used to prepay will be charged immediately.  Be sure to 
obtain a reservation confirmation number. 

Guests who check out prior to their reserved check-out dates 
will incur an early check-out fee of $50.00.  To avoid such a 
fee, guests should advise the Resort at or before check-in of 
any change in their planned lengths of stay. 
Check-in time is 4:00 PM and check-out time is 12 noon 
(MST).  All guests arriving before 4:00 PM will be 
accommodated as rooms become available.  The Guest 
Service desk can arrange to check baggage for those arriving 
early when rooms are unavailable and for guests attending 
functions on departure day. 
Self parking is free. Valet parking is $12.00 per day. 
 

DIRECTIONS TO THE RESORT 
 

The Resort is 
located at 10000 
North Oracle Road, 
Tucson, Arizona 
85737. 

Call the Resort at  
(520) 544-5000 for 
assistance. 
 

 

 

Directions from Tucson International Airport: Follow I-10 
West to Ina Road (Exit 248). Turn right on Ina Rd. and travel 
east for about 5.3 miles to Oracle Road. Turn left onto Oracle 
and continue 2.5 miles to El Conquistador Way. Turn right 
and the Resort will be on your right. 
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TUTORIALS AT-A-GLANCE 
 

ACSAC is pleased to host six all-day tutorials this year on Monday and Tuesday, December 5 to 6, 2004.  Check the pages that follow 
for more details about the tutorials and their instructors. 
 

Monday, December 6, 2004 

M1 
Information System Security Basics 

Dr. Steven J. Greenwald, Independent Consultant 
8:30 AM to 5:00 PM 

M2 
Security Risk Assessment Techniques 

Mr. David Chizmadia, Promia 
8:30 AM to 5:00 PM 

M3 
Wireless Security:  Exploring IEEE 802.11i and Providing Secure Mobility 
Mr. Cornell Robinson III and Mr. Anthony Scott, Booz Allen Hamilton 

8:30 AM to 5:00 PM 
 

Tuesday, December 7, 2004 

T4 
Security Policy Modeling 

Dr. Steven J. Greenwald, Independent Consultant 
8:30 AM to 5:00 PM 

T5 
The Worm & Virus Threat 

Dr. Nicholas Weaver, ICSI and Mr. Dan Ellis, MITRE 
8:30 AM to 5:00 PM 

T6 
Acquisition and Analysis of Large Scale Network Data 

Dr. John McHugh, CERT Research Center 
8:30 AM to 5:00 PM 

 

TUTORIAL LUNCHES 
Attendees enrolled in any of the ACSAC Tutorials listed above are provided lunch on the day of their tutorial.    

TUTORIAL MATERIALS 
Although everyone attending a tutorial will be provided a copy of the materials used by the instructor, only those who pre-register for 
the tutorial will be guaranteed the tutorial materials at the beginning of the tutorial instruction. See the registration form for more 
information.  Please note the tutorial registration fees are for tutorials only; registration for the technical portion of the Conference is 
separate. 
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Information System Security Basics 

Dr. Steven J. Greenwald 
Independent Consultant 

Designed for the person who is new to the field of Information Systems Security, this is an intensive one-day survey of the most 
important fundamentals of our field. It is designed to bring students “up to speed” on important basic issues and otherwise fill 
fundamental gaps in their knowledge. Therefore, its emphasis is mostly historical in nature and not necessarily topical. However, it 
contains material that every effective practitioner in our field needs to know. 

The ideal student is someone who is either entering the field for the first time, needs a refresher regarding the basics, or is starting to 
prepare for the CISSP exam. This is a high-speed, low-drag course covering a very broad range of material. Since it is unrealistic to 
assume that students can absorb all of this material in a one-day tutorial, each student will be given, in addition to a textbook, an 
annotated bibliography of seminal papers and reports (most available on the web) that are covered during the tutorial and which they 
may use for future study and  reference. A major goal of this tutorial is that the student should be able to effectively understand, 
research, and apply such material when it is later encountered. 
Prerequisites 
None. 
High-Level Outline 
 

 1. Introduction. Overview/refresher of the necessary Computer Science background, common definitions, and 
historical overview and perspectives. 

 2. Fundamentals. Identification & Authentication, Access Control, Security Kernels, and Security Models. 

 3. Practice. A brief overview of Unix and Windows NT Security as well as common errors (e.g., buffer overflows) and 
security software. 

 4. Cryptography. A brief overview of cryptography, PKI, and standards. 

 5. Distributed Systems. Web security and other aspects of network and distributed system security. 

 6. Database Security. DBMS models and problems. 

 7. Conclusions and Questions. Seeing the forest for the trees, professional development options, and, if time permits, 
any topical or other areas that may be of particular interest. 

 
About the Instructor: 
Dr. Steven J. Greenwald is an independent consultant in the field of Information Systems Security specializing in distributed 
security, formal methods, security policy modeling, resource-based security, and related areas. He also works with organizational 
security policy consulting, evaluation, training, and auditing. He is a Research Fellow at Virginia’s Commonwealth Information 
Security Center (CISC) and is a member of the adjunct faculty at James Madison University's Computer Science department teaching 
in their graduate INFOSEC program (a National Security Agency-designated Center Of Academic Excellence in Information Security 
Assurance). Dr. Greenwald was formerly employed as a computer scientist in the Formal Methods Section of the US Naval Research 
Laboratory, and is also past General Chair and past Program Chair of the New Security Paradigms Workshop (NSPW). Dr. Greenwald 
earned his Ph.D. degree in Computer and Information Science from the University of Florida (with a dissertation in the field of 
information systems security). ). He has an M.S. degree in Computer Science and Information Systems from Barry University and a 
bachelor's degree in Chemistry from Emory University. 

M1 
Monday, 12/6/2004 

Full Day 
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                               Security Risk Assessment Techniques  
                                                               Mr. David Chizmadia 
                                                                         Promia Inc. 

This tutorial introduces the basic principles of an information technology (IT) Security Risk Assessment (SRA), with a focus on the 
processes, techniques, and tools for conducting such assessments. The tutorial will concentrate on two asset-oriented methodologies: 
the Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE™) methodology from the Carnegie Mellon 
University (CMU) Software Engineering Institute (SEI) and the Federal Information Security Management Act of 2002 (FISMA) 
implementation guidance from the US National Institute of Standards and Technology (NIST). Attendees can expect to leave the 
tutorial with a solid understanding of the elements of a SRA and effective reference materials for applying the two methodologies 
covered.  
Prerequisites 
None 
High Level Outline 

 1. Overview of Information System (IS) security risk concepts 

 2. Security Risk Management success factors 

 3. Components of a Security Risk Assessment (SRA) methodology 

 4. The OCTAVE™ process for Information System Security Risk Assessment 

 5. Comparison of the FISMA implementation guidance with OCTAVE™   

 
About the Instructor: 
Mr. David Chizmadia is the Senior Security Assurance Analyst for Promia, Inc, where he is currently applying his 10 years of 
experience with computer security evaluations and criteria and 7 years of experience with distributed object computing security to 
shepherding Promia's attack sensing, warning, and response management product through a Common Criteria for Information 
Technology Security Evaluation (IS 15408) evaluation. He is also a part-time lecturer for the Johns Hopkins University Information 
Security Institute (JHU ISI), where he instructs graduate courses in IS Security Risk Assessment and Principles and Patterns For 
Secure Distributed Applications. 
 
 

M2 
Monday, 12/6/2004 

Full Day 
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Wireless Security:  Exploring IEEE 802.11i and Providing Secure Mobility 
Mr. Cornell Robinson III and Mr. Anthony Scott 

Booz Allen Hamilton 

The field of wireless communications is bourgeoning.  Although the growth of wireless local area communications has been 
tremendous, fears of misunderstood security as well as incorrect implementations of security are huge obstacles standing in the way of 
enterprise deployments.   

This tutorial has four objectives.  First, we will identify vulnerabilities that affect Wireless Local Area Network (WLAN) security.  
Next, we will identify how these vulnerabilities have been addressed with the new IEEE 802.11i standard.  Then we will address 
wide-area wireless security issues incurred as users connect to public WLANs.  Lastly, we will demonstrate how wide-area security 
can be addressed by utilizing a defense-in-depth secure mobility architecture.  
Prerequisites 
It is expected that all attendees will be comfortable analyzing protocols such as TCP/IP and IEEE 802.11.  Additionally, all attendees 
should understand basic local area network terminology and fundamental networking concepts such as the OSI reference model and 
network components (routers, switches, firewalls and gateways).  Lastly it would be useful for all attendees to understand basic 
cryptography terms such as symmetric/asymmetric keys, hashes, and plain text / cipher text.  
High-Level Outline 
 

 1. Common Wi-Fi  Vulnerabilities  3. Advanced Attack Methodologies 
 a. MAC spoofing 

b. WEP vulnerabilities 
c. Denial of Service attacks 
d. Session Hijacking 

2. IEEE 802.11i 
a. Introduction to IEEE 802.11i with 

emphasis on how it differs from WEP 
b. Discussion of how IEEE 802.11i 

addresses authentication 
c. Discussion of how IEEE 802.11i 

addresses integrity and data 
confidentiality 

d. Discussion of how IEEE 802.11i 
addresses access control 

 4. End-To-End Mobile Security 
a. Ensuring adherence to enterprise 

security policy 
b. Mobile IP and IPSec VPNs provide 

secure seamless roaming 
c. PED Configuration Management 

System 
d. PED hardening: Personal Firewall, IDS, 

EFS, strong authentication, and secure 
data wipe 

 
About the Instructors: 
Mr. Cornell W. Robinson III is a Senior Consultant with Booz Allen Hamilton. He has more than seven years of information 
technology (IT) related experience that carry with them extensive knowledge in wireless communications (IEEE 802.11/WiFi), 
network security, local area network (LAN)/wide area network (WAN) design, system administration, network device 
implementation/configuration, and network management.  Prior to joining Booz Allen Hamilton, Mr. Robinson was an adjunct 
professor for Syracuse University and functioned as a reviewer for Network Computing Magazine in the area of emerging wireless 
technologies.  Mr. Robinson has an MS. in Telecommunications and Network Management from Syracuse University, and a BS. in 
Computer Science from Point Park University.  He holds nine industry certifications covering wireless technologies, security, 
operating systems, and IP networking – a few of which are the CISSP, CWSP, CWNA, CCDA and CCNA.  

Mr. Anthony D. Scott is an Associate with Booz Allen Hamilton.  Mr. Scott is a licensed professional engineer (PE) in electrical 
engineering specializing in communications and control systems and a Certified Information Systems Security Professional (CISSP).  
He has over five years of technical experience in secure commercial communications, ad hoc networking research, secure 
infrastructure networking, commercial device research and military missile/radar systems analysis with a comprehensive background 
and experience in secure wireless communications, cryptography, secure Type-1 mobile handset 2.5G and 3G communications, hand 
held 2-way radio communications, and information security.  Mr. Scott is currently the co-author of a NIST special publication 
detailing the IEEE 802.11i wireless medium access layer security enhancements. Mr. Scott graduated from the dual-degree program at 
Georgia Institute of Technology (GT) and Morehouse College.  He received a BS degree in Electrical and Computer engineering from 
GT and he received a BS degree in Mathematics from Morehouse College.  Mr. Scott also holds an MS degree from GT in Electrical 
and Computer engineering.  

M3 
Monday, 12/6/2004 

Full Day 
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Security Policy Modeling 
Dr. Steven J. Greenwald 
Independent Consultant 

 

Security policies are the bases for the design and implementation of security mechanisms, among other things. This tutorial starts with 
a definition of “policy” and the important top-level policy properties for the INFOSEC field. Notions of security policies are examined 
as well as some sample policy objectives in the context of enterprise/organizational and automated security policies. The differences 
between formal and informal security policy models will be examined and some of the most influential policy models in the field will 
be presented (in the areas of access control, confidentiality, integrity, and organization). An example of the security policy modeling 
process will be given with an actual example model. Security policy modeling guidelines will then be presented. 

The ideal student is someone who knows nothing about Security Policy Modeling or needs a refresher regarding the basics. Since it is 
unrealistic to assume that the students can absorb all of this material in a one-day tutorial, each will be given an annotated 
bibliography of seminal papers and reports (most available on the web) that will be covered during the tutorial and which they may 
use for future study and reference. A major goal of this tutorial is that the student should be able to effectively understand, research, 
and apply such material when it is later encountered. 
Prerequisites 
None.  
High-Level Outline 

 1. Security Policy. Policy vs. Consensus. Definition of Security Policy. Objectives and Enforcement. Contrast with 
Organizational Policies. Automated Policies. 

 2. Security Policy Models. Formal vs. Informal Models. Access Control Models. Well-known Models: Lampson, 
HRU, Bell-LaPadula, Biba, Clarke-Wilson, Chinese Wall, RBAC, Secure Information Flow Models, DCM. 

 3. Security Policy Modeling Guidelines. How to develop models. How to prove correctness and validity. 
Determining validity and completeness. 

 4. Conclusions and General Q&A. 

 
About the Instructor: 
Dr. Steven J. Greenwald is an Independent Consultant in the field of Information Systems Security specializing in distributed 
security, formal methods, security policy modeling, covert channels, resource based security and related areas. He also works with 
enterprise/organizational security policy consulting, evaluation, training, and auditing. He is a Research Fellow at Virginia's 
Commonwealth Information Security Center (CISC), is an Adjunct Graduate Faculty member at James Madison University's 
Computer Science department teaching in their graduate INFOSEC program (a National Security Agency designated Center Of 
Academic Excellence in Information Assurance Education), and is an Applied Computer Security Associates (ACSA) Fellow. Dr. 
Greenwald was a visiting assistant professor at the University of Florida and was employed as a computer scientist in the Formal 
Methods Section of the US Naval Research Laboratory. He is also past general chair and past program chair of the New Security 
Paradigms Workshop (NSPW) and does other volunteer work in the field. Dr. Greenwald earned his Ph.D. degree in Computer and 
Information Science from the University of Florida (with a dissertation in the field of Information Systems Security). He has an M.S. 
degree in Computer Science and Information Systems from Barry University and a bachelor's degree in Chemistry from Emory 
University. 

 

T4 
Tuesday, 12/7/2004 

Full Day 
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The Worm & Virus Threat 
Dr. Nicholas Weaver 

ICSI  
Mr. Daniel Ellis 

MITRE 

 

Mobile malicious code (mobile malcode) has resulted in the loss of tens of billions of dollars to the international economy. Far more 
devastating worms are feasible. Four observations lead us to believe that mobile malcode is a significant and increasing threat. First, 
many instances of mobile malcode could have caused much greater damage than they did. Second, advancements in malcode 
technology are making for far more potent attacks. Third, the vulnerabilities that pervade our infrastructure and the fabric of modern 
life are not being adequately removed and, instead, are becoming more tightly coupled. And, fourth, users and economies are 
becoming more dependent on this fragile infrastructure.  

And this field is rapidly changing.  In the past year, we have observed worms written by malicious, motivated and capable attackers; 
worms released less than 48 hours after a vulnerability disclosure; and widespread worms infecting over 8 million hosts.  We have 
also seen the development of first-generation anti-worm products, designed to stop scanning worms. 

In this tutorial we present different types of mobile malcode, including viruses and network worms. We focus more on the latter since 
the antivirus industry offers reasonably robust defenses against viruses but much poorer defenses against worms. We explain the 
history of worms and viruses, the anatomy of malicious malcode, what postures and countermeasures help mitigate the threat, and an 
overview of current efforts to combat the threat. We provide detailed analyses of several examples of contemporary mobile malcode.  

A student will leave this tutorial with a technical understanding of mobile malcode technology – what the threat is and why the threat 
exists.  A student will also understand what defenses are available and what research approaches are being applied to address the 
problem. 
Prerequisites 
A student should have a general understanding of networking, including TCP/IP. An understanding of software and the anatomy of a 
process will also be helpful. 
High Level Outline 

 1. Mobile Malcode Overview. Overviews of: Viruses, Email-Borne Viruses and Worms, Worms, Auto-updaters,   
Hybrid Malcode, the OODA Loop, Exploit Primer, Mobile Malcode Anatomy, Worm Defense. 

 2. A History of Viruses. First wild viruses, Fred Cohen's Work, Ken Thompson's Self-Replicating Code  First PC 
Virus, Early Destructive Virus, Email Viruses, Hybrid Malcode, Mail Viruses for Profit. 

 3. A History of Worms. Shock & Hupp, Morris Worm, Ramen, 1i0n, adore, Klez32, Code Red, Nimda, Slammer, 
Blaster/Welchia/Sasser, Witty. 

 4. Current Defensive Postures. A general model of perimeters and perimeter failure, Firewalls, Antivirus, Intrusion 
detection and response. 

 5. Advances in Malcode Technology. Hitlisting, Enhanced Scanning & Bandwidth-Limited Scanning, Firewall 
Penetration, Distributed, Authenticated Control, Polymorphic/Metamorphic Code, Toolkits. 

 6. Areas of Future Research. Worm Containment, Honeyfarms, Distributed Analysis, Hardware Systems, Embedded 
Firewalls, Paranoid's Windows Network. 

 7. Conclusion 
About the Instructors: 
Dr. Nicholas Weaver recently received his Ph.D. from the University of California, Berkeley, and is now a postdoctoral researcher at 
the International Computer Science Institute in Berkeley.  His research interests involve Field Programmable Gate Arrays (FPGA) and 
computer security. His security work has focused on the threat of high-speed worms and other Internet-scale attacks, and automatic, 
network level defenses to counter these threats. 

Mr. Dan Ellis is a senior Information Security scientist at The MITRE Corporation and a Ph.D. student at George Mason University. 
His interests are information security – in particular, intrusion detection and malicious code. His research is focused on developing 
defensive postures and countermeasures that are adequate to combat the worm threat in an enterprise setting. 
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Acquisition and Analysis of Large Scale Network Data  

Dr. John McHugh 
SEI/CERT 

Detecting malicious activity in network traffic is greatly complicated by the large amounts of noise, junk, and other questionable 
traffic that can serve as cover for these activities. With the advent of low-cost mass-storage devices and inexpensive computer 
memory, it has become possible to collect and analyze large amounts of network data covering periods of weeks, months, or even 
years.  This tutorial will present techniques for collecting and analyzing such data – particularly, network flow data – that can be 
obtained from many routers or derived from packet header data. 

Because of the quantity of the data involved, we develop techniques, based on filtering of the recorded data stream, for identifying 
groups of source or destination addresses of interest and extracting the raw data associated with them.  The address groups can be 
represented as sets or multisets (bags) and used to refine the analysis.  For example, the set of addresses within a local network that 
appear as source addresses for outgoing traffic in a given time interval approximates the currently active population of the local 
network.  These can be used to partition incoming traffic into that which might be legitimate and that which is probably not since it is 
not addressed to active systems.  Further analysis of the questionable traffic develops smaller partitions that can be identified as 
scanners, DDoS backscatter, etc., based on flag combinations and packet statistics.  Traffic to and from hosts whose sources appear in 
both partitions can be examined for evidence that its destinations in the active set have been compromised. The analysis can also be 
used to characterize normal traffic for a customer network and to serve as a basis for identifying anomalous traffic that may warrant 
further examination.  
Prerequisites 
 
• General familiarity with IP network protocols 
• Elementary familiarity with simple statistical measures 
 
High Level Outline 
 

 1. Introduction. Review of IP packet structures;  Network data collection tools; A quick tour of "interesting data". 

 2. The SiLKtools collection suite. Transport and Packaging; The packing system; Inserting data from other sources. 

 3. The SiLKtools Analysis Suite. Data fields and features; Selecting data for analysis, including selecting raw records, 
building sets of IP addresses, manipulating sets and bags, and partitioning raw data; Elementary analysis, including 
network structure, feature extraction, ordering data, and flow counting. 

 4. Advanced Analysis. Finding Connections, including bloom filters and other sparse relationships, eliminating non-
connections, consolidating unidirectional flows, and matching bidirectional components; Looking for scanners, 
including high-density scanners, worm residue and related noise, and low-rate and distributed scans; Clustering 
extracted features; Addressing entropy measures and their use. 

 5. Case studies. Worms and worm outbreaks. Estimating DDoS attack severity; A collection of strange individual host 
behaviors; Analysis of emergent internet behaviors. 

 6. General Questions and Discussion.  

 
About the Instructor: 
Dr. John McHugh is a senior member of the technical staff with the CERT Situational Awareness Team with whom he does research 
in survivability, network security, and intrusion detection.  Recently, he has been involved in the analysis of large-scale network flow 
data. He was a professor and former chairman of the Computer Science Department at Portland State University in Portland, Oregon. 
His research interests include computer security, software engineering, and programming languages. He has previously taught at The 
University of North Carolina and at Duke University. He was the architect of the Gypsy Code Optimizer and the Gypsy Covert 
Channel Analysis tool. Dr. McHugh received his PhD degree in Computer Science from the University of Texas at Austin. He has an 
MS degree in Computer Science from the University of Maryland and a BS degree in physics from Duke University. 
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ISSUES 2004 WORKSHOPS 
 
ACSAC is pleased to host two workshops this year: One on Security Awareness Programs and one on Trusted Computing. Previous 
ACSAC attendees have agreed that past workshops like these provide a useful and exciting forum for information technology 
professionals – for example, standards developers, software developers, security engineers, security officers – to exchange ideas, 
concerns, and opinions.  Due to community interest in both security awareness and trusted computing, this year's workshops should 
generate much discussion. 
 

WORKSHOP ON SECURITY AWARENESS PROGRAMS 
 

Chairs: 
 Melissa Guenther 

Security Awareness Consultant 

 Kelley Bogart 
University of Arizona, Department of Business Continuity and Information Security 

 
Monday, 6 December 2004 

1:30 PM - 4:30 PM 
Technology that drives the information age also drives information security.  As information becomes more available, so does the 
capability of people to get into your information systems.  In today's environment, you need to do more than prepare your IS team to 
ensure the security of your personal, physical and information assets.  Those assets may well be handled on a regular basis by non-
technical employees in the least protected parts of your organization. 

Security no longer belongs to a department - it needs to be considered as part of every individual’s daily work.  Simply put, a security 
aware organization is one where every employee understands that there is the potential for some people to deliberately or accidentally 
steal, damage, or misuse the data that is stored within your computer systems and through out your organization. Therefore, it would 
be prudent to support the assets of the organization (information, physical, and personal) by trying to stop that from happening.  This 
workshop will provide a source for establishing a security awareness program and for evaluating and updating an existing program. 

FEATURES 

o Off-the-shelf solutions for developing a security awareness program.  

o Step-by-step methodology on how to communicate the message – how to get buy in from the entire organization.  

o Evaluation tools and suggestions for future improvement - where and how to make updates. 

ABOUT THE INSTRUCTORS 

Ms. Kelley Bogart has worked for the University of Arizona for a total of twelve years.   The last seven years she has worked for the 
Campus Computing and Information Technology Center.   The first three and half years were dedicated to the campus Y2K education 
and coordination efforts.  The last four and half years she has worked for the University’s Business Continuity and Information 
Security Office as the Information Security Coordinator.  Much of the initial work was dedicated to policy and best practices related to 
Business Continuity and Information Security topics.  The last two years have been dedicated to developing and implementing a 
Campus Security Awareness Campaign. This on-going campaign has received international recognition. As a result of this recognition 
Kelley was appointed Co-Chair of the EDUCAUSE Security Awareness Task Force, which is a international group that focuses on IT 
issues and solutions specific to academia.  This task force works directly with the National Cyber Security Alliance with regard to 
Security Awareness.  Most recently she is working on a partnership agreement with Arizona Homeland Security to use UA’s 
Awareness Campaign for a Statewide Awareness Campaign Initiative.  

Ms. Melissa Guenther has worked in a consulting capacity on a wide range of assignments.  Her experience has been to assist teams 
in creating blueprints and designing interventions for change, primarily in the Security Awareness area.  She brings over 20 years of 
culture Change Management and Training experience, providing a strong base for proven results.  She has been a presenter at various 
security conferences, such as SANS, CSI, and the Arizona Chapter of High Technology Crime Investigation Association (ACHICIA), 
both nationally and internationally. Ms. Guenther also created the plan and blueprint for the University of Arizona's Security 
Awareness campaign, and assisted in the implementation through presentations, integration and various anchoring interventions 
throughout the campus. 
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WORKSHOP ON TRUSTED COMPUTING 
 

Chair: Dr. Harvey H. Rubinovitz, The MITRE Corporation 
 

Tuesday, 7 December 2004 
8:30 AM - 4:30 PM 

 
With the increase of mobility, collaboration and information sharing, new ways to secure information in a trusted manner are 
necessary. Trusted computing is an industrial initiative that proposes using additional hardware and software to help solve some of 
today's security threats. The hardware implementation provides additional functionality and assurance that could not otherwise be 
possible. One use of trusted computing is Digital Rights Management (DRM). DRM is a term used for technologies that control how 
digital content is used. Creators of documents and entertainment media (music, movies, etc.) can control what type of access (read-
only, read for the next 10 days, copy, etc.) is allowed to their content and prevent unauthorized access.  

Major IT companies have taken a greater interest in trusted computing technology as the amount of information that needs to be 
protected – such as personal, company confidential, copyright, etc. – increases. A group of companies (AMD, HP, IBM, Intel, 
Microsoft, Sony, Sun, and others) formed a consortium originally called the Trusted Computer Platform Alliance (TCPA). In May 
2003, it became the Trusted Computing Group (TCG).  

The TCG develops and promotes open industry standard specifications for trusted computing and the Group is in the process of 
defining an expanded version of the original TCPA specification. IBM has published software to make a TCG Trusted Platform 
Module (TPM) that will work with the Linux kernel to improve the protection of cryptographic keys. Microsoft's project is the 
Microsoft Next Generation Secure Computing Base (NGSCB). Both projects rely on additional hardware that may not be present in 
today's computing devices.  

This workshop will focus on the relationship between trusted computing and security, how the technology is being implemented and 
utilized to provide additional trust between various software applications and better data protection, and the need to facilitate the 
research and development of the next generation of trusted computing.  

 

WORKSHOP REGISTRATION 
Although there is no charge for attending the workshop, pre-registration is requested. Use the Registration Form to register or contact 
Harvey H. Rubinovitz, Workshop Chairman, directly by mail at The MITRE Corporation, M/S S145, 202 Burlington Road, Bedford, 
MA 01730; by telephone at (781) 271-3076; or by electronic mail at hhr@mitre.org.  Position papers are encouraged; contact Harvey 
with proposed papers or presentations. 

Please note that registration for this Workshop does not include registration for any ACSAC sessions.  

 

WORKSHOPS MEALS 
ACSAC workshops do not include meals or refreshments at breaks. However, workshop participants who would like to partake of 
a Continental Breakfast, morning and afternoon snacks, and the ACSAC Lunch at the Monday and/or Tuesday Workshops may do so 
at a cost of $40.00 per day.  Use the Registration Form to pre-register for this option. 
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2004 DISTINGUISHED PRACTITIONER 
 

STEVEN B. LIPNER 
MICROSOFT CORPORATION 

 
As Director of Security Engineering Strategy in the Security Business Unit of Microsoft 
Corporation, Steven B. Lipner is responsible for the development of programs to provide 
improved product security to Microsoft customers and for the Secure Windows Initiative 
Team that focuses on improving Microsoft’s security development processes.  Mr. Lipner 
was one of the leaders of the Windows Division security push that mobilized over 8,000 
developers, program managers, and testers in a security review of the Windows design and 
code base.  His team has led the definition of Microsoft’s security development processes and 
their integration into the Microsoft product development life cycle.  

Mr. Lipner has over thirty years experience as a researcher, development manager, and 
general manager in IT security.  He served as Executive Vice President and General Manager 
for Network Security Products at Trusted Information Systems during the period of the 
company’s explosive growth and public stock offering.  He has been responsible for the 
development of mathematical models of security and of a number of secure operating 
systems.  Mr. Lipner was one of the initial twelve members of the United States Computer 
Systems Security and Privacy Advisory Board.  He served on the board from 1989 to 1993 
and was reappointed to the board – which has now been renamed the Information Security 
and Privacy Advisory Board – in early 2000. 

Mr. Lipner holds BS and MS degrees from the Massachusetts Institute of Technology and  
attended the Harvard Business School’s Program for Management Development.  He is the author of numerous professional papers 
and has spoken on security topics at many professional conferences.  He is named as inventor on ten United States patents in the fields 
of computer and network security.  

 

2004 INVITED ESSAYIST 
 

REBECCA MERCURI 
RADCLIFFE INSTITUTE OF ADVANCED STUDY 

HARVARD UNIVERSITY 
 
Dr. Rebecca Mercuri became an overnight celebrity during the media frenzy that ensued when 
the US Presidential election ended in a dead heat in November 2000. A few weeks earlier, she 
had successfully defended her Doctoral Dissertation, "Electronic Vote Tabulation: Checks and 
Balances," at the University of Pennsylvania, and then found herself writing testimony in the 
now-legendary Bush v. Gore case that was working its way through the legal system. Her 
testimony was presented to the US 11th Circuit Court of Appeals and referenced in one of the 
briefs to the U.S. Supreme Court. Since then, she has provided formal testimony on voting 
systems to the House Science Committee, Federal Election Commission, US Commission of 
Civil Rights, and the UK Cabinet, she has been quoted in the US Congressional Record, and she 
has played a direct role in municipal, state, federal, and international legislative initiatives. 
  
Dr. Mercuri’s comments on election technology are frequently cited by the media, and she 
authors the quarterly "Security Watch" column in the Communications of the Association for 
Computing Machinery (archived at www.notablesoftware.com). 
  

Dr. Mercuri is a senior member of the IEEE and serves in its working group on voting system standards. She is a co-founder of the 
Princeton professional chapter of the ACM/IEEE Computer Society. Having completed a fellowship at the John F. Kennedy School of 
Government in its Belfer Center for Science and International Affairs, Dr. Mercuri's research efforts are currently supported by 
Harvard University’s Radcliffe Institute.
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WEDNESDAY MORNING, December 8th, 2004 

8:30 AM – 10:00 AM  OPENING PLENARY     

8:30 AM Opening Remarks Daniel Faigin, Conference Chair, The Aerospace Corporation, USA 

 Welcome to Tucson Hotel Manager 

Todd Sander, CIO/Director of the Department of Information Services, 
City of Tucson 

 Distinguished 
Practitioner 

“Practical Assurance: Evolution of a Security Development Lifecycle" 
Steven B. Lipner, Microsoft Corporation, Inc. 

 Technical Program 
Introduction 

Daniel Thomsen, Program Co-Chair, Tresys Technology, USA 

10:00 AM – 10:30 AM  BREAK 
10:30 AM – 12:00 PM  SESSIONS 
 TRACK A TRACK B TRACK C: Case Studies 

 Intrusion Detection 
Chair: Christoph Schuba 

Sun Microsystems, Inc., USA 

♣ An Intrusion Detection Tool for 
AODV-Based ad hoc Wireless 
Networks 
Giovanni Vigna, Sumit Gwalani, 
Kavitha Srinivasan, Elizabeth 
Belding-Royer and Richard 
Kemmerer, University of 
California, Santa Barbara, USA 

♣ Automatic Generation and 
Analysis of NIDS Attacks 
Shai Rubin, Somesh Jha and 
Barton Miller, University of 
Wisconsin, Madison, USA 

♣ Reasoning About Complementary 
Intrusion Evidence 
Yan Zhai, Peng Ning, Purush Iyer 
and Douglas Reeves, North 
Carolina State University, USA 

Start Seeing Security 
Chair: Jody Heany 

The MITRE Corporation, USA 

♣ Towards Secure Design Choices 
for Implementing Graphical 
Passwords 
Julie Thorpe and Paul van 
Oorschot, Carleton University, 
CANADA 

♣ Visualizing and Identifying 
Intrusion Context from System 
Calls Trace 
Zhuowei Li and Amitabha Das, 
Nanyang Technological 
University, SINGAPORE 

♣ Visualizing Enterprise-Wide 
Security (VIEWS) 
J.J. Brennan, Don Faatz, Mindy 
Rudell and Carson Zimmerman, 
The MITRE Corporation, USA 

Data Protection 
Chair: Bill Stewart 

Booz Allen Hamilton, USA 
 

• Disposable/Deployable Security 
Technology 
Gary Wright, Futures, Inc., USA 

 
• Improved Protection of Sensitive 

Electronic Records Archives on the 
Web Using Government-Validated 
Security Products 
Binh Nguyen, US Army Research 
Laboratory, USA 

 
 Security Concerns in Outbound 

Communication as Vital to the 
Business Enterprise 
Assaf Litai, Vidius, Inc., USA 

 
 

12:00 PM – 1:30 PM  LUNCH    
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WEDNESDAY AFTERNOON, December 8th, 2004 

1:30 PM – 3:00 PM   SESSIONS  
 TRACK A TRACK B TRACK C: Case Studies 

 Software Safety 
Chair: Patrick McDaniel 

Pennsylvania State University 

♣ A Dynamic Technique for 
Eliminating Buffer Overflow 
Vulnerabilities (and Other Memory 
Errors) 
Martin Rinard, Cristian Cadar, Daniel 
Roy and Daniel Dumitran, MIT 
CSAIL, USA 

♣ Detecting Kernel-Level Rootkits 
Through Binary Analysis  
Christopher Kruegel, Tu Vienna, 
AUSTRIA, William Robertson and 
Giovanni Vigna, University of 
California, Santa Barbara, USA 

♣ Detecting Exploit Code Execution in 
Loadable Kernel Modules  
Haizhi Xu, Steve Chapin and 
Wenliang Du, Syracuse University, 
USA 

DEBATE 
The Relationship of System 
and Product Specifications 

and Evaluations 
Chair: Marshall Abrams 
The MITRE Corporation 

 
• Stu Katzke, NIST, USA 
 
• Jean Schaffer, NSA USA 
 
• TBD 
 
 

Wireless Security 
Chair: Bruce Potter 

Booz Allen Hamilton, USA 
 

• Risks Associated with Conducting 
Business Over the Internet 
Ed Gradek, SonicWall, USA 

 
• Collective Decisions, Error and Trust 

in Wireless Networks  
Arnold Urken, Stevens Institute of 
Technology, USA 

 
• Mobile Instant-Secure Role Based 

Access Control (MIS RoBAC) 
Network  
Terry House, Nova Southeastern 
University, USA 

 

3:00 PM – 3:30 PM   BREAK 
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WEDNESDAY AFTERNOON, December 8th, 2004 

3:30 PM – 5:30 PM   SESSIONS  
 Malware 

Chair: Charlie Payne 
Adventium Labs, USA  

♣ Using Predators to Combat Worms 
and Viruses – A Simulation-Based 
Study 
Ajay Gupta and Daniel C. DuVarney, 
Stony Brook University, USA 

♣ High-Fidelity Modeling of Computer 
Network Worms 
Kalyan Perumalla and Srikanth 
Sundaragopalan, Georgia Institute of 
Technology, USA 

♣ Worm Detection, Early Warning and 
Response Based on Local Victim 
Information 
Guofei Gu, Monirul Sharif, Xinzhou 
Qin, David Dagon, Wenke Lee and 
George Riley, Georgia Institute of 
Technology, USA 

♣ Cozilet: Transparent Encapsulation 
for Preventing Abuse of Trusted 
Applets 
Hisashi Kojima, Ikuya Morikawa, 
Yuko Nakayama and Yuji Yamaoka, 
Fujitsu Laboratories Limited, JAPAN 

Audit Analysis 
Chair: Peng Liu 

Affiliation 

♣ Extracting Attack Manifestations to 
Determine Log Data Requirements 
for Intrusion Detection               
Emilie Lundin Barse and Erland 
Jonsson, Chalmers University of 
Technology, SWEDEN 

♣ Detecting Attacks That Exploit 
Application-Logic Errors Through 
Application-Level Auditing 
Jingyu Zhou and Giovanna Vigna, 
University of California, Santa 
Barbara, USA 

♣ Design, Implementation, and 
Evaluation of a Repairable Database 
Management System 
Tzi-cker Chiueh, Rether Networks, 
Inc., USA, and Dhruv Pilania, Stony 
Brook University, USA 

♣ RACCOON: Rapidly Generating 
User Command Data for Anomaly 
Detection from Customizable 
Templates 
Ramkumar Chinchani, Aarthie 
Muthukrishnan, Madhusudhanan 
Chandrasekaran and Shambhu 
Upadhyaya, University at Buffalo-
SUNY, USA 

Building Secure Systems 
Chair: Rick Wilson 

National Security Agency, USA 

• Integrating Information Assurance 
into C4ISR/DoDAF Architectures 
Ed Rodriguez, Booz Allen Hamilton, 
USA 

 
• Security Decision Making for 

Leaders 
Alan Forbes, Certico Consulting, USA 

 
• Security Tools and Defense 

Jeff Huberty, Business Information 
Technology Solutions (BITS), USA 

 
• Issues to Consider in Building Secure 

Computer Network Defense Systems 
John Sturm, NuParadigm 
Government Systems, Inc., USA 

 
 

5:45 PM – 7:00 PM   Works In Progress 
          Chair: Christoph Scuba, Sun Microsystems, USA    
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THURSDAY MORNING, December 9th, 2004 

8:30 AM – 10:00 AM  INVITED ESSAYIST PLENARY 
                    Transparency and Trust in Computational Systems 
 
        Rebecca Mercuri 
                                                     Radcliffe Institute of Advanced Study, Harvard University, USA 
 
10:00 AM – 10:30 AM  BREAK 

10:30 AM – 12:00 PM  SESSION 

Classic Papers 
Session Chair: Dan Thomsen, Tresys Technology, USA 

A1 is the Answer, What Was the Question? 

Marv Schaffer, Books With A Past, USA 
 

A Look Back at “Security Problems in the TCP/IP Protocol Suite” 

Steven M. Bellovin, AT&T Labs –Research, USA 

12:00 PM – 1:30 PM  LUNCH 
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THURSDAY AFTERNOON, December 9th, 2004 
1:30 PM – 3:00 PM   SESSIONS 
 TRACK A TRACK B TRACK C: Case Studies 

 Middleware 
Chair: David Chizmadia 

Promia, Inc., USA 

♣ Vulnerabilities and Security Threats 
in Structured Overlay Networks: A 
Quantitative Analysis                     
Mudhakar Srivatsa, Georgia Institute 
of Technology, USA 

♣ Securing Java RMI-Based 
Distributed Applications 
Ninghui Li, John Mitchell, and Derrick 
Tong, Purdue University, USA 

♣ .NET Security: Lessons Learned and 
Missed from Java 
Nathanael Paul and David Evans, 
University of Virginia, USA 

Insider Threat 
Chair: Ravi Sandhu 

George Mason University 

♣ Tracing the Root of “Rootable” 
Processes 

Amit Purohit, Vishnu Navda, and   
Tzi-cker Chiueh, Stony Brook 
University, USA 

♣ Open-Source Applications of TCPA 
Hardware 
John Marchesini, Sean Smith, Omen 
Wild, Alex Barsamian, and Josh 
Stabiner, Dartmouth College, USA 

♣ Security Policies to Mitigate Insider 
Threat in the Document Control 
Domain 
Suranjan Pramanik, Vidyaraman 
Sankarnarayanan, and Shambhu 
Upadhyaya, University at Buffalo, The 
State University of New York, USA 

Security Foundations 
Chair: Ed Giorgio 

Booz Allen Hamilton, USA 
• Framework Solution for Software 

Life Cycle Security 
Bar Biszick-Lockwood, QualityIT, 
USA 

 
• Computer Forensics 

Scott Greene, Great Scott 
Enterprises, Inc., USA 

 
• Sporting Authentication 

Jim Litchko, Litchko & Associates, 
Inc., USA 

 

 

3:30 PM – 5:00 PM   SESSIONS 
 Network Security 

Chair: Simon Wiseman 
QinetiQ Ltd, UK 

♣ Nabs: A System for Detecting 
Resource Abuses via 
Characterization of Flow Content 
Type                                          
Kulesh Shanmugasundaram, Mehdi 
Kharrazi and Nasir Memon, 
Polytechnic University, USA  

♣ Static Analyzer for Vicious 
Executables (SAVE)                     
Srinivas Mukkamala, Andrew Sung, 
Dennis Xu and Patrick Chavez, New 
Mexico Institute of Mining and 
Technology, USA 

♣ CTCP: A Centralized TCP/IP 
Architecture for Networking Security 
Fu-Hau Hsu and Tzi-cker Chiueh, 
SUNY at Stony Brook, USA 

PANEL 
The Cyber Enemy Within… 
Countering the Threat from 

Malicious Insiders 
Chair: Dick Brackney 

Advanced Research and Development 
Activity, USA 

 
• Terrance Goan, Stottler, Henke 

Associates, USA 
 
• Shambhu Upadhyaya, University of 

Buffalo, USA 
 
• Allen Ott, Lockheed Martin, Orincon 

Information Assurance, USA 
 

Managing Security 
Chair: Steve Peters 

Arizona Cyber Security Alliance, 
USA 

• Pentagon Increases Security with 
Digital/Persona Biometric 
Fingerprint Authentication 
Technology 
Vance Bjorn, DigitalPersona, USA 

 
• US/NATO Interconnection for CJTF 

Exercises – Getting NATO into 
JTFEX 
Rick Parker, NATO C3 Agency, 
BELGIUM 

 

• Improving Policy Management on 
SELinux Systems 
Karl MacMillan, Tresys Technology, 
USA 

 

5:30 PM – 6:30 PM   CONFERENCE SOCIAL HOUR 
6:30 PM – 8:00 PM   CONFERENCE DINNER     
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FRIDAY MORNING, December 10th, 2004 

 

8:30 AM – 10:00 AM  SESSIONS 
 TRACK A 

 
TRACK B 

 
 Event Correlation 

Chair: John McDermott 
Naval Research Laboratory 

♣ Correlating Intrusion Events and Building Attack Scenarios 
through Attack Graph Distances 
Steven Noel, Erick Robertson and Sushil Jajodia, George 
Mason University, USA 

♣ Alert Correlation Through Triggering Events and Common 
Resources 
Dingbang Xu and Peng Ning, North Carolina State 
University, USA 

♣ Attack Plan Recognition and Prediction Using Causal 
Networks 
Xinzhou Qin and Wenke Lee, Georgia Institute of 
Technology, USA 

PANEL 
Themes and Highlights of the New Security 

Paradigms Workshop 2004 
Chairs: Simon Foley, University College Cork, and 

 Carla Marceau, ATC-NY 
 

10:00 AM – 10:30 AM   BREAK 

10:30 AM – 12:00 PM   SESSIONS 
 Access Control Policy 

Chair: Ed Schneider 
Institute for Defense Analyses, USA 

♣ PEACE: A Policy-based Establishment of Ad hoc 
Communities 
Sye Loong Keoh, Emil Lupu and Morris Sloman, Imperial 
College London, UNITED KINGDOM 

♣ Role-Based Delegation Model/Hierarchical Roles 
(RBDM1) 
Ezedin Barka, UAE University, UAE, and Ravi Sandhu, 
George Mason University, USA 

♣ Rule-Based RBAC With Negative Authorization 
Mohammad Al-Kahtani, Ministry of Defense, SAUDIA 
ARABIA, and Ravi Sandhu, George Mason University, 
SAUDIA ARABIA 

 

Innovative Design 
Chair: Richard Smith 

University of St. Thomas 

♣ Designing Good Deceptions in Defense of Information 
Systems 
Neil Rowe, US Naval Postgraduate School, USA 

♣ A Serial Combination of Anomaly and Misuse IDSes 
Applied to HTTP Traffic 
Elvis Tombini and Hervé Debar, France Télécom; Ludovic 
Mé, Supélec; and Mireille Ducassé,  IRISA/INSA, FRANCE 

♣ Securing a Remote Terminal Application with a Mobile 
Trusted Device 
Alina Oprea, Carnegie Mellon University, and Dirk Balfanz, 
Glenn Durfee and Diana Smetters, PARC, USA 

 
 

12:00 PM    ADJOURN 

12:15 PM – 6:00 PM  Optional Special Event 

                                         Tour of Pima Air and Space Museum and AMARC 
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OUTSTANDING PAPER AWARD 
An annual prize for the Outstanding Paper is based on both the 
written paper and the author’s oral presentation of it at the 
conference. A plaque and honorarium will be presented to the 
winning author.  The Final ACSAC Program will identify the 
Outstanding Paper candidates. 

To determine the Outstanding Paper, the Program Committee 
makes a preliminary selection of Outstanding Paper candidates 
and presents this list to ACSA. An ACSA subcommittee then 
attends the presentation of each candidate paper and meets to 
select the winning paper. If the timing of paper presentations 
permits, the award is announced at the next available 
opportunity during the conference. 

STUDENT PAPER AWARD 
The winner of the student paper award is selected by the 
Student Awards Committee in consultation with ACSA. The 
winning paper may have multiple authors but the primary 
content of the paper must have been developed by students; 
students must provide written confirmation to the Student 
Awards Chair that they meet this policy. A student is defined 
as anyone who has a current course load of at least 9 credit 
hours or equivalent as explained by the student or who is 
enrolled in a degree-granting program and is not employed in 
a professional capacity outside of the university more than 20 
hours per week. 

ACSA CONFERENCESHIP PROGRAM 
ACSA offers a Conferenceship Program for selected students 
who need assistance to attend the Annual Computer Security 
Applications Conference. The Conferenceship Program pays 
for the conference and tutorial expenses for selected students 
who would need assistance to attend the conference. 
Applicants must be undergraduate or graduate students and 
must be nominated by a faculty member at an accredited 
university or school. 

To be considered for the Conferenceship Program, please 
submit the following information to the 2004 Student Awards 
Chair, Dr. Andre Dos Santos, student_chair@acsac.org: your 
name, your address, and the name of the institution at which 
you are a student; a list of applicable course work that you 
have completed or are currently enrolled in; your current grade 
point average; a short narrative discussing why you are 
interested in the security field, relevant areas of interest, the 
type of career you plan on pursuing, and two letters of 
recommendation from faculty.  This material is typically due 
by October 1, 2004. 

WORKS IN PROGRESS SESSION 
The Works In Progress (WIP) Session is intended as a forum 
to introduce new ideas, report on ongoing work that may or 
may not be complete, and to state positions on controversial 
issues or open problems. Additional submissions may be given 
to the Program Chair, Dan Thomsen, or the WIP Chair, 
Christoph Schuba. Submitted topics will be announced at the 
Opening Plenary session and posted near the Conference 
Registration Desk. 

MEALS AND SPECIAL DIET REQUESTS 
The Conference Committee has selected lunch menus that we 
hope everyone will enjoy. We realize that some individuals 
have special dietary needs. We have made arrangements to 
offer a vegetarian meal at lunch that will feature some 
combination of pasta, vegetables, and/or fruits. Please indicate 
your dietary request on the registration form and on your 
arrival, please check your registration packet to ensure that 
your lunch tickets indicate your dietary request. If there are 
problems, please contact the conference registration desk. 

SPECIAL EVENT 
Please join us Friday afternoon, 10 December 2004, for a trip 
to the Pima Air and Space Museum (PASM) and a tour of the 
Aerospace Maintenance and Regeneration Center (ARMAC) – 
both of which are located east of the Tucson International 
Airport. 

The Pima Air and Space Museum is touted as hosting the best 
collection of aircraft in the world.  From the moment you walk 
in to the main museum you will be awestruck by this 
impressive collection of aircraft and memorabilia known in 
military aviation history.  You are greeted upon your arrival 
by the Sikorsky “Skyhook” helicopter perched 20 feet 
overhead looking like a giant preying mantis.  After boarding 
the TRAM, you will get the opportunity to see the B-52 
Bomber and the SR-71 “Blackbird” along with other great 
master pieces known to fly.  Don’t forget to visit the museum 
gift shop before you leave. 

As an extra activity, we will get a narrated motor tour of the 
brand new Aerospace Maintenance and Regeneration Center 
(ARMAC) known as the “Aviation Graveyard.”  Nearly 30 
years of US aviation history with thousands of aircraft are 
warehoused in a 2,600-acre open-air storage facility on the 
Davis-Monthan Air Force Base.  We hope to see more than 70 
different aircraft types along the way.  

Note: Picture ID is required to participate in the AMARC 
tour. 

Price: $46.00 per person.  Price includes bus transportation 
from and back to the Tucson Hilton El Conquistador Golf & 
Tennis Resort, museum entry fee, AMARC motor tour fee, 
and a box lunch (sub, chips, cookie, soda) on the way to the 
PASM. 

Wear comfortable shoes since some light to moderate walking 
is required.  

Tour participants must meet in the hotel lobby at 12:15 PM for 
a 12:30 PM departure. Return time to the hotel is estimated at 
5: 15 PM. 
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ABOUT THE SPONSOR: 
APPLIED COMPUTER SECURITY ASSOCIATES (ACSA) 

ACSA had its genesis in the first Aerospace Computer Security Applications Conference in 1985. That 
conference was a success and evolved into the Annual Computer Security Applications Conference 
(ACSAC). ACSA was incorporated in 1987 as a non-profit association of computer security professionals 
who have a common goal of improving the understanding, theory, and practice of computer security. ACSA continues to be the 
primary sponsor of the annual conference. 

In 1989, ACSA began the Distinguished Practitioner Series at the annual conference. Each year, an outstanding computer security 
professional is invited to present a lecture of current topical interest to the security community. 

In 1991, ACSAC began the Best Paper by a Student Award, presented at the Annual conference. This award is intended to 
encourage active student participation in the conference. The award winning student author receives an honorarium and all conference 
expenses. Additionally, our Student Conferenceship program assists selected students in attending the Conference by paying for the 
conference fee and tutorial expenses. Applicants must be undergraduate or graduate students, nominated by a faculty member at an 
accredited university or school, and show the need for financial assistance to attend this conference. 

An annual prize for the Outstanding Paper has been established for the Annual Computer Security Applications Conference. The 
winning author receives a plaque and an honorarium. The award is based on both the written and oral presentations. The award at the 
19th Annual Conference (in 2003) went to Zhenkai Liang, VN Venkatakrishnan, and R. Sekar of Stony Brook University, USA, for 
their paper entitled, “Isolated Program Execution: An Application Transparent Approach for Executing Untrusted Programs.” 

ACSA initiated the Marshall D. Abrams Invited Essay in 2000 to stimulate development of provocative and stimulating reading 
material for students of Information Security, thereby forming a set of Invited Essays. Each year's Invited Essay addresses an 
important topic in Information Security not adequately covered by the existing literature.  

The 2004 ACSAC continues the Classic Papers feature begun in 2001.  The classic papers are updates of some of the seminal works 
in the field of Information Security that reflect developments in the research community and industry since their original publication.  

ACSA continues to be committed to serving the security community by finding additional approaches for encouraging and facilitating 
dialogue and technical interchange. In the past, ACSA has sponsored small workshops to explore various topics in Computer Security 
(in 2000, the Workshop on Innovations in Strong Access Control; in 2001, the Workshop on Information Security System Rating and 
Ranking; in 2002, the Workshop on Application of Engineering Principles to System Security Design). In 2003, ACSA became the 
sponsor of the already established New Security Paradigms Workshop (NSPW).  ACSA also maintains a Classic Papers Bookshelf 
that preserves seminal works in the field and a web site focusing on Strong Access Control/Multi-Level Security (www.sac-tac.org). 

For more information on ACSA and its activities, please visit www.acsac.org/acsa/.  ACSA is always interested in suggestions from 
interested professionals and computer security professional organizations on other ways to achieve its objectives of encouraging and 
facilitating dialogue and technical interchange. 

 
 
 

To learn more about the conference, visit the ACSAC web page at 

http://www.acsac.org 

To be added to the Conference Mailing List, visit us on the World Wide Web at 

http://www.acsac.org/acsac-join.html 

For questions, contact the committee members using the following E-mail addresses: 

 General_chair@acsac.org 
 CaseStudies_chair@acsac.org 
 Panel_chair@acsac.org 
 Program_chair@acsac.org 

 Publicity_chair@acsac.org 
 Student_chair@acsac.org 
 Tutorial_chair@acsac.org 

If electronic contact is not possible, please write to ACSAC, 2906 Covington Rd, Silver Spring, MD 20910-1206, USA. 

Applied Computer Security Associates



ACSAC-20 
Registration Form 

www.acsac.org 
Hilton Tucson El Conquistador, Tucson, Arizona 

December 6-10, 2004 
 
ATTENDEE INFORMATION Please TYPE or PRINT carefully. 
 
   __    ____________________   
First Name    Last Name   Nickname for Badge 

       ___________   

Company/Organization 

       ___________   
Address    

        ___________  
City   State/Province Zip/Postal Code Country 

         __________ 
Phone    Fax 

        ___________  
Email 

 Check if you are a first-time attendee 

FEES On or Before Nov 17 After Nov 17, 2004 
 Regular     Student Regular     Student 

TECHNICAL PROGRAM  Circle applicable fee 

 $600 $250 $700 $275 

TUTORIALS Circle applicable tutorial numbers (at most one in each row) and fees 

Monday Full-day   M1   M2   M3: $475 $275 $575 $275 

Tuesday Full-day   T4    T5    T6: $475 $275 $575 $275 

SECURITY AWARENESS PROGRAMS WORKSHOP (MONDAY) 
Circle to register/request lunch Registration (no fee) 
 Optional meals and refreshments ($40) 

TRUSTED COMPUTING PLATFORM WORKSHOP (TUESDAY) 
Circle to register/request lunch Registration (no fee) 
 Optional meals and refreshments ($40) 

PAYMENT COMPUTATION 

Technical Program Registration: ……………………………… $ __________ 

Tutorial Registrations: …………………………………………. $ __________ 

Optional workshop meals and refreshments…  ___  # day(s) x $40 $ __________ 

Thursday Dinner for guests: ………………..  ___  ticket(s) x $75 $ __________ 

Friday event (AMARC/PIMA w/Lunch): ….  ___  ticket(s) x $46 $ __________ 

 TOTAL COST: $ __________ 
 
METHOD OF PAYMENT 

[  ]  Personal or Company Check enclosed.  Make checks payable to ACSAC-20.  
[  ]  VISA, MasterCard, American Express, or Discover, please provide the following information:   

            
Card Number Code* Expiration Date 

__________________________________        _____________________________________________ 
Name on card                            Cardholder’s Signature 

___________________________________________________________________________________ 
Billing Address, if different from mailing address  

Your credit card statement will describe this charge as “Registration Systems Lab” 
*Required: last 3-digit code on back of Visa/Mastercard signature tape or 4-digit code 
on front of American Express above card number.  See the URL below for visual 
examples of how to locate this code 
https://www.secure-server-hosting.com/secutran/secureforms/sh200566/verification.htm 

For additional registration information, please call:  407-971-4451

PREFERENCES Check all that apply. 
[  ]  Do NOT publish my registration information 

in the attendee list. 

[  ]  Do NOT include me on the ACSA mailing 
list for future conference announcements. 

[  ]  I require special accommodations (kosher or 
vegetarian meals, wheelchair access, etc.): 

__________________________________ 

SURVEY:  How did you hear about ACSAC? 

[  ]  Mailing 
[  ]  Previous ACSAC Conference 
[  ]  ACSAC Website 
[  ]  Friend 
[  ]  IEEE Security & Privacy Ad 
[  ]  Information Security magazine Ad 
[  ]  Publication:   ______________________ 
[  ]  At Conference:   ____________________ 
[  ]  other:  ____________________________ 

HOTEL REGISTRATION 
ACSAC has reserved a block of deluxe rooms 
at the US Government per diem rate ($76.00 
in December 2004) + 10.5% tax for Sunday - 
Saturday that will be honored until 5:00 PM 
MST on 17 November 2004.  However, 
registering for the Conference does not 
guarantee a room: please contact the Resort’s 
Hotel Room Reservation Department at 1-
520-544-1150 and request the group rate for 
the Applied Computer Security Applications 
Conference. 

REGISTRATION: 

Conference registration will not be 
accepted via telephone. 
Register via the ACSAC web site at: 

www.acsac.org  
or mail this form to:  

ACSAC-20 
c/o Registration Systems Lab 
779 East Chapman Road 
Oviedo, FL  32765 

or Fax it to:  407-366-4138 

Refund Policy:  No refunds will be 
provided after November 17, 2004.  
Conference registrations may be canceled 
before that date for a service charge of $25.  
Cancellations must be in writing and sent to 
ACSAC-20 using the address or fax number 
provided above. 

Privacy Policy: Go to “www.acsac.org” to 
see the ACSAC privacy policy. 
acs04.v6.9.8.04 




