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PSOS Design (1973-80)

e Pervasive capability addressing,
tagged and nonforgeable in
hardware, nonbypassable

e Hierarachical abstraction with
modular encapsulation, object
oriented, strongly typed

e Arbitrarily extensible (see tables)



PSOS Capabilities

e Only two operations create
capabilities: create new one,
or create restricted copy

e All objects are capability
addressed, nonbypassably, typed.

e Capabilities are openly accessible
unless hidden by some layer.

e Capabilities can be tagged as
propagation limited, if desired.



Implementability

e Many lower-layer ops (*)
directly executable from above.

e MLS could be embedded in
layer O or as an object type.

e Hardware could have been easily
retrofitted in 1980.

e PSOS-like typing is used in
Honeywell /SCC secure systems.



Formal Methodology: HDM

e The Hierarchical Development
Methodology with SPECIAL
(SPECTIfication and Assertion
Language) facilitated formal
specification of modules
interlayer state mappings,
and abstract implementations,
enabling full-system analysis



Formal Methodology: HDM

e A complex design became
conceptually simple through
its hierarchy and composable
abstraction and encapsulation.

e Each module spec around 2 pages,
state mappings and abstract
implementations straightforward
and explicit, including
pre-/post-conditions, exceptions.
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Lessons Learned

e Hierarchical design with modular
encapsulation is a powerful
design aid. It need not
undermine efficiency, especially
with appropriate hardware.

e A formal methodology can be
very valuable for high-assurance
critical functionality,
especially security.
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More Lessons Learned

e Computer development is mostly
an incremental process, driven by
marketplace forces. But security
research is slow to be adopted.

e There is no substitute for sound
architectures and principled
developments.
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Historical Perspectives

Butler Lampson in the 1970s:
e Capability systems are the way of
the future, and always will be.

(The same has also been said of
formal methods.)

Contrarian view from the 2000s:
e Shortsightedness is a way of
the future, and always will be.
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¢ www.CSL.sri.com/neumann

e 1979 Feiertag-Neumann paper:
www.csl.sri.com/neumann /psos.pdf

¢ Principled Assuredly
Trustworthy Composable
Architectures:

www.CSL.sri.com/neumann/
chats4.html, .pdf, .ps

e RISKS archives: www.risks.org
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layer | PSOS Abstraction or Function
174+ | applications and user code (-)
16 user request interpreter *
15 user environments and name spaces *
14 | user input-output *
13 | procedure records *
12 | user processes*, visible input-output*

creation and deletion of user objects*
directories (*)[c11]

extended types (*)[c11]
segmentation (*)[c11]

paging [8]

system processes, input-output [12]
primitive input/output [6]
arithmetic, other basic operations *
clocks [6]

interrupts [6]

registers (*), addressable memory [7]
capabilities *
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user-visible interface

partially visible interface
user-restrictable as desired
creation/deletion hidden by layer 11
module hidden by layer i=6,7,8, or 12
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Group | PSOS Abstraction layers

user /application activities |17—...
user abstractions 14-16
community abstractions 10-13

abstract object manager 9
virtual resources (HW /SW) | 6—8
physical resources (HW) 1-5
capabilities (HW) 0
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layer | Property

17+ | Application-relevant properties
16 |Soundness of user types

15 |Search-path flaw avoidance

12 |Process isolation, no residues,

11 |No lost objects

Generic type soundness
Segmentation integrity (HW)
Interrupts properly masked (HW)
Correctness of basic operations (HW)
Nonforgeable, nonbypassable,
nonalterable capabilities (HW)

O = O O
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