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Abstract

In this paper we presenta new approad for safeexe-
cutionof untrustedprogramsby isolating their effectsfrom
therestof the systemlsolationis achievedby intercepting

le opemtionsmadeby untrustedprocessesand redirect-
ing any change opefationsto a “modi cation cace” that
is invisible to other processesn the systemFile read op-
erations performedby the untrustedprocessare also cor-
respondinglymodi ed, sothat the processhasa consistent
view of systenstatethatincorporatesthecontentofthe le
systemaswell asthemodi cation cache Onterminationof
the untrustedprocessits useris presentedwvith a concise
summaryof the les modi ed by the process Additionally,
theusercaninspectthese les usingvarioussoftwae util-
ities (e.g., helperapplicationsto view multimedia les) to
determineaf themodi cationsare acceptableTheuserthen
hasthe optionto committhesemodi cations,or simplydis-
card them.Essentially our approac provides“play” and
“r ewind” buttonsfor running untrustedsoftwae. Key ben-
e ts of our appmoad are that it requiresno changesto the
untrustedprograms(to beisolated)or the underlyingoper
atingsystemit cannotbesubvertedymaliciousprograms;
andit achievesthesebene tswith acceptableuntimeover-
headsWe describea prototypeimplementatiorof this sys-
temfor Linux called Alcatraz and discussits performance
andeffectiveness.

1. Intr oduction

The widespreadieploymentof re walls andrelatedso-
lutionsfor network securityhassigni cantly raisedthe bar
for remoteattackson anenterprisenetwork. However, even
thebestperimetersolutionscanbeeasilydefeatedy anat-
tacler that caninduceusersinsidethe enterpriseto down-
loadandexecutemaliciouscode.While virus detectiorand
similar techniqguesanbe deployedto detectwidely preva-
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lentinstance®f maliciouscode suchtechniquesrelimited
in theory(by thefactthatdetectiorof maliciouscodeis un-
decidablan generallaswell aspractice(by factorssuchas
thedif culty of objectcodeanalysisandencryption).

A morepromisingapproactor defendingagainstmali-
ciouscodeis basedn sandboxingwhereintheresourceac-
cessesnadeby untrustedcodearesuitablyrestrictecto en-
suresecurity However, useof suchapproache# practice
hasbeenhamperedy the dif culty of policy selection de-
terminingresourceaccessightsthatwould allow the code
to executesuccessfullyithoutcompromisingsystenmsecu-
rity. Too often, sandboxingoolsincorporatehighly restric-
tive policiesthatprecludesxecutionof mostusefulapplica-
tions. The netresultis thatusersendup choosingfunction-
ality over security andthusexecuteuntrustedcodeoutside
suchsandboxingools, exposingthemselesto unbounded
damagef this codeturnedoutto be malicious.

An alternatve to sandboxing is isolated execu-
tion, wherein the actionsof untrustedcode are isolated
from other applications. Isolated execution has previ-
ously beenstudiedby researcher$l5, 7] in the context
of Java applets. Such appletsdo not require much ac-
cessto systemresourcespther than being able to inter
actwith auser Hencetheimplementatiorapproachusedoy
theseworksrelied on executinguntrustecappletson a “re-
mote playground”, i.e., an isolated computer (other
than a users desktop). However, applicationsthat per
form moreusefulfunctionswill requireaccesgo resources
such as the le systemon the users computer To pro-
vide such access,the entire ervironment on the users
computey including le systemcontents,must be dupli-
catedon theremoteplayground.

Logicaliisolation,whereintheeffectsof amaliciouspro-
cessarelogically isolatedfrom otherprocesseganachiere
the bene ts of isolatedexecutionwithout the drawvback of
requiringdedicatechardwareor solving the dif cult prob-
lemof accurateluplicationof ervironment.t wasproposed
in [19] to permitcontinuedoperationof compromisedgro-
cessewithout alertingattaclersand without risking dam-
ageto the restof the system,andin [11] in the context of



databasesThe theory of dataisolationwas further devel-
opedsystematicallyin [14] in the context of databasess
well as le systems,and isolation protocolsthat demon-
stratethe feasibility of the approachwere presentedHow-
ever, practical issuesthat arise in implementingthis ap-
proachon contemporaryoperatingsystemswere not stud-
ied. In contrast,this paperdevelops an application-and
OsS-transparergpproacHor isolatedexecutionof untrusted
programsand describesa tool called Alcatraz thatimple-
mentsthis approactontheLinux operatingsystem.

Our approachpermits untrustedapplicationsto access
the entire le systemthat is accessiblgo the end users,
therebymaking it possiblefor most applicationsto carry
outtheirtasks.Usinga copy-on-write semanticsinodi ca-
tionsto the le systemthatareperformedby the untrusted
applicationare hiddenfrom the restof the system,which
ensureshatmaliciousactionsof theuntrusteccodewill not
compromisethe integrity of the system.Accessego non-
le resourcesirerestrictedasneededo ensurantegrity. At
the completionof execution,the userscan inspectthe ac-
cessesnadeby the untrustedcodeto seeif it changedary
les of interestto them,andif so,examinethesechangesif
the usersarecorvincedthatthesechangesarebenign,then
they can committhesechangesso that they becomevisi-
ble to therestof the system Otherwisethe userscanabort
thesechangesThekey bene tsof our approachare:

Applicationandoperating systeniranspaency Our ap-
proachrequiresno changego the underlyingoperating
systemor theuntrustechpplicationitself. Moreover, the
techniguecanbe appliedregardlesf whetherthe les
accessetby the applicationarelocal, or arelocatedon
aremotele sener.
Secue yetapplication-friendly Our approactprovides
security againstmalicious code without imposing un-
due restrictionson such code. This makesit possible
for alargeclassof existing softwareto executesuccess-
fully, unlike sandboxingbasedapproaches.
Corvenientand userfriendly. Our approachprovidesa
compactsummaryof the le systemresourceaccesses
madeby untrustectodeat theendof its execution.This
contrastwith sandboxingpproachethatpromptusers
oneachle accesslisallovedby thesandboxpolicy. In
addition,the useris given the ability to examinethese
les to determinavhethertheapplicationcarriedoutthe
functionalitythatthe userwanted.
Ourimplementatiordoesnotrequiretheusersof oursystem
to possesadministratomprivileges.It imposesnodesiver-
headsfor isolation (belon 20% for all the applicationswe
have studied).However, the mechanisnwe have usedfor
systencallinterpositionposesnoderateverheads,anging
from under10% for CPU-intensie applicationsto nearly
100%for 1/O-intensive applications.
Thedescriptionin therestof the paperis setin thecon-

text of Linux, but the techniquesare applicableto most
modernoperatingsystems.The organizationof the restof
paperis asfollows. We begin with two motivatingexamples
in Sectionl.1. Section2 providesan overview of the sys-
tem design,followed by more detaileddescriptionsof the
systemcomponentsimplementationresultsare discussed
in Section3, followedby relatedwork in Sectiord. Finally,
concludingremarksappeatin Section5.

1.1. Motivating Examples

Photo organizer. Consideranapplicationthatscansspec-
i ed directoriesfor image les andgeneratephotoalbum
les thatarewritten to the samedirectories.It alsogener
atesthumbnailpicturesfrom these les (for creatingindex
les) andhasthe ability to modify/resizetheseles. Simi-
lar applicationghatmodify imagesandothermediasuchas
audio les areavailableasfreavareonthelnternet,e.g..the
picturepages  [21] package Safeexecutionof suchap-
plicationsposegwo challengedor sandboxingpproaches.

policy selection Usershave to anticipatethe resource
accessrequirementsof a programprior to its execu-
tion, whichis oftendif cult. To overcomethis problem,
somesandboxingapproacheallow changego policies
through runtime promptsto the user: whenthe sand-
boxed applicationviolates the initially speci ed pol-
icy, the useris informed and queriedwhetherhe/she
wants to permit this access.Unfortunately such re-
peatedpromptslead to “click-fatigue; as a result of
whichtheusersimply grants(or refuseshll subsequent
promptswithout reviewing them.

policy granularity. Usersneedto develop policiesthat
permit an applicationto accessthe resourceshat it
needswhile ensuringthat theseresourcesre not cor-
ruptedor deleted For the photoorganizerexample such
a policy would have to permit“legitimate” changego
image les, asneededor resizingimagesor including
previews, while disalloving other changes.Develop-
mentof a policy thatcancapturesuchlegitimatetrans-
formationsis likely to behard.Evenif suchpoliciescan
be expressedenforcemenbf suchpoliciesis likely to
beinef cient, if notimpossibleg18].
Duetothesdlif culties, sandboxingpoliciestendto becon-
senativeandoftendisallow alargeclassof usefulprograms
suchasthe picturepages  program.In contrast,our pro-
posedapproachwill permitexecutionof programsasliong
asthey don't make systemchange®therthan le modi ca-
tion operationsMost applicationsobsenre this constraint,
andhencethey canberun safelyusingisolation.Moreover,
usersneednot develop safety policies aheadof time. Fi-
nally, they have theopportunityto examinethe systemstate
resultingdueto theexecutionof theuntrustecorogram,and
thendecidewhetherto “keep”or “rollback” thesechanges.
They canuse standardsystemutilities suchasfind and



diff , aswell asarbitrary helperapplicationssuchasim-
ageviewers,to examinethe systemstate.

Software installation. Users are all too familiar with
poorly packagedsoftware that crashesduring its installa-
tion, or simply doesnot function correctly Even worse,
the new package may “break” other applications in-
stalled on the system.In all thesecases,the usersare
facedwith the dauntingtask of rolling back the instal-
lation. If the package made use of standardpackage
managementitilities, this rollback is usually not burden-
some.However, if the packagecameas a self-installing
executable or as a source package, rollbacks are al-
most always very dif cult. The packagemay install its
les into standarddirectoriessuch as /usr/local/bin
and/lib . It may also modify systemcon guration les
suchas /etc/passwd , /etc/mime.types or user pro-
le les suchas /.bashrc . Identifying the exact set
of les that were modied is cumbersomelt is also
prone to errors as the user does not know the directo-
ries where the packageinstalled les, and hencehasto
searchthe entire le system.This may resultin identify-
ing mary les thatmayhave beenmodi ed by applications
otherthantheinstaller Evenif themodi ed les areidenti-
ed correctly rollbackis still ahardproblem:it is possible
only if the userhad backed up modi ed les, but unfor-
tunately the userdid not know aheadof time which les
would bemodi ed by theinstallation.

Usingour isolationapproachall of the above problems
canbe tackledeasily Userssimply install the packagein
isolation.Within this isolationenvironment,userscanthen
try out the package They canalsoexaminethe les mod-
i ed by thepackageandseeif it includessecurity-critical

les, or les thatmay be usedby otherpackages(System
con guration databasessuchasthe RedhatPackageMan-
agerdatabasecan help in identifying les usedby other
packages.)f so,they canexaminetheseles to identify the
changegnade.Alternatively, they cantry out the applica-
tionsthatdependonthesemodi ed les to ensurghatthey

arenot broken. If the usersare corvinced,after makingall

thesechecksthatthe new packagehasbeeninstalledcor

rectly andis functioningproperly they cancommitthein-

stallation.Otherwisethey cancandiscardtheinstallation—

atthis point, the le systemstatewill be asif the installa-
tion nevertook place.

2. SystemDescription
2.1. TechnicalGoalsand DesignApproaches

The goal of logical isolationis to presere systemin-
tegrity.® In particular if the le systemchangesnadeby an

1 Con dentiality canbe presered to the extent the untrustedapplica-
tion canbe preventedfrom makingnetwork communicationshut this

untrustedapplicatiorwerenotcommitted thentheintegrity
of thesystenmustnot be compromisedy this application.
Moreover, thereshouldbe no dataloss,suchasthe lossas-
sociatedwith rolling backthe effects of othersystemand
userprocessedn effect, thesystemstateshouldbeasif the
untrustedapplicationwasneverrun.

Our approachis focusedon preservingthe contentsof
the le system.However, in orderto ensureoverall sys-
temintegrity, we alsoneedto consideoperationtherthan
thoseinvolving le systemsSuchoperationamustbe pre-
ventedfrom beingexecutedif they canchangethe system
state.We needto be conserative in determiningwhether
an operationcanchangesystemstate:unlesswe know for
sure,an operationmadeby an untrustedprocessmust be
disalloved. A simpleimplementationof sucha consera-
tiveapproachmaydisallow all network communicationgas
they canmodify the stateof otherhosts),le operationghat
modify devices,etc. A more usableapproachwill recog-
nize a subsetof theseoperationsthat do not changesys-
tem state,and permit them. For instance,it is reasonable
to considerthat DNS queriesdo not modify systemstate.
Similarly, sufcient intelligencemay be built into the im-
plementatiorto recognizeand permit certaindevice-level
operationsthat query systemstate without modifying it.
More generally service-speci cproxiesmay be built that
canforwardthoseservicerequestghat do not changesys-
tem state,while disallowing otherrequestsSuchservice-
speci ¢ proxies may be built to accessx-windows , web
seners, audio devices, etc. For the restof this paper we
do not discusssuchservice-speci cproxies,but focus on
achieving le systemlevelisolation.

In ourapproach,le-le velisolationis achievedusingiso-
lation contexts. An isolationcontext canbethoughtof asa
“privatecopy” of the entire le system.lt is implemented
usingacopy-on-writetechniquesothatits storageequire-
mentis proportionalto the changesnadewithin theisola-
tion context, andnot on the sizeof theentire le systemA
new isolationcontext is createdvhenan untrustedprocess
is aboutto be executed.If this processcreateschild pro-
cessesthenall suchchildrenandtheir descendantare ex-
ecutedwithin the sameisolationcontext. This ensureghat
the untrustedorocessandits descendantlave anidentical
(andconsistentyiew of the le systemstate.Multiple un-
trustedapplicationsmay be executedindependentlyeach
within its own isolationcontext?.

To implementisolation contets, le systemchanges
madeby an untrustedprocessare redirectedso that they
do not changeglobal systemstate.Suchredirectionmaybe
built into theapplicationitself or within the systemlibraries

is notour maingoalin this paper

2 Copy-on-write providesone-way-isolation,i.e., changesnadewithin
anisolationcontet are shieldedfrom the restof the system but the
changesnadeoutsideof isolationcontets maybevisible inside.
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thatareusedo accesdes. Neitherapproachs satishctory
sincethey requirethe applicationgto betrusted.In particu-
lar, amaliciousapplicationcanbypassuchredirectionand
male directaccesgo the systemcalls provided by the OS
for manipulatingles. We thereforerely on OS-level mech-
anismsthat can supportsecureredirection.Thereare two
mainchoicesin thisregard:

System-callnterposition: Sinceall accesseto system
resourcegincluding accesseso les, devicesandthe
network) areeffectedthroughsystemcalls, interposing
atthislevel providesa securevay to achieveisolation.
Interpositionat the VFSlayer: The Virtual File System
layer providesan abstractinterfacewithin the OS ker
nel for accessin@ll le systemsOnebene t of inter
posingat this layeris that of higherperformanceonly
le systemoperationsareinterposedasopposedo all
systemcalls.

Of thesechoiceswe have adoptedsystencall interposition
for two reasonsFirst,it canbeimplementedvithoutrequir
ing changedo the operatingsystem.Indeed,the ptrace
mechanisnin Linux permitsordinaryusergo interceptsys-
tem calls madeby their processeswithout requiringthem
to make ary OS-level changeshatneedsuperuseprivilege.
Second as discusseckarlier we needto monitor non- le
operationamadeby the untrustedprocessand hencesys-
temcall interpositionwould be necessargvenif le level
isolationwereimplementedisingVFS interposition.

2.2. SystemOverview

Thearchitecturef our systemgalledAlcatraz, is shovn
in Figure 1. The isolationengineconsistsof several com-
ponents.The manayer module coordinateghe operations
of theisolationengine.lt usesthe modi cation cache asa
scratch-pacreawherenew les (or directories)createdoy
the untrustedprocessare held. The modi cation cacheis
a dedicatedareawithin the le system,andusesa distinc-

tive namesothatmultiple Alcatrazsessionganrun on the
samesystemFor les (anddirectories)storedn themodi -

cationcachethe mappingtableprovidesthetranslatiorbe-
tween le nameausedby anuntrustecdrocessandtheir cor-
respondinghameswithin the modi cation cache Thetable
alsorecordsotherinformationpertainingto modi ed les,

e.g.,whethera le is deleted.

Note that the isolationengineholdsall the information
aboutmodi cations to the le system,and the operating
systemkerneldoesnot know aboutthesechangesThere-
fore the isolation engine needsto modify the arguments
and/orthe return valuesof systemcalls that accessles.
In particular whena systemcall is invoked in anisolated
processthe systenmcall interceptorsendsa noti cation to
themanagemodule.Themanagemodulehandlesle sys-
tem modi cation operationswhile forwardingthe rest of
thesystemcallsto thecon nementenginelf the le opera-
tion refersto objectsthathave beenmodi ed, thentheman-
agermodi es the path nameargumentso that it refersto
the modi ed objectlocatedwithin the modi cation cache.
These(possiblymodi ed) argumentsare returnedbackto
the systemcall interceptor Whenthe systemcall returns,
the managemoduleis onceagainnoti ed, sothatit may
modify the resultsreturnedby the systemcall asnecessary

The mappingtablemapsoneabsolutele nameinto an-
other However, notall thesystencallsareinvokedwith ab-
solutepathnamesHence le namesmustberesohedinto
absolutgpathnameswith symboliclinks expandedandthe
“." and“.. " entriesresolhed. The CWD Tracking mod-
ule helpsthis processlt maintainsthe currentworking di-
rectory of eachprocessand updateshemwhena process
makes a systemcall that resultsin changedo that direc-
tory. Thecurrentworking directoryof a parentprocesswill
beinheritedby its children.

After theuntrustedorocessnishes execution,theisola-
tion engineinvokesa GUI (graphicaluserinterface),which
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presenta compacsummaryof thesecurityrelevantactions
madeby the processlf thesechangesare acceptedy the
user thenthey are“copied over” sothatthey becomevisi-

ble to otherprocesse@ the system Criteriafor determin-
ing whethersuchcopying canbedonewhile preservingso-
lation semanticss describedater in the paper Below, we
describehekey componentsf Alcatrazin furtherdetail.

2.3. Manager

As mentionedabove, the key problemin implementing

theisolationengineis thatof modifying le-related system
callsin amannetthat providesa consistentview of thesys-
tem stateto theisolatedprocessThis becomes challeng-
ing taskwhenwe considerthe differentkinds of le sys-
tem objects(regular les, directories,symboliclinks, etc.)
andthe large numberof le systemrelatedoperationqg34
out of the 243 systemcallsin Linux kernerversion2.4.18).
To tacklethis complexity, we make the following obsena-
tionsaboutthe kinds of le systemobjectsthatneedto be
consideredregular les, directoriessymboliclinks, andin-
odes.(Inodescontainmetadataabout les, suchas per
mission,ownershipetc.) File modi cation operationsmay
be different acrossthese le types.For example,regular
les are viewed as a streamof bytes, and can be modi-
ed by seekingto ary location(expressedsa byte offset)
within the le, andperformingawrite systemcall. Direc-
tories,onthe otherhand,areviewedasasequencef direc-
tory entrieswhicharerecordscontainingnformationabout
the les within the directory For symboliclinks, the only
modi cationis thatof le deletion.In this senseijt is noth-
ing morethanadirectorymodi cation operationThus,we
needonly considerthreekinds of objectson the le sys-
tem:regular les, directoriesandlnodes.

Now considerthe systemcall operationonthe le sys-
tem. For the isolationoperationwe needto consideronly
thosesystemcallsthat are pathnamerelated.Systemcalls
that operateon le descriptors(e.g., read , write and
mmay) can be left to the operatingsystemto handle.Path
namebasedoperationscan be classi ed as shovn in Fig-
ure2 basedon whetherthey modify the le systemandthe
objectmodi ed. Sincethe mannerin which “read” opera-
tions areimplementeds determinedby the way modi ca-
tions areimplementedpur descriptionbelow is organized

by thethreecategoriesof modi cation operations.

Regular le modi cations. Considera procesghatopens
a le f for writing. A naturalway to isolate the execu-
tion of the processs to createa new copy f % of f thatis
storedwithin themodi cation cache All futureaccesse®
f ,whetherthey bemodi cationsor readswill beredirected
tof © To enablethis redirection anentryassociating with
f %is insertedinto the mappingtable. An optimizationthat
avoidscopying of les is possiblen thecommoncasewhen
a le istruncatedo zerolengthattheopen.

Dir ectory modi cations. The above simple implementa-
tion of copy-on-write doesnot directly extendto directo-
ries.In particular thereis no way to copy a directoryinto

the modi cation cachewithout copying the les anddirec-

toriescontainedwithin. The problemcanbe partially over-

comeby creatinga new, emptydirectoryin themodi cation

cache,andcreatinghardlinks from this directoryto every
le in theoriginal directory However, Linux disallovs cre-
ationof hardlinks to directories,so this approactwill not

work whensubdirectoriesireinvolved.Clearly, thealterna-
tive of copying theentire le systemcontentsootedat the
currentdirectorywould befartooinef cient.

To developa moreef cient approactor copy-on-write,
we obsene that unlike a regular les, directoriesare ac-
cessedn a structuredmannerusing specializeddirectory
operationssuchas mkdir and getdents . Thus, our ap-
proachis oneof modifyingtheseoperationsn amannetthat
achieses copy-on-write semanticswithout having to per
form actualcopiesof directorycontentsin particular modi-
cations to directoriessuchascreation/deletionf new les
or directoriesarerecordedn themodi cation cache.

Whenthe contentsof suchmodi ed directoriesareread
usingthegetdents operationwe canmodify thereturned
directory entriesas follows. Any directoryentry f thatis
mappedinto f © by the mappingtableis replacedso asto
contain the information aboutf °. If the le f hasbeen
deletedby the isolatedprocessthenthe entry correspond-
ing to f is deletedfrom the getdents  returnvalue. It is
possiblethatall the entriesreturnedby getdents may be
deletedin this step.If, asa resultof this, no entriesarere-
turnedto theisolatedprocessit would concludehattheend
of the directoryhasbeenreached(This is how getdents



works underLinux.) To solve this problem,the manager
rst retrievesall of thedirectoryentriesin thedirectory and

appliesthe above changedo the directoryentries. We then

appencdhew directoryentriesthatarerecordedn the mod-

i cation cachebut not presenin therestof the le system.
Theresultis returnedo theisolatedprocess.

Inode modi cation. Modi cation canalsobe madeto In-
odeswhich store le systemmetadata.lnodesare associ-
atedwith les andcannotbe copiedseparatelyTherefore,
if the modi cation is madeto a le that hasalreadybeen
copiedto thetemporarylocation(i.e., just createdor mod-
ied le), we canredirectthis operationto its counterpart
in the temporarylocation. If the modi cation is madeto
anunchangedegular le, we canagaincopy the le into
themodi cation cacheandproceedasin the previouscase.
However, this approachdoesnot work on directoriesbe-
cause,as mentionedin the precedingsection,we cannot
copy adirectory Onepossibilityis to usetheisolationlayer
to recordthe changednodeinformationof directoriesand
let all relatedsystemcalls make use of this information.
However, this solutionis not very usefulin all casesasthe
kerneldoesnot know aboutthe existenceof suchinforma-
tion. For example,if the untrustedorogramaddswrite per
missionto an existing directory using this approachthis
changewill be storedin theisolationlayer, but the kernel
will still notallow it to write into thatdirectorybecausghis
changegermissiorinformationis notvisible to thekernel.
In ourimplementationthe isolationlayer recordsan error
messagén suchsituationsandallows continuedexecution
of theisolatedprocessThis limitation hasnot poseda sig-
ni cant problemin practice sinceit is very unusualffor un-
trustedcodeto changepermissionon the directoriesthat
werenotcreatedy it.

Sincethelatestinodeinformationis heldwithin theiso-
lation layer, systemcallsto acces®r manipulatemetadata,
suchasstat , needto be interceptedby the managerand
redirectedf necessaryMoreover, sincethe correctpermis-
sioninformationis not availableto the le systempermis-
sion checkingneedsto be handledby the isolation layer.
To understandhe needfor this, considerthe casewhenthe
isolatedprocesanodi es a le thatit doesnot own but has
thewrite permissionTheisolationenginewill copy the le
into the modi cation cachebeforemakingthesechanges.
During copying processtheoperatingsystemwill automat-
ically setthe ownershipof the copy to thatof the owner of
the isolatedprocesslt would be preferableto changethe
ownershipbackto the owner of the original le, but this
will bedisallovedby thekernelunlesstheisolationengine
runs with root privileges. Sinceit was one of our design
goalsto supportisolationwithout requiringsuperusepriv-
ileges,we cannotchangethe ownershipinformationon the
le. This meansthatthe OSwill interpretthe permissions
incorrectly thusrequiringtheisolationengineto take over

thistask.

2.3.1. Con nement Engine The untrustedprogrammay
performotheroperationghat are unrelatedto the le sys-
tem. Someof theseoperationsdo not causedif culties in

preservingsolationsemanticse.g.,systencallsfor obtain-
ing timing information, procesownership,hostattributes,
etc. Others,suchasthoseinvolving network communica-
tion or interactionwith processesutsideits isolationcon-
text, will poseaproblem.lt is theresponsibilityof the con-
nement engineto dealwith all systemcallsthatareunre-
latedto le systemslt determinesvhich systemcalls can

bepermittedwithoutcompromisingheisolationsemantics.

The con nement engineis built from security policy
speci cationsthat specify which systemcalls can be per
mitted,andin whatcontet. Thesepoliciesarespeci edus-
ing alanguagecalledBMSL (Behavior Monitoring Speci -
cationLanguage}20, 22]. BMSL canexpressdescribecon-
ventionalaccessontrol policies, history sensitve policies
(e.g.,anapplicationcannotaccesshenetwork afterreading
sensitve les) andresourcaisagepolicies(e.g.,anapplica-
tion canwrite no morethank bytesof data).Thesepolicies
arecompiledusingthe BMSL compilerto producethecon-

nement engine.A detaileddescriptionof BMSL syntax,
semanticsandcompilationcanbefoundin [22].

Thecon nementenginecurrentlydisallovs networksre-
guestssuchasweb accessDNS queries,and X-windows
operationsAs outlinedearlier theselimitations canbere-
laxed using service-speci cproxies.For instancewe can
have a proxy that recevzesDNS requestdrom the isolated
processandforwardsthemto theDNSsenerif it canbeas-
certainedhatthis querywill notchangethesystemstate.

2.4. SystemCall Inter ceptor

Thesystencallinterceptoiisimplementedn suchaway
thatit is easilyportableto otherUnix variants(that do not
supporiptrace for instance)Thearchitecturef ourinter-
ceptoris basedon the designpresentedn [10].

The implementatiorof the interceptor(the tracing pro-
ces$ is basedon Linux's ptrace  systemcall, which al-
lows oneprocesscalledthemonitoringprocesdo tracean-
otherprocessgalledthe monitored process Tracing capa-
bilities includethe ability to interceptsystemcallsmadeby
the monitoredprocessandexaminationor modi cation of
the virtual memoryof the monitoredprocessWhenusing
ptrace for monitoringandcon ning untrustedprocesses
we facea numberof dif culties thatcancompromisesecu-
rity. Below, we summarizéhow our implementatioriackles
thesedif culties.

Rogueprocessemay causethe interceptor to terminate.
A maliciousprocessmay try to terminatethe processhat
is monitoringit. For instance,t cansenda kill signalto
the monitoring processHowever, this mustagainbe done



throughasystentall, whichwill beinterceptecandaborted
by themontoringprocess.

Fork/clone race condition. Whenamonitoredprocessx-
ecutesafork systenrcall, thechild processs nottracedau-
tomatically Themonitoringprocessnustexplicitly request
tracing of the child processby invoking ptrace  with the
child PID (processdenti er) asanargumentHowever, the
child PID is unavailableuntil thefork systemcall returns
to the parent.By then,it is possiblethatthe child process
mayhave startedunning,andexecutedsystencallsthatthe
monitoringprocessvould notpermit. To solve this problem
we adopta clever trick thatwasdevisedin the strace  [3]
program.Speci cally, whenthe monitoring processinter-
ceptgheparentsentryintofork systencall, it replaceghe
theinstructionin the parents codeat its instructionpointer
(IP) with aloop instruction.Note thatthe child will inherit
this code,aswell asthevalueof IP. This meanshatwhen
controlreturnsto the child, it will executetheloop instruc-
tion, andhencewill bestuckin anin nite loop. In partic-
ular, it won't be ableto make ary systemcalls. Whenthe
fork systemcall returnsto the parentthe monitoringpro-
cessbtainsthechild PID, andissuesaptrace  systencall
to attachto thechild. It thenrestoreghe originalinstructed
that was storedat the instructionpointer, so that the child
procesancontinuewith its normalexecution but now un-
derthecontrolof the monitoringprocess.

Even after the abose enhancementhere still exists a
possibility of a racecondition:if the child procesgeceves
a signal,this will interruptthe loop andcausesxecutionof
its signalhandler which canexecutesystemcallsthatmay
not be permittedby the monitor. To preventthis possibil-
ity, we notethatif anotherprocessntentionallycooperates
with the child procesdo freeit, thenthat procesanustit-
self be anuntrustedprocesainderthe control of the moni-
toringprocessThesystencall usedby thecooperatingro-
cesdo senda signalcanthenbeinterceptedy the monitor
anddelayeduntil it hascontrolof the child process.

Argument race condition. Thereis a delay betweenthe
time whenthe argumentof a systemcall is checledby the
monitoring processand the time when the argumentsare
actuallyreadby the kernel.If the agumentsare storedin
amemoryregion sharedby several processesr threadsijt
is possiblefor theseprocesses/threads modify the argu-
mentsduring that time delay We addresghis problemby
moving security-criticalargumentgo a randomlocationon
the stack[10]. In orderfor the attackto succeedn spite
of this changecollaboratingthreadgor processesheedto
scantheentirestackto nd thelocationwheretheargument
is stored,andthis scanmustbe completedwithin the short
interval betweenthe time whenargumentsare checled by
the monitoring processand the time they are usedby the
kernel.If the randomnumberis chosenover a reasonably
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Figure 3. Graphical User Interface

largerange e.g.,10” or 18, thenthelik elihoodof success-
ful attacksbecomesery small.

2.5. Userlinterface

After theisolatedprocessandits children nish execu-
tion, the information maintainedin the mappingtable is
sentto the userinterface(GUI). The GUI sorts/groupsle
changedy pathnamesandthenpresentshemto the user
in atreelike representatioasshowvn in Figure3. Theuser
canselectthe kinds of changeghatthey wish to see,e.qg.,
new les created,les overwritten,etc. For modi ed les,
userscanview the differencebetweerthe original andthe
new versionby simply clicking onthe le name.

Optionally, the usercanusea shellthatrunsin the same
isolationcontext asthe untrustedorocesshut hasaccesgo
theoriginal le systemthroughthe/alcatraz  virtual di-
rectory Moreover, the children of this shell are permitted
to accessX-windows, so that arbitrary helperapplications
(e.g.,imageviewers)canbe launchedby the userto view
themodi ed les.

2.5.1. Commit Criteria. After examining the changes
made by the untrusted process,a user can determine
whether these changescan be committed to the sys-
tem. However, it is possiblethat other processes,unning
outside of the isolation context of the untrusted pro-
cess,may have mademodi cations to the le system.If
thesechangesnterferewith the changesnadeby the un-
trusted process,then commitmentof the changesmade
by the untrustedprocesscan leadto an inconsistentsys-
tem state.Hence ,we adoptanapproactin which the com-
mit operationis allowed to go throughonly if the les
modi ed by theisolatedprocessvereneitherreadnor writ-
tenby outsideprocessesincetheinstantthe les were rst
accessedy theisolatedprocess.

It may seemthat this approachis too conserative and
mayrejectresultsghatcanbeconsistentiicommitted While
this may be true, we obsene that abortsdo not causetoo



muchdif culty in Alcatraz.In particular the untrustedoro-
gram can be executedagain. Since the changesmadeby
the untrustedprogramwere discardedserunningthe pro-
gramwill likely producethe sameresults At this point, the
sameinterferencamay not have taken place(assuminghat
suchinterferencavasararecoincidence)andhencethere-
sultscanbe committed.

Our currentimplementationof commitmentcontainsa
racecondition.In particular interferencegby processesut-
side of isolation) may happenduring the time les are
copiedfrom themodi cation cacheto the le system.This
raceconditioncanbe avoidedusing le systemlocks. Un-
fortunately mandatorylocks are not supportedby default
on Linux dueto the possibility thatthey may leadto dead-
locks. If this werenotthe casethentheraceconditioncan
beavoided.In practice however, we notethattheracecon-
dition is notasigni cant problemin thecontext of untrusted
programexecution,asit is unlikely thatthe les accessed
by sucha programwould alsobe accessedy otherunre-
lated processesthat too within the short period taken for

le copying.

3. Implementation results

We have implementedAlcatraz on the Linux operating
systenf1]. Theimplementatiorhasbeentestedon RedHat
Linux 7.2andRedHat Linux 8.0distributions.The perfor
mance gures givenbelowv wereobtainedon a PC running
Red Hat Linux 7.2 on a 1.7GHz P4 processomwith 1GB
memory

3.1. Example Applications

Our implementatiorwastestedwith threeapplications:
two freeware programthat organizeimage/audioles, and
theinstallationof a softwarepackage.

Picturepages  isaphotoorganizingprogramdiscussed
in Sectionl.1.We testedit with adirectoryof jpeg photos.
Alcatrazreportedthe creationof adirectoryandchangego
thepicture les. We furtherusedanimageviewer to exam-
ine someof the generatedicturesto make surethat they
wereproperlymodi ed.

The secondorogramthatwasusedis mpls , which takes
alist of mp3 les andcreatesa playlist sortedby artist, al-
bum, track, or title onthe standarcutput.A directorycon-
taining variousmp3 les wasusedasthe input. After the
program nished execution,the userinterfacepresenteda
reportthat summarizedhat no changesvere madeto the
le system.

The third programwe testedwas the installation of
mozilla , a free web browser The installation program
modi ed three con guration les of a previous version
of mozilla andinstalledall les into a new directory
All thesechangeswere capturedby Alcatrazandreported
throughthe userinterface,asshovn in Figure3.

In all theseexamplestheisolationoperationguaranteed
the safetyof the users resourcesaswell as provided the
cornvenienceof concisesummarieon the outputsof these
executions.

3.2. Performanceresults

We have measuredheperformanceisingtwo setsof ap-
plications.The rst setof applicationsarethe above exam-
ples.The secondsetincludedcommonUNIX utilities such
asmake gcc, gzip , ghostscript , andtar .

Thefollowing testingdatawasused:

for make gcc, we compiledtheopenssh packagerer-

sion 3.7plunderisolation.It contained69849lines of

C code.

for tar , a directory tree containingseveral mp3 les

were usedas the input for the archive operation.The

sizeof output le was85MB.

for gzip , the outputof the above tar

usedasinput.

for ghostscript , a 10-pagepaper containing170K

bytes,wasusedastheinput.
In orderto know how eachmodulein Alcatraz contritutes
to the overheadwe performedthreetime measurementsf
the sampleapplication.They arethe executiontime with-
out ary systemcall interception,the executiontime with
only thesystencall interceptorandtheexecutiontime with
full isolation system,respectiely. The normalizedexecu-
tion time (ratio to the executiontime without isolationand
without systemcall interposition)is shovn in Figure4.

Fromthe performanceesults,we canseethattheisola-
tion mechanisnitself (the differencebetweerthe overhead
of “Interception Only” and the overheadof “Isolation”)
contritutesto a modestoverheadof lessthan 20%. How-
ever, the systemcall interpositionmechanisncontributes
to a signi cant overheadfor some programs.This over-
headvarieslinearlywith thefrequeng of systencallsmade
by an application.Compute-intensie applicationssuchas
gzip andpicturepages  make muchfewer systemcalls
perunit time of execution,while otherapplicationssuchas
tar make systemcallsatamuchhigherrate.

Systemcall interceptionoverheadcan be signi cantly
reducedto underl0%)usinganin-kernelimplementation.
However, if we had basedAlcatraz on kernel-basednter-
ception,it would be harderto port,andmoreover, cannotbe
downloadedjnstalledor run by userghatdonothave supe-
ruserprivilege. Comparedo this dravback,the additional
overheadseemsgo be quite acceptabldor the classof ap-
plicationstargetedby Alcatraz.

commandwas

4. Relatedwork

Sandboxingsystems.Janug9] incorporatesa /proc  le
systenmbasedsystencall interpositiontechniqueor the So-



. 1.80 1.79 ] 1.92
o B Interception Only
£ I Isolation 1.60
=
- 150 4
2
5
(53
4 101 1.02
w 1+ 4
kel
(7]
N
g
S osr 4
z
0
picturepages mpls mozilla

Installation

(a) Downloadedprogramexamples

2
1.80
© B Interception Only 1.77
_E [ Isolation 1.61
g 151 130 1.43 R
g 1.26—
o
& 1.011.02
w 1+ 4
e}
[}
N
g
5 05+ =
=
0
ghostscript ~ make and tar gzip

gce

(b) CommonUnix applications

Figure 4. Normaliz ed Performance Results

laris operatingsystem A morerecentversionhasbeenim-
plementedn Linux, andusesa kernelmodulefor interpo-
sition. Chakraryuha[8] is a monitoring systemthatusesa
kernelinterceptionmechanisnto implementa sandboxing
approachMAPDbox [4] is a sandboxingnechanisnwhere
the goal is to make the sandboxmore con gurable and
usableby providing templateclassi cationsof behaiors.
Consh[5] providesasimilarsandboxingervironmentwhile
addressingransparentocal andremoteaccesgo les.

SoftwarePo{12] incorporates securesoftwarecircula-
tion modelthatcon nesthe behaior of the untrustedpro-
gram.In this case,the softwareto be run is encapsulated
with a le system.Theusermustencapsulatéhe complete
list of the le systemresourceseededby the programin
orderto make it executesuccessfullyFurthermoreall the
operationsto the les are con ned to the “pot” archve.
Theschemestill requiresaprioripolicy selectionwhich (as
pointedoutin theintroduction)is oftendif cult.

Systrace[16] is a sandboxingsystemthat noti es the
useraboutall systemcalls that an applicationtries to ex-
ecute.lt thenusesthe responsdrom the userto generatea
policy for theapplication.

The disadwantagesof sandboxingapproachesas com-
paredto isolation,wasdiscussedn Sectionl.1.

Isolation systems.[15] and [7] usephysicalisolationto
protectagainstdamageso theclient'smachineTheincom-
ing mobile code (java applet)is sentto anothersetof ma-
chines called“playground” (somemachinesontainingno
importantdata),to execute.As mentionedn the introduc-
tion, thesetwo systemsnly targetJavaappletywhichonly
constitutesa small fragmentof the large body of untrusted
codeon the Internet),requireadditionalresourcegsuchas
new machines)anddisallov ary accesgo the users en-
vironment.In contrast,our approachs languageindepen-
dent,andrequiresno additionalphysicalresourcesandal-
lows safeaccesdo theusers ervironment.

Logical isolation provides mary bene ts over physi-

cal isolation. It has beensuggestedefore and analyzed
[14, 11, 19]. Algorithms and protocolsfor realizing logi-

calisolationin the contet of databaseaswell as le sys-
temswaspresentedn [14]. In the le systemcontext, it de-

scribedisolation protocol, memging protocol,and an algo-

rithm for resolvingcon icts. However, practicalissueshat
arisein implementingthe approachon a modernoperating
systemwere not consideredOur work in this papercom-
plementstheseworks, and developing an application-and
OS-transparergpproacHhor practicalapproactandtool for

realizinglogically isolatedexecutionof programs.

Recovery-oriented systems.The Recovery-Oriented
Computing (ROC) project at Berkeley [2] is develop-
ing techniquesfor fast recovery from failures, focusing
on failuresdueto operatorerrors.[6] presents broadap-
proach that assistsrecovery from operator errors in
administeringa network sener, with the speci c exam-
ple of anemail sener. In spite of the apparensimilarities
in the goalsof this work and ours, the technicalrequire-
mentsarequite different. They targetnetwork-orientedap-
plications whose actions (and their effects) needsto be
visible to otherprocessesnd/orhosts.In contrast,our ap-
proach targets le-oriented applications whose actions
shouldbeinvisible to therestof theworld.

[23] presentanapproachor safeexecutionof malicious
applicationson Microsoft Windows by interceptingoper
ations madeby the malicious code. Their approachis to
createbackupcopiesof les beforethey are modi ed by
the maliciousapplication.A dravbackof this approachas
comparedto ours, is that the modi cations are visible to
otherbenignprocesse# the system.If a benignprocess
modi es the systembasedon the les modi ed by the ma-
licious processthentheremaybe no way to undotheseef-
fects.In contrast,our approachensuregshatthe actionsof
theisolatedprocess(esjo not corruptthe system.



File systemapproaches.TheElephantle systen{17] re-

tainsall theimportantversionsof a le, andhasaninterface
for usersto selecta speci c version.RFS (RepairableFile

Service)[24] is speci cally designedo facilitate repair of

acompromisedhetwork le senerby maintainingprevious

versionsof les. Theseapproachegenerallyhave a signif-

icantstorageoverheadsincestoringversionscanconsume
signi cant additionalspaceln contrastour approachdoes
not imposehigh storageoverheadsMore importantly our

isolation approachprovides a simple, automaticapproach
to undothe effectsof a maliciousprocessin contrastthe

undo steptypically requiresmanualassistancén the case
of versioningapproachesMoreover, thereis no easyway

to undothe effectsof a maliciousprocesswithout risking

lossof data,which mayoccurdueto thefactthatsomeac-

tionsof benignprocessearerolled backaswell.

3D le system[13] providesa corvenientway for soft-
ware developersto work with differentversionsof a soft-
ware packagelt alsointroducesa techniquecalledtrans-
parentviewpathingwhichis basedntranslatingle names
usedby a processlt givesa union view of several direc-
tory structuresthus allowing the applicationtransparently
acces®nedirectorythroughanothers path.As it is notde-
signedto dealwith untrustedapplicationsjt needsthe co-
operationfrom the applicationfor this mechanismo work,
while ourapproactprovidesamandatorysolationlayerfor
theuntrustecprogram.

5. Summary

In this paper we presentedan approachthat supports
safe executionof untrustedprograms.Our approachuses
theideaof logical programisolation,whereactionsof the
codeareinvisible to the rest of the systemuntil they are
committedby a user Before committing, the usercanin-
spectthe systemnstateto determinef the actionsof thepro-
gramcompromisedheintegrity of thesystemWe havepre-
senteda tool called Alcatraz [1] thatincorporateghis ap-
proachOurapproactprovidessecurityfor theend-useand
enjoys mary bene ts suchasapplicationtranspareng and
userfriendliness We have discussedhe designandimple-
mentatiorandpresentedheresultsof ourimplementation.
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