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Abstract

In this paper, we presenta new approach for safeexe-
cutionof untrustedprogramsby isolatingtheir effectsfrom
therestof thesystem.Isolation is achievedby intercepting
�le operationsmadeby untrustedprocesses,and redirect-
ing any change operationsto a “modi�cation cache” that
is invisible to other processesin the system.File readop-
erationsperformedby the untrustedprocessare also cor-
respondinglymodi�ed, sothat theprocesshasa consistent
view of systemstatethat incorporatesthecontentsof the�le
systemaswell asthemodi�cation cache. Onterminationof
the untrustedprocess,its user is presentedwith a concise
summaryof the �les modi�ed by theprocess.Additionally,
theusercaninspectthese�les usingvarioussoftware util-
ities (e.g., helperapplicationsto view multimedia�les) to
determineif themodi�cationsareacceptable. Theuserthen
hastheoptionto committhesemodi�cations,or simplydis-
card them.Essentially, our approach provides“play” and
“r ewind” buttonsfor runninguntrustedsoftware. Key ben-
e�ts of our approach are that it requiresno changesto the
untrustedprograms(to beisolated)or theunderlyingoper-
atingsystem;it cannotbesubvertedbymaliciousprograms;
andit achievesthesebene�tswith acceptableruntimeover-
heads.We describea prototypeimplementationof this sys-
temfor Linux called Alcatrazand discussits performance
andeffectiveness.

1. Intr oduction
Thewidespreaddeploymentof �re walls andrelatedso-

lutionsfor network securityhassigni�cantly raisedthebar
for remoteattacksonanenterprisenetwork. However, even
thebestperimetersolutionscanbeeasilydefeatedby anat-
tacker that caninduceusersinsidetheenterpriseto down-
loadandexecutemaliciouscode.While virusdetectionand
similar techniquescanbedeployedto detectwidely preva-
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lentinstancesof maliciouscode,suchtechniquesarelimited
in theory(by thefactthatdetectionof maliciouscodeis un-
decidablein general)aswell aspractice(by factorssuchas
thedif�culty of objectcodeanalysisandencryption).

A morepromisingapproachfor defendingagainstmali-
ciouscodeis basedonsandboxing, whereintheresourceac-
cessesmadeby untrustedcodearesuitablyrestrictedto en-
suresecurity. However, useof suchapproachesin practice
hasbeenhamperedby thedif�culty of policyselection: de-
terminingresourceaccessrights thatwould allow thecode
to executesuccessfullywithoutcompromisingsystemsecu-
rity. Toooften,sandboxingtoolsincorporatehighly restric-
tivepoliciesthatprecludeexecutionof mostusefulapplica-
tions.Thenetresultis thatusersendupchoosingfunction-
ality over security, andthusexecuteuntrustedcodeoutside
suchsandboxingtools,exposingthemselvesto unbounded
damageif this codeturnedout to bemalicious.

An alternative to sandboxing is isolated execu-
tion, wherein the actions of untrustedcode are isolated
from other applications. Isolated execution has previ-
ously beenstudiedby researchers[15, 7] in the context
of Java applets.Such appletsdo not require much ac-
cessto systemresources,other than being able to inter-
actwith auser. Hencetheimplementationapproachusedby
theseworksreliedon executinguntrustedappletson a “re-
mote playground”, i.e., an isolated computer (other
than a user's desktop).However, applicationsthat per-
form moreusefulfunctionswill requireaccessto resources
such as the �le systemon the user's computer. To pro-
vide such access,the entire environment on the user's
computer, including �le systemcontents,must be dupli-
catedon theremoteplayground.

Logical isolation,whereintheeffectsof amaliciouspro-
cessarelogically isolatedfrom otherprocesses,canachieve
the bene�ts of isolatedexecutionwithout the drawbackof
requiringdedicatedhardwareor solving the dif�cult prob-
lemof accurateduplicationof environment.It wasproposed
in [19] to permitcontinuedoperationof compromisedpro-
cesseswithout alertingattackersandwithout risking dam-
ageto the restof thesystem,andin [11] in the context of



databases.The theoryof dataisolationwas further devel-
opedsystematicallyin [14] in the context of databasesas
well as �le systems,and isolation protocolsthat demon-
stratethe feasibility of theapproachwerepresented.How-
ever, practical issuesthat arise in implementingthis ap-
proachon contemporaryoperatingsystemswerenot stud-
ied. In contrast,this paperdevelops an application-and
OS-transparentapproachfor isolatedexecutionof untrusted
programs,anddescribesa tool calledAlcatraz that imple-
mentsthisapproachon theLinux operatingsystem.

Our approachpermitsuntrustedapplicationsto access
the entire �le systemthat is accessibleto the end users,
therebymaking it possiblefor most applicationsto carry
out their tasks.Usinga copy-on-writesemantics,modi�ca-
tionsto the �le systemthatareperformedby theuntrusted
applicationarehiddenfrom the restof the system,which
ensuresthatmaliciousactionsof theuntrustedcodewill not
compromisethe integrity of the system.Accessesto non-
�le resourcesarerestrictedasneededto ensureintegrity. At
the completionof execution,the userscan inspectthe ac-
cessesmadeby theuntrustedcodeto seeif it changedany
�les of interestto them,andif so,examinethesechanges.If
theusersareconvincedthat thesechangesarebenign,then
they cancommitthesechanges,so that they becomevisi-
ble to therestof thesystem.Otherwise,theuserscanabort
thesechanges.Thekey bene�tsof our approachare:
� Applicationandoperatingsystemtransparency. Ourap-

proachrequiresno changesto theunderlyingoperating
systemor theuntrustedapplicationitself. Moreover, the
techniquecanbeappliedregardlessof whetherthe�les
accessedby theapplicationarelocal, or arelocatedon
a remote�le server.

� Secure yetapplication-friendly. Our approachprovides
securityagainstmaliciouscodewithout imposingun-
due restrictionson suchcode.This makes it possible
for a largeclassof existingsoftwareto executesuccess-
fully, unlikesandboxingbasedapproaches.

� Convenientanduser-friendly. Our approachprovidesa
compactsummaryof the �le systemresourceaccesses
madeby untrustedcodeat theendof its execution.This
contrastswith sandboxingapproachesthatpromptusers
oneach�le accessdisallowedby thesandboxpolicy. In
addition,the useris given the ability to examinethese
�les to determinewhethertheapplicationcarriedoutthe
functionalitythattheuserwanted.

Ourimplementationdoesnotrequiretheusersof oursystem
to possessadministratorprivileges.It imposesmodestover-
headsfor isolation(below 20% for all the applicationswe
have studied).However, the mechanismwe have usedfor
systemcall interpositionposesmoderateoverheads,ranging
from under10% for CPU-intensive applicationsto nearly
100%for I/O-intensiveapplications.

Thedescriptionin therestof thepaperis setin thecon-

text of Linux, but the techniquesare applicableto most
modernoperatingsystems.The organizationof the restof
paperis asfollows.Webegin with two motivatingexamples
in Section1.1. Section2 providesan overview of the sys-
tem design,followed by moredetaileddescriptionsof the
systemcomponents.Implementationresultsare discussed
in Section3, followedby relatedwork in Section4. Finally,
concludingremarksappearin Section5.

1.1. Moti vating Examples

Photo organizer. Consideranapplicationthatscansspec-
i�ed directoriesfor image�les andgeneratesphotoalbum
�les that arewritten to the samedirectories.It alsogener-
atesthumbnailpicturesfrom these�les (for creatingindex
�les) andhastheability to modify/resizethese�les. Simi-
lar applicationsthatmodify imagesandothermediasuchas
audio�les areavailableasfreewareontheInternet,e.g.,the
picturepages [21] package.Safeexecutionof suchap-
plicationsposestwo challengesfor sandboxingapproaches.
� policy selection: Usershave to anticipatethe resource

accessrequirementsof a programprior to its execu-
tion, which is oftendif�cult. To overcomethisproblem,
somesandboxingapproachesallow changesto policies
throughruntime promptsto the user:when the sand-
boxed applicationviolates the initially speci�ed pol-
icy, the user is informed and queriedwhetherhe/she
wants to permit this access.Unfortunately, such re-
peatedpromptslead to “click-f atigue,” as a result of
which theusersimplygrants(or refuses)all subsequent
promptswithout reviewing them.

� policy granularity: Usersneedto develop policiesthat
permit an application to accessthe resourcesthat it
needs,while ensuringthat theseresourcesarenot cor-
ruptedor deleted.For thephotoorganizerexample,such
a policy would have to permit “legitimate” changesto
image�les, asneededfor resizingimagesor including
previews, while disallowing other changes.Develop-
mentof a policy thatcancapturesuchlegitimatetrans-
formationsis likely to behard.Evenif suchpoliciescan
be expressed,enforcementof suchpoliciesis likely to
beinef�cient, if not impossible[18].

Dueto thesedif�culties, sandboxingpoliciestendto becon-
servativeandoftendisallow alargeclassof usefulprograms
suchasthe picturepages program.In contrast,our pro-
posedapproachwill permitexecutionof programsaslong
asthey don't makesystemchangesotherthan�le modi�ca-
tion operations.Most applicationsobserve this constraint,
andhencethey canberunsafelyusingisolation.Moreover,
usersneednot develop safetypolicies aheadof time. Fi-
nally, they havetheopportunityto examinethesystemstate
resultingdueto theexecutionof theuntrustedprogram,and
thendecidewhetherto “keep”or “rollback” thesechanges.
They can usestandardsystemutilities suchas find and



diff , aswell asarbitraryhelperapplicationssuchas im-
ageviewers,to examinethesystemstate.

Software installation. Users are all too familiar with
poorly packagedsoftware that crashesduring its installa-
tion, or simply doesnot function correctly. Even worse,
the new package may “break” other applications in-
stalled on the system.In all thesecases,the usersare
facedwith the daunting task of rolling back the instal-
lation. If the packagemade use of standardpackage
managementutilities, this rollback is usually not burden-
some.However, if the packagecameas a self-installing
executable or as a source package, rollbacks are al-
most always very dif�cult. The packagemay install its
�les into standarddirectoriessuch as /usr/local/bin
and /lib . It may also modify systemcon�guration �les
such as /etc/passwd , /etc/mime.types or user pro-
�le �les such as ˜/.bashrc . Identifying the exact set
of �les that were modi�ed is cumbersome.It is also
prone to errors as the user does not know the directo-
ries where the packageinstalled �les, and hencehas to
searchthe entire �le system.This may result in identify-
ing many �les thatmayhavebeenmodi�ed by applications
otherthantheinstaller. Evenif themodi�ed �les areidenti-
�ed correctly, rollbackis still a hardproblem:it is possible
only if the userhad backed up modi�ed �les, but unfor-
tunately, the userdid not know aheadof time which �les
wouldbemodi�ed by theinstallation.

Usingour isolationapproach,all of theabove problems
canbe tackledeasily. Userssimply install the packagein
isolation.Within this isolationenvironment,userscanthen
try out the package.They canalsoexaminethe �les mod-
i�ed by thepackage,andseeif it includessecurity-critical
�les, or �les thatmaybe usedby otherpackages.(System
con�guration databases,suchastheRedhatPackageMan-
agerdatabase,can help in identifying �les usedby other
packages.)If so,they canexaminethese�les to identify the
changesmade.Alternatively, they cantry out the applica-
tionsthatdependon thesemodi�ed �les to ensurethatthey
arenot broken.If theusersareconvinced,aftermakingall
thesechecks,that the new packagehasbeeninstalledcor-
rectly andis functioningproperly, they cancommit the in-
stallation.Otherwisethey cancandiscardtheinstallation—
at this point, the �le systemstatewill be asif the installa-
tion never took place.

2. SystemDescription

2.1. TechnicalGoalsand DesignApproaches

The goal of logical isolation is to preserve systemin-
tegrity.1 In particular, if the�le systemchangesmadeby an

1 Con�dentiality canbe preserved to the extent the untrustedapplica-
tion canbepreventedfrom makingnetwork communications,but this

untrustedapplicationwerenotcommitted,thentheintegrity
of thesystemmustnotbecompromisedby thisapplication.
Moreover, thereshouldbeno dataloss,suchasthelossas-
sociatedwith rolling backthe effectsof othersystemand
userprocesses.In effect,thesystemstateshouldbeasif the
untrustedapplicationwasnever run.

Our approachis focusedon preservingthe contentsof
the �le system.However, in order to ensureoverall sys-
temintegrity, wealsoneedto consideroperationsotherthan
thoseinvolving �le systems.Suchoperationsmustbe pre-
ventedfrom beingexecutedif they canchangethe system
state.We needto be conservative in determiningwhether
an operationcanchangesystemstate:unlesswe know for
sure,an operationmadeby an untrustedprocessmust be
disallowed. A simple implementationof sucha conserva-
tiveapproachmaydisallow all network communications(as
they canmodify thestateof otherhosts),�le operationsthat
modify devices,etc. A more usableapproachwill recog-
nize a subsetof theseoperationsthat do not changesys-
tem state,and permit them.For instance,it is reasonable
to considerthat DNS queriesdo not modify systemstate.
Similarly, suf�cient intelligencemay be built into the im-
plementationto recognizeand permit certaindevice-level
operationsthat query systemstatewithout modifying it.
More generally, service-speci�cproxiesmay be built that
canforward thoseservicerequeststhatdo not changesys-
tem state,while disallowing other requests.Suchservice-
speci�c proxiesmay be built to accessX-windows , web
servers,audio devices,etc. For the rest of this paper, we
do not discusssuchservice-speci�cproxies,but focuson
achieving �le systemlevel isolation.

In ourapproach,�le-le vel isolationis achievedusingiso-
lation contexts.An isolationcontext canbethoughtof asa
“privatecopy” of the entire �le system.It is implemented
usingacopy-on-writetechnique,sothatits storagerequire-
mentis proportionalto thechangesmadewithin the isola-
tion context, andnot on thesizeof theentire�le system.A
new isolationcontext is createdwhenanuntrustedprocess
is aboutto be executed.If this processcreateschild pro-
cesses,thenall suchchildrenandtheir descendantsareex-
ecutedwithin thesameisolationcontext. This ensuresthat
theuntrustedprocessandits descendantshave an identical
(andconsistent)view of the �le systemstate.Multiple un-
trustedapplicationsmay be executedindependently, each
within its own isolationcontext2.

To implement isolation contexts, �le systemchanges
madeby an untrustedprocessare redirectedso that they
donot changeglobalsystemstate.Suchredirectionmaybe
built into theapplicationitself or within thesystemlibraries

is notourmaingoalin this paper.
2 Copy-on-writeprovidesone-way-isolation,i.e., changesmadewithin

an isolationcontext areshieldedfrom the restof the system,but the
changesmadeoutsideof isolationcontexts maybevisible inside.
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thatareusedto access�les. Neitherapproachis satisfactory,
sincethey requiretheapplicationsto betrusted.In particu-
lar, amaliciousapplicationcanbypasssuchredirection,and
make direct accessto thesystemcalls providedby theOS
for manipulating�les. Wethereforerely onOS-level mech-
anismsthat cansupportsecureredirection.Thereare two
mainchoicesin this regard:
� System-callinterposition:Sinceall accessesto system

resources(including accessesto �les, devices and the
network) areeffectedthroughsystemcalls, interposing
at this level providesasecureway to achieve isolation.

� Interpositionat theVFSlayer: TheVirtual File System
layer providesan abstractinterfacewithin the OS ker-
nel for accessingall �le systems.Onebene�t of inter-
posingat this layer is thatof higherperformance:only
�le systemoperationsareinterposed,asopposedto all
systemcalls.

Of thesechoices,wehaveadoptedsystemcall interposition
for two reasons.First,it canbeimplementedwithoutrequir-
ing changesto the operatingsystem.Indeed,the ptrace
mechanismin Linux permitsordinaryusersto interceptsys-
tem calls madeby their processes,without requiringthem
to makeany OS-level changesthatneedsuperuserprivilege.
Second,as discussedearlier, we needto monitor non-�le
operationsmadeby the untrustedprocess,andhencesys-
temcall interpositionwould be necessaryeven if �le level
isolationwereimplementedusingVFS interposition.

2.2. SystemOverview

Thearchitectureof oursystem,calledAlcatraz, is shown
in Figure1. The isolationengineconsistsof several com-
ponents.The manager modulecoordinatesthe operations
of the isolationengine.It usesthemodi�cation cacheasa
scratch-padareawherenew �les (or directories)createdby
the untrustedprocessare held. The modi�cation cacheis
a dedicatedareawithin the �le system,andusesa distinc-

tive namesothatmultiple Alcatrazsessionscanrun on the
samesystem.For �les (anddirectories)storedin themodi�-
cationcache,themappingtableprovidesthetranslationbe-
tween�le namesusedby anuntrustedprocessandtheircor-
respondingnameswithin themodi�cation cache.Thetable
alsorecordsotherinformationpertainingto modi�ed �les,
e.g.,whethera �le is deleted.

Note that the isolationengineholdsall the information
aboutmodi�cations to the �le system,and the operating
systemkerneldoesnot know aboutthesechanges.There-
fore the isolation engineneedsto modify the arguments
and/or the return valuesof systemcalls that access�les.
In particular, whena systemcall is invoked in an isolated
process,the systemcall interceptorsendsa noti�cation to
themanagermodule.Themanagermodulehandles�le sys-
tem modi�cation operations,while forwarding the restof
thesystemcallsto thecon�nementengine.If the�le opera-
tion refersto objectsthathavebeenmodi�ed, thentheman-
agermodi�es the pathnameargumentso that it refersto
the modi�ed objectlocatedwithin the modi�cation cache.
These(possiblymodi�ed) argumentsarereturnedbackto
the systemcall interceptor. When the systemcall returns,
the managermoduleis onceagainnoti�ed, so that it may
modify theresultsreturnedby thesystemcall asnecessary.

Themappingtablemapsoneabsolute�le nameinto an-
other. However, notall thesystemcallsareinvokedwith ab-
solutepathnames.Hence�le namesmustberesolvedinto
absolutepathnames,with symboliclinks expanded,andthe
“ . ” and “ .. ” entriesresolved. The CWD Tracking mod-
ule helpsthis process.It maintainsthecurrentworking di-
rectoryof eachprocessandupdatesthemwhena process
makesa systemcall that resultsin changesto that direc-
tory. Thecurrentworking directoryof a parentprocesswill
beinheritedby its children.

After theuntrustedprocess�nishes execution,theisola-
tion engineinvokesaGUI (graphicaluserinterface),which
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presentsacompactsummaryof thesecurityrelevantactions
madeby the process.If thesechangesareacceptedby the
user, thenthey are“copiedover” so that they becomevisi-
ble to otherprocessesin thesystem.Criteria for determin-
ing whethersuchcopying canbedonewhile preservingiso-
lation semanticsis describedlater in the paper. Below, we
describethekey componentsof Alcatrazin furtherdetail.

2.3. Manager

As mentionedabove, the key problemin implementing
theisolationengineis thatof modifying �le-related system
callsin amannerthatprovidesaconsistentview of thesys-
temstateto the isolatedprocess.This becomesa challeng-
ing task whenwe considerthe differentkinds of �le sys-
tem objects(regular �les, directories,symboliclinks, etc.)
andthe large numberof �le systemrelatedoperations(34
outof the243systemcallsin Linux kernerversion2.4.18).
To tacklethis complexity, we make the following observa-
tionsaboutthekindsof �le systemobjectsthatneedto be
considered:regular�les, directories,symboliclinks,andIn-
odes.(Inodescontainmetadataabout �les, suchas per-
mission,ownershipetc.)File modi�cation operationsmay
be different acrossthese�le types.For example,regular
�les are viewed as a streamof bytes,and can be modi-
�ed by seekingto any location(expressedasa byteoffset)
within the�le, andperforminga write systemcall. Direc-
tories,on theotherhand,areviewedasasequenceof direc-
toryentries,whicharerecordscontaininginformationabout
the �les within the directory. For symbolic links, the only
modi�cationis thatof �le deletion.In this sense,it is noth-
ing morethana directorymodi�cation operation.Thus,we
needonly considerthreekinds of objectson the �le sys-
tem:regular�les, directories,andInodes.

Now considerthesystemcall operationson the�le sys-
tem.For the isolationoperation,we needto consideronly
thosesystemcalls thatarepathnamerelated.Systemcalls
that operateon �le descriptors(e.g., read , write and
mmap) canbe left to the operatingsystemto handle.Path
namebasedoperationscanbe classi�ed asshown in Fig-
ure2 basedon whetherthey modify the�le systemandthe
objectmodi�ed. Sincethe mannerin which “read” opera-
tionsareimplementedis determinedby theway modi�ca-
tions are implemented,our descriptionbelow is organized

by thethreecategoriesof modi�cation operations.

Regular �le modi�cations. Considera processthatopens
a �le f for writing. A natural way to isolate the execu-
tion of the processis to createa new copy f 0 of f that is
storedwithin themodi�cation cache.All futureaccessesto
f , whetherthey bemodi�cationsor reads,will beredirected
to f 0. To enablethis redirection,anentryassociatingf with
f 0 is insertedinto themappingtable.An optimizationthat
avoidscopyingof �les is possiblein thecommoncasewhen
a �le is truncatedto zerolengthat theopen.

Dir ectory modi�cations. The above simple implementa-
tion of copy-on-write doesnot directly extend to directo-
ries. In particular, thereis no way to copy a directoryinto
themodi�cation cachewithout copying the�les anddirec-
toriescontainedwithin. Theproblemcanbepartially over-
comeby creatinganew, emptydirectoryin themodi�cation
cache,andcreatinghardlinks from this directoryto every
�le in theoriginaldirectory. However, Linux disallowscre-
ationof hardlinks to directories,so this approachwill not
work whensubdirectoriesareinvolved.Clearly, thealterna-
tive of copying theentire�le systemcontentsrootedat the
currentdirectorywould befar too inef�cient.

To developa moreef�cient approachfor copy-on-write,
we observe that unlike a regular �les, directoriesare ac-
cessedin a structuredmannerusing specializeddirectory
operationssuchas mkdir and getdents . Thus, our ap-
proachisoneof modifyingtheseoperationsin amannerthat
achieves copy-on-write semanticswithout having to per-
formactualcopiesof directorycontents.In particular,modi-
�cations to directories,suchascreation/deletionof new �les
or directories,arerecordedin themodi�cation cache.

Whenthecontentsof suchmodi�ed directoriesareread
usingthegetdents operation,we canmodify thereturned
directoryentriesas follows. Any directoryentry f that is
mappedinto f 0 by the mappingtable is replacedso as to
contain the information about f 0. If the �le f has been
deletedby the isolatedprocess,thentheentrycorrespond-
ing to f is deletedfrom the getdents returnvalue.It is
possiblethatall theentriesreturnedby getdents maybe
deletedin this step.If, asa resultof this, no entriesarere-
turnedto theisolatedprocess,it wouldconcludethattheend
of thedirectoryhasbeenreached.(This is how getdents



works underLinux.) To solve this problem,the manager
�rst retrievesall of thedirectoryentriesin thedirectory, and
appliestheabove changesto thedirectoryentries.We then
appendnew directoryentriesthatarerecordedin themod-
i�cation cachebut not presentin therestof the�le system.
Theresultis returnedto theisolatedprocess.

Inode modi�cation. Modi�cation canalsobemadeto In-
odeswhich store�le systemmetadata.Inodesareassoci-
atedwith �les andcannotbe copiedseparately. Therefore,
if the modi�cation is madeto a �le that hasalreadybeen
copiedto the temporarylocation(i.e., just createdor mod-
i�ed �le), we canredirectthis operationto its counterpart
in the temporarylocation. If the modi�cation is madeto
an unchangedregular �le, we canagaincopy the �le into
themodi�cation cacheandproceedasin thepreviouscase.
However, this approachdoesnot work on directoriesbe-
cause,as mentionedin the precedingsection,we cannot
copy adirectory. Onepossibilityis to usetheisolationlayer
to recordthechangedInodeinformationof directoriesand
let all relatedsystemcalls make useof this information.
However, this solutionis not veryusefulin all cases,asthe
kerneldoesnot know abouttheexistenceof suchinforma-
tion. For example,if theuntrustedprogramaddswrite per-
missionto an existing directory, using this approach,this
changewill be storedin the isolation layer, but the kernel
will still notallow it to write into thatdirectorybecausethis
changedpermissioninformationis notvisible to thekernel.
In our implementation,the isolationlayer recordsan error
messagein suchsituations,andallowscontinuedexecution
of the isolatedprocess.This limitation hasnot poseda sig-
ni�cant problemin practice,sinceit is veryunusualfor un-
trustedcodeto changepermissionson the directoriesthat
werenotcreatedby it.

SincethelatestInodeinformationis heldwithin theiso-
lation layer, systemcallsto accessor manipulatemetadata,
suchasstat , needto be interceptedby the managerand
redirectedif necessary. Moreover, sincethecorrectpermis-
sioninformationis not availableto the�le system,permis-
sion checkingneedsto be handledby the isolation layer.
To understandtheneedfor this,considerthecasewhenthe
isolatedprocessmodi�es a �le that it doesnot own but has
thewrite permission.Theisolationenginewill copy the�le
into the modi�cation cachebeforemaking thesechanges.
Duringcopying process,theoperatingsystemwill automat-
ically settheownershipof thecopy to thatof theownerof
the isolatedprocess.It would be preferableto changethe
ownershipback to the owner of the original �le, but this
will bedisallowedby thekernelunlesstheisolationengine
runs with root privileges.Sinceit was one of our design
goalsto supportisolationwithout requiringsuperuserpriv-
ileges,we cannotchangetheownershipinformationon the
�le. This meansthat the OS will interpretthe permissions
incorrectly, thusrequiringthe isolationengineto take over

this task.

2.3.1. Con�nement Engine The untrustedprogrammay
performotheroperationsthat areunrelatedto the �le sys-
tem. Someof theseoperationsdo not causedif�culties in
preservingisolationsemantics,e.g.,systemcallsfor obtain-
ing timing information,processownership,hostattributes,
etc. Others,suchas thoseinvolving network communica-
tion or interactionwith processesoutsideits isolationcon-
text, will posea problem.It is theresponsibilityof thecon-
�nement engineto dealwith all systemcalls thatareunre-
latedto �le systems.It determineswhich systemcalls can
bepermittedwithoutcompromisingtheisolationsemantics.

The con�nement engine is built from security policy
speci�cationsthat specifywhich systemcalls canbe per-
mitted,andin whatcontext. Thesepoliciesarespeci�edus-
ing a languagecalledBMSL (Behavior MonitoringSpeci�-
cationLanguage)[20, 22]. BMSL canexpressdescribecon-
ventionalaccesscontrol policies,history sensitive policies
(e.g.,anapplicationcannotaccessthenetwork afterreading
sensitive�les) andresourceusagepolicies(e.g.,anapplica-
tion canwrite nomorethank bytesof data).Thesepolicies
arecompiledusingtheBMSL compilerto producethecon-
�nement engine.A detaileddescriptionof BMSL syntax,
semantics,andcompilationcanbefoundin [22].

Thecon�nementenginecurrentlydisallowsnetworksre-
questssuchasweb access,DNS queries,andX-windows
operations.As outlinedearlier, theselimitationscanbere-
laxed usingservice-speci�cproxies.For instance,we can
have a proxy that receivesDNS requestsfrom the isolated
process,andforwardsthemto theDNSserverif it canbeas-
certainedthatthis querywill notchangethesystemstate.

2.4. SystemCall Interceptor

Thesystemcall interceptoris implementedin suchaway
that it is easilyportableto otherUnix variants(that do not
supportptrace for instance).Thearchitectureof our inter-
ceptoris basedon thedesignpresentedin [10].

The implementationof the interceptor(the tracingpro-
cess) is basedon Linux's ptrace systemcall, which al-
lowsoneprocess,calledthemonitoringprocessto tracean-
otherprocess,calledthemonitored process. Tracingcapa-
bilities includetheability to interceptsystemcallsmadeby
themonitoredprocess,andexaminationor modi�cation of
the virtual memoryof the monitoredprocess.Whenusing
ptrace for monitoringandcon�ning untrustedprocesses,
we facea numberof dif�culties thatcancompromisesecu-
rity. Below, wesummarizehow our implementationtackles
thesedif�culties.

Rogueprocessesmay causethe interceptor to terminate.
A maliciousprocessmay try to terminatethe processthat
is monitoring it. For instance,it can senda kill signal to
the monitoringprocess.However, this mustagainbe done



throughasystemcall,whichwill beinterceptedandaborted
by themontoringprocess.

Fork/clone racecondition. Whenamonitoredprocessex-
ecutesa fork systemcall, thechild processis nottracedau-
tomatically. Themonitoringprocessmustexplicitly request
tracingof the child processby invoking ptrace with the
child PID (processidenti�er) asanargument.However, the
child PID is unavailableuntil the fork systemcall returns
to the parent.By then,it is possiblethat the child process
mayhavestartedrunning,andexecutedsystemcallsthatthe
monitoringprocesswouldnotpermit.To solvethisproblem
we adopta clever trick thatwasdevisedin thestrace [3]
program.Speci�cally, when the monitoring processinter-
ceptstheparent'sentryinto fork systemcall, it replacesthe
theinstructionin theparent's codeat its instructionpointer
(IP) with a loop instruction.Notethat thechild will inherit
this code,aswell asthevalueof IP. This meansthatwhen
controlreturnsto thechild, it will executetheloop instruc-
tion, andhencewill be stuckin an in�nite loop. In partic-
ular, it won't be ableto make any systemcalls.Whenthe
fork systemcall returnsto theparent,themonitoringpro-
cessobtainsthechild PID, andissuesaptrace systemcall
to attachto thechild. It thenrestorestheoriginal instructed
that wasstoredat the instructionpointer, so that the child
processcancontinuewith its normalexecution,but now un-
derthecontrolof themonitoringprocess.

Even after the above enhancement,there still exists a
possibilityof a racecondition:if thechild processreceives
a signal,this will interruptthe loop andcauseexecutionof
its signalhandler, which canexecutesystemcalls thatmay
not be permittedby the monitor. To prevent this possibil-
ity, we notethat if anotherprocessintentionallycooperates
with the child processto free it, thenthat processmustit-
self beanuntrustedprocessunderthecontrolof themoni-
toringprocess.Thesystemcall usedby thecooperatingpro-
cessto sendasignalcanthenbeinterceptedby themonitor
anddelayeduntil it hascontrolof thechild process.

Ar gument race condition. Thereis a delaybetweenthe
timewhentheargumentsof asystemcall is checkedby the
monitoring processand the time when the argumentsare
actuallyreadby the kernel.If the argumentsarestoredin
a memoryregion sharedby severalprocessesor threads,it
is possiblefor theseprocesses/threadsto modify the argu-
mentsduring that time delay. We addressthis problemby
moving security-criticalargumentsto a randomlocationon
the stack[10]. In order for the attackto succeedin spite
of this change,collaboratingthreads(or processes)needto
scantheentirestackto �nd thelocationwheretheargument
is stored,andthis scanmustbecompletedwithin theshort
interval betweenthe time whenargumentsarecheckedby
the monitoringprocessand the time they areusedby the
kernel.If the randomnumberis chosenover a reasonably

Figure 3. Graphical User Interface

largerange,e.g.,107 or 108, thenthelikelihoodof success-
ful attacksbecomesverysmall.

2.5. User Interface

After the isolatedprocessandits children�nish execu-
tion, the information maintainedin the mappingtable is
sentto theuserinterface(GUI). TheGUI sorts/groups�le
changesby pathnames,andthenpresentsthemto theuser
in a treelike representationasshown in Figure3. Theuser
canselectthe kinds of changesthat they wish to see,e.g.,
new �les created,�les overwritten,etc.For modi�ed �les,
userscanview thedifferencebetweentheoriginal andthe
new versionby simplyclicking on the�le name.

Optionally, theusercanusea shellthatrunsin thesame
isolationcontext astheuntrustedprocess,but hasaccessto
theoriginal �le systemthroughthe /alcatraz virtual di-
rectory. Moreover, the childrenof this shell arepermitted
to accessX-windows, so that arbitraryhelperapplications
(e.g.,imageviewers)canbe launchedby the userto view
themodi�ed �les.

2.5.1. Commit Criteria. After examining the changes
made by the untrusted process,a user can determine
whether these changescan be committed to the sys-
tem. However, it is possiblethat other processes,running
outside of the isolation context of the untrusted pro-
cess,may have mademodi�cations to the �le system.If
thesechangesinterferewith the changesmadeby the un-
trusted process,then commitmentof the changesmade
by the untrustedprocesscan lead to an inconsistentsys-
temstate.Hence,we adoptanapproachin which thecom-
mit operationis allowed to go through only if the �les
modi�ed by theisolatedprocesswereneitherreadnorwrit-
tenby outsideprocessessincetheinstantthe�les were�rst
accessedby theisolatedprocess.

It may seemthat this approachis too conservative and
mayrejectresultsthatcanbeconsistentlycommitted.While
this may be true, we observe that abortsdo not causetoo



muchdif�culty in Alcatraz.In particular, theuntrustedpro-
gram can be executedagain.Sincethe changesmadeby
the untrustedprogramwere discarded,rerunningthe pro-
gramwill likely producethesameresults.At this point, the
sameinterferencemaynot have takenplace(assumingthat
suchinterferencewasararecoincidence),andhencethere-
sultscanbecommitted.

Our currentimplementationof commitmentcontainsa
racecondition.In particular, interference(by processesout-
side of isolation) may happenduring the time �les are
copiedfrom themodi�cation cacheto the�le system.This
raceconditioncanbeavoidedusing�le systemlocks.Un-
fortunately, mandatorylocks arenot supportedby default
on Linux dueto thepossibility that they may leadto dead-
locks.If this werenot thecase,thentheraceconditioncan
beavoided.In practice,however, wenotethattheracecon-
dition is notasigni�cant problemin thecontext of untrusted
programexecution,as it is unlikely that the �les accessed
by sucha programwould alsobe accessedby otherunre-
latedprocesses,that too within the shortperiod taken for
�le copying.

3. Implementation results
We have implementedAlcatrazon the Linux operating

system[1]. TheimplementationhasbeentestedonRedHat
Linux 7.2andRedHat Linux 8.0distributions.Theperfor-
mance�gures givenbelow wereobtainedon a PCrunning
Red Hat Linux 7.2 on a 1.7GHzP4 processorwith 1GB
memory.

3.1. Example Applications

Our implementationwastestedwith threeapplications:
two freewareprogramthatorganizeimage/audio�les, and
theinstallationof a softwarepackage.

Picturepages is aphotoorganizingprogramdiscussed
in Section1.1.We testedit with a directoryof jpeg photos.
Alcatrazreportedthecreationof adirectoryandchangesto
thepicture�les. We furtherusedanimageviewer to exam-
ine someof the generatedpicturesto make surethat they
wereproperlymodi�ed.

Thesecondprogramthatwasusedis mpls , which takes
a list of mp3�les andcreatesa playlist sortedby artist,al-
bum,track,or title on thestandardoutput.A directorycon-
taining variousmp3 �les wasusedas the input. After the
program�nished execution,the user-interfacepresenteda
report that summarizedthat no changesweremadeto the
�le system.

The third program we testedwas the installation of
mozilla , a free web browser. The installation program
modi�ed three con�guration �les of a previous version
of mozilla and installed all �les into a new directory.
All thesechangeswerecapturedby Alcatrazandreported
throughtheuserinterface,asshown in Figure3.

In all theseexamples,theisolationoperationguaranteed
the safetyof the user's resources,aswell asprovided the
convenienceof concisesummarieson the outputsof these
executions.

3.2. Performanceresults

Wehavemeasuredtheperformanceusingtwo setsof ap-
plications.The�rst setof applicationsaretheaboveexam-
ples.ThesecondsetincludedcommonUNIX utilities such
asmake gcc , gzip , ghostscript , andtar .

Thefollowing testingdatawasused:

� for make gcc , wecompiledtheopenssh packagever-
sion 3.7p1underisolation.It contained69849lines of
C code.

� for tar , a directory tree containingseveral mp3 �les
were usedas the input for the archive operation.The
sizeof output�le was85MB.

� for gzip , the output of the above tar commandwas
usedasinput.

� for ghostscript , a 10-pagepaper, containing170K
bytes,wasusedastheinput.

In orderto know how eachmodulein Alcatrazcontributes
to theoverhead,we performedthreetime measurementsof
the sampleapplication.They are the executiontime with-
out any systemcall interception,the executiontime with
only thesystemcall interceptor, andtheexecutiontimewith
full isolation system,respectively. The normalizedexecu-
tion time (ratio to theexecutiontime without isolationand
withoutsystemcall interposition)is shown in Figure4.

Fromtheperformanceresults,we canseethattheisola-
tion mechanismitself (thedifferencebetweentheoverhead
of “Interception Only” and the overheadof “Isolation”)
contributesto a modestoverheadof lessthan20%. How-
ever, the systemcall interpositionmechanismcontributes
to a signi�cant overheadfor someprograms.This over-
headvarieslinearlywith thefrequency of systemcallsmade
by an application.Compute-intensive applicationssuchas
gzip andpicturepages make muchfewer systemcalls
perunit time of execution,while otherapplicationssuchas
tar makesystemcallsat amuchhigherrate.

Systemcall interceptionoverheadcan be signi�cantly
reduced(to under10%)usinganin-kernelimplementation.
However, if we hadbasedAlcatrazon kernel-basedinter-
ception,it wouldbeharderto port,andmoreover, cannotbe
downloaded,installedor runby usersthatdonothavesupe-
ruserprivilege.Comparedto this drawback,theadditional
overheadseemsto be quite acceptablefor the classof ap-
plicationstargetedby Alcatraz.

4. Relatedwork
Sandboxingsystems.Janus[9] incorporatesa /proc �le
systembasedsystemcall interpositiontechniquefor theSo-
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laris operatingsystem.A morerecentversionhasbeenim-
plementedon Linux, andusesa kernelmodulefor interpo-
sition. Chakravyuha[8] is a monitoringsystemthatusesa
kernelinterceptionmechanismto implementa sandboxing
approach.MAPbox [4] is a sandboxingmechanismwhere
the goal is to make the sandboxmore con�gurable and
usableby providing templateclassi�cationsof behaviors.
Consh[5] providesasimilarsandboxingenvironmentwhile
addressingtransparentlocalandremoteaccessto �les.

SoftwarePot[12] incorporatesa securesoftwarecircula-
tion modelthatcon�nes thebehavior of theuntrustedpro-
gram.In this case,the software to be run is encapsulated
with a �le system.Theusermustencapsulatethecomplete
list of the �le systemresourcesneededby the programin
orderto make it executesuccessfully. Furthermore,all the
operationsto the �les are con�ned to the “pot” archive.
Theschemestill requiresaprioripolicy selection,which(as
pointedout in theintroduction)is oftendif�cult.

Systrace[16] is a sandboxingsystemthat noti�es the
useraboutall systemcalls that an applicationtries to ex-
ecute.It thenusestheresponsefrom theuserto generatea
policy for theapplication.

The disadvantagesof sandboxingapproaches,as com-
paredto isolation,wasdiscussedin Section1.1.

Isolation systems.[15] and [7] usephysicalisolation to
protectagainstdamagesto theclient'smachine.Theincom-
ing mobile code(java applet)is sentto anothersetof ma-
chines,called“playground”(somemachinescontainingno
importantdata),to execute.As mentionedin the introduc-
tion, thesetwo systemsonly targetJavaapplets(whichonly
constitutesa small fragmentof the largebodyof untrusted
codeon theInternet),requireadditionalresources(suchas
new machines),anddisallow any accessto the user's en-
vironment.In contrast,our approachis languageindepen-
dent,andrequiresno additionalphysicalresourcesandal-
lowssafeaccessto theuser'senvironment.

Logical isolation provides many bene�ts over physi-

cal isolation. It has beensuggestedbefore and analyzed
[14, 11, 19]. Algorithms and protocolsfor realizing logi-
cal isolationin thecontext of databasesaswell as�le sys-
temswaspresentedin [14]. In the�le systemcontext, it de-
scribedisolationprotocol,merging protocol,andan algo-
rithm for resolvingcon�icts. However, practicalissuesthat
arisein implementingtheapproachon a modernoperating
systemwerenot considered.Our work in this papercom-
plementstheseworks, anddevelopingan application-and
OS-transparentapproachfor practicalapproachandtool for
realizinglogically isolatedexecutionof programs.

Recovery-oriented systems.The Recovery-Oriented
Computing (ROC) project at Berkeley [2] is develop-
ing techniquesfor fast recovery from failures, focusing
on failuresdueto operatorerrors.[6] presentsa broadap-
proach that assists recovery from operator errors in
administeringa network server, with the speci�c exam-
ple of an email server. In spiteof the apparentsimilarities
in the goalsof this work and ours, the technicalrequire-
mentsarequitedifferent.They targetnetwork-orientedap-
plications whose actions (and their effects) needsto be
visible to otherprocessesand/orhosts.In contrast,our ap-
proach targets �le-oriented applications whose actions
shouldbeinvisible to therestof theworld.

[23] presentsanapproachfor safeexecutionof malicious
applicationson Microsoft Windows by interceptingoper-
ationsmadeby the maliciouscode.Their approachis to
createbackupcopiesof �les beforethey are modi�ed by
themaliciousapplication.A drawbackof this approach,as
comparedto ours, is that the modi�cations are visible to
otherbenignprocessesin the system.If a benignprocess
modi�es thesystembasedon the�les modi�ed by thema-
liciousprocess,thentheremaybeno way to undotheseef-
fects.In contrast,our approachensuresthat the actionsof
theisolatedprocess(es)donot corruptthesystem.



File systemapproaches.TheElephant�le system[17] re-
tainsall theimportantversionsof a�le, andhasaninterface
for usersto selecta speci�c version.RFS(RepairableFile
Service)[24] is speci�cally designedto facilitaterepairof
acompromisednetwork �le serverby maintainingprevious
versionsof �les. Theseapproachesgenerallyhave a signif-
icantstorageoverhead,sincestoringversionscanconsume
signi�cant additionalspace.In contrast,our approachdoes
not imposehigh storageoverheads.More importantly, our
isolationapproachprovidesa simple,automaticapproach
to undothe effectsof a maliciousprocess.In contrast,the
undosteptypically requiresmanualassistancein the case
of versioningapproaches.Moreover, thereis no easyway
to undothe effectsof a maliciousprocesswithout risking
lossof data,which mayoccurdueto thefactthatsomeac-
tionsof benignprocessesarerolled backaswell.

3D �le system[13] providesa convenientway for soft-
waredevelopersto work with differentversionsof a soft-
warepackage.It also introducesa techniquecalled trans-
parentviewpathingwhichis basedontranslating�le names
usedby a process.It givesa union view of several direc-
tory structuresthusallowing the applicationtransparently
accessonedirectorythroughanother'spath.As it is notde-
signedto dealwith untrustedapplications,it needstheco-
operationfrom theapplicationfor this mechanismto work,
while ourapproachprovidesamandatoryisolationlayerfor
theuntrustedprogram.

5. Summary

In this paper, we presentedan approachthat supports
safeexecutionof untrustedprograms.Our approachuses
the ideaof logical programisolation,whereactionsof the
codeare invisible to the rest of the systemuntil they are
committedby a user. Beforecommitting,the usercan in-
spectthesystemstateto determineif theactionsof thepro-
gramcompromisedtheintegrity of thesystem.Wehavepre-
senteda tool calledAlcatraz [1] that incorporatesthis ap-
proach.Ourapproachprovidessecurityfor theend-userand
enjoys many bene�ts suchasapplicationtransparency and
userfriendliness.We have discussedthedesignandimple-
mentationandpresentedtheresultsof our implementation.
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