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Abstract nisms in place at either the operating system or the applica-
tions typically dealing with such devices.

This paper discusses a potential security iSSue in COMMONG L eyample of such an operation is the use of data syn-
operating system and application environments regarding o, ,nization mechanisms for PDASs or similar devices; it is

dynamically attached devices and device interfaces. trivial to initiate a synchronization (i.e. transfer) of other-

A set of countermeasures for the identified threats is de-yise protected data from a workstation to an untrusted de-
scribed along with the integration of countermeasures into ;.
a policy-based security infrastructure; finally, an implemen-

tation of the countermeasure in the form of a policy enforce- Such an operation can, depending on the interface used,
ment module integrated into the kernel of the Microsoft Win- Pe performed clandestinely within seconds while the legit-

dows 2000/XP family of operating systems is described. ~ imate user of the workstation does not notice or is absent
from the workstation’s console (which can e.g. occur in a

populated area such as an airport lounge). Moreover, the
fact that such a data transfer has occurred may not be read-
ily apparent and visible only in audit data that is likely to be
used infrequently if at all.
The security models underlying most operating systems as- _ . . L

y ying P gsy anually disabling and re-enabling of application programs

sume that certain resources such as memory and, to a morée ", terf ltogeth toct inst h attacks. but
limited extent, storage are under the exclusive control of the O INteriaces aftlogetner can protect against such atiacks, bu

operating system. It is typically only in network communi- IS high_ly int_:on\_/enit_ent o the user, gnd_ above all Iike_ly to
cations that the need for identification and authentication be Om'tmd |r_1_5|tuat|ons_other prlor_mes mt_erfere even if the
of remote entities and the protection of the communication USer 1S sensitive to t_he ”S_ks associated with .SUCh |nterfages.
channel against e.g. eavesdropping and manipulation is ex_S|m|Iar problems arise with other coarse-grained separation
plicitly considered. mechanisms.

Even there, though, such controls are not always employedSection 2 discusses several threats to the confidentiality, in-
consistently — particularly in using wireless communica- tegrity, and availability of systems and their data emanat-
tion this can pose a severe risk in itself. ing from the use of dynamic interfaces and dynamically at-

However, a number of interface types on general-purposetached devices in current COTS operating systems.

computers have emerged in recent years that share the dysection 3 then describes a set of countermeasures to mit-
namic properties formerly associated only with network in- g a6 the risks identified within the context of such COTS
terfaces; it is those interfaces not immediately or not at all systems — the subject of the Goalkeeper component proper
associated with network protocols that this paper is con-__ 54 discusses the integration of such mechanisms within
cerned with. . . ) a larger policy-based architecture, while section 4 covers a
The fact that these interfaces require physical contact (Suchgference implementation based on modular kernel exten-
as in the case of USB or IEEE 1394) or are essentially sjons to the Microsoft Windows 2000/XP/2003 family of
line-of-sight (e.g. infrared and Bluetooth) should not dis- operating systems section 5 discusses a selection of re-

tract from their inherent threat potential. _ lated work. Finally, section 6 provides brief conclusions
We contend that the device interfaces and dynamically at- 544 an outlook on related and future work.

tached devices can provide direct or indirect access to in-

formation or mechanisms for modifying the behavior of the

systems to WhiCh the)_/ are att:’_:tghed that is not d_ealt with ad-" 1, the interest of readability, the term Microsoft Windows in the fol-
equately or with requisite flexibility by the security mecha- lowing refers to the entire Windows 2000/XP/2003 family.

1 Introduction




2 Threats quired. As an example, the Bluetooth pairing mechafism
establishes only the knowledge of the PIN code, not the

Regardless of the operating system type used, several broalfl€ntity of a device or even of a subject controlling such

threat categories can be identified, some of which depend orf* d€Vvice.

the type of interface and level of dynamism in the respective I the éxample scenario discussed in section 1, common
operating system. PDA software performs an identification verification on ini-

tiation of a data synchronization process by the user, but
does not authenticate this information. As a result, no ad-
ditional user intervention (e.qg. if a legitimate user is absent
and has locked the console) is required, and an attacker can
The model used for allocating various devices attached viatrivially prepare a PDA with the requisite user identity de-
interfaces such as serial (RS-232C), parallel (IEEE 1284),rived heuristically or from unrelated communication.
USB, FireWire (IEEE 1394), and Bluetooth in most cur- Similar threats arise from devices in bus or broadcast con-
rently dominant COTS operating systems including various figurations taking over unauthenticated device identifiers
Unix derivatives, Linux, and the Microsoft Windows NT  without causing reconfiguration to take place (see section
family of operating systems permits the association of ap- 2 3); while such operations may be detected in case of si-
plication programs with said devices and interfaces. multaneous operations of both the legitimate device and the
This model is generally limited to access control mecha- attacker’s device, human interface devices are particularly
nisms operating on the device interface as the sole entitysusceptible to this type of attack since the shared medium
(e.g. access control to a device object under Microsoft Win- (bus or wireless broadcast) is rarely contended.
dows or device special files under Unix derivatives). Taking over an unused or temporarily dormant identifier can
As a result, the enforcement of any security policy (e.g. ac- also be used in an attack, e.g. for eavesdropping on USB
cess controls) typically falls in the area of responsibility of bulk data transfers between a host and a legitimate device
the application program or the user of the application pro- such as those provided e.g. by the KeyGhpsbduct.
gram. Thus, if an operating system otherwise enforces se-
curity policies with regard to other external interfaces such 2.3 Dynamic configuration
as network interfaces and storage intefcaes including ones
for removable media, this leaves a gap in the enforcementy crycial feature permitting attacks described above and
mechanism suite that could be exploited by both malicious ;e that is potentially problematic in its own right is the
users and external threats. dynamic and automatic configuration mechanism for new
The example scenario discussed in section 1 reflects suchjeyices and devices instances integrated into operating sys-
a threat, here an application (the synchronization software)tems, In most Unix derivatives this is somewhat limited,
implicitly assumes that any device present is authorized tognq although e.g. the Sun Solaris USB framework includes
receive and transmit data. Similar problems arise with other nexs drivers supporting mass storage profiles and hence
storage and communication devices such as modem intery|sg has full volume manager support for USB-based mass
faces that are also fully under the control of an application. storage and removable media, most Unix systems and Linux
depend on individual device drivers to support one or more
2.2 ldentification and authentication dynamically (or Plug-and Play, PnP) configured devices.

2.1 Application control

. o The Windows NT family of operating systems, however, in-
Both common operating systems and application programsg|,des extensive support for PnP and therefore faces several

typically do not identify and authenticate devices and appli- treats that do not exist in the previously mentioned sys-
cation programs (or users), regardless of whether the devicgems. Here, devices found both during the boot process and
is configured statically or dynamically (see section 2.3). jgentified at runtime are activated. This occurs regardiess of
In many cases the underlying devices do not provide for {he privilege level of the user or users currently logged in.
such mechanisms themselves (€.g. in case of human inter for 5 given device, no device driver is currently loaded,
face devices attached via _radlo_or mfr_ared _mterfaces, thesgnhe pnp manager will attempt to install a driver for such
commonly employ only limited disambiguation), which can 4, jgentified device. It is particularly noteworthy that if the

Igad to undesirable interactions at both functional and Sec“'system contains the setup components for the device (which
rity levels.
In other cases, the identification and authentication mecha- 2Establishing a shared secret (a PIN code) for symmetric channel en-

. . e . ; cryption and authentication using an out-of-band mechanism
nism does not, in addition to potential weaknesses e.g. in the 3A family of products by KeyGhost Ltd., Christchurch, NZ, which per-

s_trength of cryptog_rap_hic me_c_hanisms, eStabHS_h the ideN-orm purely hardware-based human interface device action logging, cor-
tity of the communicating entities at the semantic level re- porate URLhttp://www.keyghost.com




is frequently the case since the Windows NT family by de- above, these are generally not present in current COTS op-
fault includes a repository of device drivers and setup com- erating systems, these must be retrofitted into the operating
ponents on installation), even this reconfiguration will occur system of concern.

regardless of the currently active users (see figure 1). The security policies to be enforced may require several
Such device drivers, even if they are not Trojan horses in-types of intervention, all of which must be supported by
stalled by an adversary, may cause undesirable interactiongnstrumenting the components. The simplest intervention
with existing components or permit the attachment and op-type is the enforcement of access controls, followed by the
eration of devices along with application programs and sys-granting or continuation of control and data flows; all of
tem services automatically installed along with the device which have in common that they are reactive and result from
driver by the setup components (which operate at adminis-actions taken or attempted by either users or devices.
trative privileges) that contradict security policies in effect Security policies which can take trace-based properties into
for a given system. account can further restrict undesirable behavior. This gen-
It is therefore possible to induce a demonstrably insecureerally places such policies outside the Execution Monitor-
system state by having a system recognize an additional oing class identified in [17], imposing severe limits on the
new device without requiring the presence and actions of anefficient expressibility of such policies; however, in the ap-

authorized user or even elevated privileges. plication area relevant to this discussion, terminating traces
or even partial traces that are determined as unacceptable
3 Countermeasures frequently are sufficient to enforce security policies (e.g. if

protocol elements are detected, terminating the protocol is

While for some of the interface types discussed here, dis-Teduently an adequate response). ,
abling of devices or device types at the level of the operat- Additionally, the instrumentation may also be instructed to

ing system can be adequate (e.g. enforcing access controlBerform certain opgrations (qsing the same control flows as
to device objects or device special files), this assumes thai" the case of reactive behavior) or to collect data for use by
a given user or all users for a given system will have no le- the security policy enforcement mechanisms.

gitimate use for the interface and all devices that may be SINC€ in many cases a number of operating system com-
attached to such an interface. ponents including device drivers are involved, this implies

Particularly in case of bus-type interfaces that may also that the enforcement instrumentation must be fitted in each

have required (e.g. human interface) devices attached, thi€f the relevant loci. Atthe same time, the modifications in-
is clearly inadequate. troduced by this instrumentation must not affect the overall

Another possible countermeasure is the selective granting®€havior of the operating system both from the perspective
of elevated privileges for accessing devices to certain ap-Of individual device drivers and from application programs

plications or processes; an example of this approach is theAnd Users. - . . _ o

device allocation mechanism commonly found in MLS sys- '€ former is a pragmatic requirement since providing in-
tems (e.g. Sun Microsystems’ Trusted Soljrier remov- dividual instrumentation fo_r_each possible device driver
able media. would be highly inefficient; it is therefore necessary to pro-
While such approaches permit e.g. the handling of remov-vide .the requisite instrumentation at a I_eyel that does not
able media, dynamically configured bus systems are subject€duire such modifications, which is facilitated by the ab-

to similar constraints as in the previously described counter-Straction mechanisms for device classes found in most op-
measure. erating systems.

Given the limitations of such static protection mechanisms, The second component class provides the requisite dynamic
it appears that a security mechanism for dynamic devicescontrol via policy-based mechanisms. Given enforcement
and device interfaces should also be itself dynamic andcomponents as described above which intercept control
adaptive and be able to enforce any security policy an in-fiows inside the configuration management components and
dividual or an organization might have with regard to the gevice interfaces at well-defined instrumentation points, de-

admissibility and use of such devices. cisions on the admissibility of such operations can be made
) ) ) based on security policies either configured locally (as is
3.1 Dynamic Device Interface Security the case in the standalone Goalkeeper system) or from re-

o ) o ) mote systems in externally controlled reference monitors

The requisite mechanism can be divided into two compo- (ECRM) [23].
nent classes. _The first compone_nt class consists of enforcem case of permitted configuration changes and operations
ment mechanisms for the security controls; since, as notethe intercepted control flow continues unimpeded, while a
“hitp://wwws.sun.com/software/solaris/ negative d_e_cision on the part of the ECRM must result in an
trustedsolaris/ error condition that can be handled properly by the remain-




ing system components since it is frequently not possible to Application Win32
transparently extend the range of error conditions supported Programs N Services

by unmodified operating system components and third party Y Y %
device drivers. v — =
The information contained at the device level is frequently WMI User Mode Setup g
limited (e.g. in identifying higher level abstractions such as Service PnP Manage Components ~ *
which subjects and objects are involved in a transaction); T

by instrumenting the operating system at several abstrac- ‘i'_f ad ‘l'_‘

tion layers as described in [21], it is, however, possible to WDM/ PnP Power e,
correlate the requisite information at the ECRM. WMI Manager | | Manager | | Manager || =
This permits the determination of compliance with security || Routines 3
policies at higher levels (which typically implies that oper- I/O Subsystem -
ations that would have to be denied at a lower abstraction ¢ §
level can be granted and may also include protocol-specific Device Driver Layer ‘
actions such as the embedding of additional information on ¢

subject and object identity) and handing over of enforce- ’
ment to the semantically appropriate layer.

However, this paper does not cover the details of the layer-
ing mechanism; these are described in [21] while [23] de-
scribes the underlying policy mechanism.

Hardware Abstraction Layer ‘

Figure 1. Windows 2000 1/O Architecture

4 Implementation while processing for types of ports such as USB are fre-
quently handled by port drivers. Specific device instances
While the general concepts outlined above are applicablewithin a type of port are then handled by miniport drivers
to other COTS systems, the following concentrates on therelying on the support of port drivers.
Microsoft Windows NT [18] family of operating systems Moreover, the IRP-based I/O structure permits the insertion
and specifically on Windows 2000 [19] and later since these of a type of driver called filter drivers into arbitrary positions
introduced the dynamic reconfiguration mechanisms dis-of this device driver stack and to require processing both in
cussed above and hence also the problems associated witthe control flow direction towards the hardware as well as
such features. in the reverse direction.
Even though the interfaces exposed to application programsrhis enables both pre- and postprocessing steps for each
(both the environmental subsystems such as Win32 andrp; the latter are also possible within individual drivers in
POSIX and the Native API) for device handling resemble the form of /O completion routines that are called by the
e.g. Unix derivatives in that file objects are used for repre- |/O manager after the processing of an earlier step.
senting and communicating with device drivers and devices,
the underlying operating system itself is asynchronous andConversely, if a device raises an interrupt, the appropriate
packet-based. Figure 1 omits the procedural interface layerdevice driver registered for the given interrupt enters an
and shows the component interactions involved in deviceinterrupt service routine (ISR) in which the operations re-
I/O relevant to this discussion. quired for servicing the device are either performed directly
In this model, I/O requests originating from environmental in trivial cases or, more frequently, transformed into a de-
subsystems are routed through the native system servicegerred procedure call (DPC), which then completes the re-
API and the kernel-level I/O manager. The I/O manager dis- quired operations at a lower interrupt privilege level, avoid-
patches I/O request packets (IRP) to device drivers that arang blocking the remainder of the system. All of these pro-
registered with i, ultimately the device drivers interface cessing steps must be handled by filter drives as well.
with the hardware abstraction layer (HAL) which provides As can be seen from the above discussion, inserting filter
access to the physical ports and memory areas required fotrivers into the processing stack permits the insertion of
interfacing with the devices proper. instrumentation points for monitoring and auditing as well
While monolithic drivers exist, the device driver layer is as for access and other behavior-based controls for exist-
typically subdivided into several devices. General I/O pro- ing, loaded device drivers; the typically modular structure
cessing for a class of devices is provided by class driversof the device drivers (class, port, and miniport drivers) per-
SWhi o . mits the efficient interception of several generic device in-
ile there are other types of device drivers involving specialized

treatment, the types of devices relevant here are covered by the above disFer]c_a?es WithO_Ut requiring knowledge of device drivers for
cussion. individual device models.




Additional device driver functionality that can also be made early in the boot section prior to enumerating any devices
subject to interception includes 1/0O cancellation routines relevant to the discussion here which dynamically alters the
that are called whenever an 1/0O operation is canceled ei-entry points of the kernel-mode PnP manager at runtime to
ther explicitly or by termination of the thread that caused point to its interception mechanism (which in turn return
the original IRP to be issued; since such operations maycontrol flow back to the PnP manager) [10].

not only result in cleaning up of data structures but also in- If a device driver's presence is now detected during enu-
volve operations on physical devices, they must be inter- meration, the interception mechanism for device operation

cepted and made subject to security policies as well. must be set up. To this end, filter drivers must be regis-
tered for each device that is to be controlled; the Microsoft
4.1 Device Initialization Windows systems here distinguishes between driver objects

(for device drivers which may support multiple devices) and
For all devices to be subjected to security policy control, the device objects.

interception mechanism must be set up individually. While
P " 4 Functions to be intercepted are controlled by the driver ob-

some devices are configured at boot time and could there-, ; ) .
fore be statically instrumented, supporting dynamic config- ject, although latter are also of interest for the discussion

uration controls as described in section 2.3 requires supporf'€"€ Since they must be used to distinguish between in-
for the PnP mechanism of Microsoft Windows. starllces qu””g |.ntercept|on. . .
Two configuration control paths must be distinguished. One Puring this loading process, filter drivers must be attached
is explicit configuration based on registry database entries,IrStly to all bus-type devices (bus filter drivers) to control
the other is called device enumeration and results from issu-€-9- Py causing cancellation of IRPs) the further configura-
ing commands to bus-type devices (referred to as physicalion changes of a given bus. _ _
device objects) to enumerate each device attached to the de=€cond, the PnP manager must then be dynamically in-
vice (the basic mechanism also applies to devices added t&tructed (using each devices’ registry class key) to load fil-
bus configurations later, in this case an interrupt is gener-t€r drivers for the actu.al function drivers; this process is re-
ated by the bus device). peated along the device tree as well as for each change in
device configuration as monitored by the abovementioned
This model is also supported for so-called legacy drivers pseudo-device driver.
that do not support PnP operations; the system initializa-\ypjje it is generally possible to employ both lower-level
tion itself starts with a virtual bus-type devfoen whichall  fiter drivers (inserted between the bus driver and the func-
legacy and bus devices are enumerated in a device tree; fofio griver) and upper-level filter drivers (inserted between
device drivers not initialized at boot-time, the PnP manager ine /0 manager and the functional device driver), only the
(sge figure 1) loads device drivers for detected devices alongaiter are covered by the implementation described here.
this tree. . . . .. Byredirecting the control flow of the kernel PnP manager,
However, if a device is encountered for which no driver is ,hitoring for the occurrence of the operations described
available in the system, the standard Microsoft V\_/mdovys above, and dynamically performing actions directly (such
system calls on the user-mode PnP manager for installing, g yenying the continuation of a device driver installation)
device drivers, possibly installing new devices from existing or by inserting the requisite data structures into the reg-
driver cabinet files. While such device driver installation is istry to ensure that all required filter drivers are loaded, the

not performed if user interaction is required and either the v, .o s described in section 2.3 can thus be countered effec-
current user has no administrative privileges or no user is o

logged into the system, such installation can proceed com-
pletely automatically and unchecked. .

By intercepting the calls to the user-mode PnP manager""2 I/O Processing

from the kernel-mode PnP manager and determining the

admissibility of such operations based on the device in- For each filter driver (i.e. both bus filter drivers and upper-
stance ID, this threat can be addressed. While replacing thdevel filter drivers) inserted dynamically as described in sec-
kernel-mode PnP manager directly with an instance con-tion 4.1, the drivers must support the dispatch, 1/0O, inter-
taining redirected entry would be a possible implementa- rupt service, and deferred procedure call service routines as
tion, an alternative is preferable in the interest of portability well as the completion and cancellation routines described
and installability. in section 4.

In most cases, however, it is sufficient to merely pass
through the interrupt request packets (performing audit in-
strumentation steps as necessary) without modifying the fil-
60n PC98 and later systems this is generally an ACPI enumerator  tered device behavior (exceptions to this include the use of

This alternative consists of using a pseudo-device driver
(with no physical device associated with it) that is loaded




IOCTL calls for performing device operations; these must Native

be dealt with at a device-specific level). Interface | Ueer Mot
Only the dispatch routines for the device objects themselves seues e

(e.g. for opening, reading from and writing to devices) must o S‘ystem Kernel Mode
be handled separately since the instrumentation must sup- | services

port all operations specified by the security policies as out-

. . . 1/0 Manage!

lined in section 3.1.

While the Microsoft Windows operating system employs
a reference monitor mechanism, this mechanism does not
meet the completeness property of [1] since not all opera- [
tions are or can be subjected to the scrutiny of the system’s
own reference monitor.

For processing IRPs, two strategies must be employed. For 3

generate:

A
IRP }--{File Object)--»EDriver Obje%--»{Device Obje}t

Identification of responsible device object / driver

issues

simple IRPs, an IRP stack location entry can be used to as- || pispatch Start Interrupt DPC
sociate pending processing with an IRP; otherwise associ- || Routines| | 10 Semice || Routine |(e-» ECRM
ated IRPs must be created which link back to the original ¥ interceptt  Devicet Driverf
IRP to be processed. ! ! ! ! Direct forwarding

| | | | or IRP chaining
In either case the instrumentation points for each of the dis- — i Interrupt ’
patch point are accessed and control flow is transferred to || RSP [ Siat Service | | orC
the externally controlled reference monitor for auditing and _ _Routine

Original Device Driver

a decision on the admissibility of further processing. In case
this is denied, the IRP must be canceled or return with an
error code depending on the circumstance under which the
denial occurs.

The processing outlined above also applies to device-
initiated (interrupt) communication; any such processing

must — because of the delays inevitably introduced by call-
ing on the externally controlled reference monitor and be-

cause the ECRM may not be able to perform its processing
at the device IRQ level — occur inline by tagging the result-

ing data for processing at a more permissive IRQ level later
on.

Figure 2 shows a schematic diagram of the interception
mechanism and the interposition of the filter drivers on each
of the functional components of the device driver depending
on the device object selected by the IRPs ultimately issued
in response to API calls at the application levels or interrupt
processing.

In the case of a standalone Goalkeeper system, the ECR
module does not rely on a formal model for security pol-
icy decisions but rather is configured statically for a given
system and device configuration.

In most cases, protocol analysis must take into account in-

formation that is obtained in the dispatch points for opening, security policy decisions at appropriate semantic levels to
reading from, and writing to a device object. Any process- y policy pprop

ing must be applied to transport-decoded streams (but ma);etam maximum expressiveness and hence limit the types of

also be applied to raw data streams; however, this leads to %Irt]enng"exrzjllcﬂilyi Or(; Cl:mng atritthe d(|ai\llcensft arg . :Ithlr:f rrnefeL-
significant performance penalty). g policy decisions fo security policy enforceme ech-

anisms situated at higher abstraction layers.

Filtering steps can be achieved by a set of timed generalAs an example of this processing, consider the attachment
Biichi automata = {(Z',—",1',Z},, 7')} where for each, of a storage device such as popular USB memory sticks.
(Z', 11"} is a transition system with a fixed alphabi&f,C The device filter driver loaded on obtaining the device in-
Z' the set of initial states and’ C P(Z') the set of sets of  stance ID can forward this information to the ECRM, which

Figure 2. Interception of Device I/O

accepting states [20]. (Rhi automata are desirable since
they are well understood and can model infinite accepting
states, a situation that can arise frequently in the type of
protocol interception required here.

Each automaton may undergo several transitions prior to
establishing either an accepting state or rejecting the data
stream; the outbound stream can only be forwarded if no
automaton is still in an intermediate state. For most pro-
tocols used with the devices discussed here (e.g. SyncML
and earlier protocols), the required information can be es-
tablished quickly.

For some devices, memory mapping and direct access via
|\jhe caching subsystem (called Fast I/0O) must also be con-
sidered, in this case, however, the individual protocol steps
cannot be followed efficiently since protocol data units may
be exchanged via mapped memory segments without in-
volving the I/O manager or IRP processing.

As noted in section 3, it is frequently desirable to perform



can determine whether a file system filter driver [22] en- of such devices with insufficient support from operating
forcing the security policy for file-level semantics is present system security mechanisms and application programs.
and active for the newly attached device (e.g. by transpar-A set of countermeasures for defining and enforcing secu-
ently encrypting and decrypting data stored on the memoryrity policies over such interfaces has been described along
stick). with a reference implementation based on the Microsoft
If this is the case, then the ECRM can perform the requisite Windows family of operating systems that effectively coun-
policies through the file system filter driver while instruct- tered the threats identified at the outset.

ing the device filter driver to let all communication to the Beyond the reference implementation described here, other

file system driver stack unimpeded. platforms require different interception mechanisms de-
pending on their I/O architecture.
5 Related Work For systems such as OpenVMS, the packet-processing ap-

proach is equally applicable (although the lack of PnP sup-

Most existing work on protection at the device level has, Portimplies that several of the threats discussed in this pa-
with the exception of device allocation mechanisms already Per are not relevant for this platform; also, since OpenVMS

found in the Multics system prior to project Guardian [4, 11] SUPPOrts device and volume allocation, the application area
has concentrated on the virtualization of system instances. IS largely limited to mechanisms such as using synchro-

Some virtual machine monitors, such as the SDC KVM/370 Nization mechanisms for PDAs); therefore the need for the
[5] and the DEC VAX VMM Security Kernel [7] have been Mechanisms described here appears limited.

used to separate mandatory security classes. ____ For Unix derivatives, however, the increasing support for
The drawback of such approaches is that the flexibility in pnp mechanisms would indicate the contrary. Here, pre-

separating the individual virtual machines (and in extreme jiminary results indicate that interception mechanisms are
cases individual application programs) is not very high, al- 4 gne hand simpler to implement (given the device special
though this is presumably adequate for a pure MLS Systemifiie architecture, only a very limited set of functions must be
for other security policies, however, the availability of more jnstrumented, and this can occur by dynamically replacing
information to base security policy decisions permits finer e gevice special calls), and on the other hand significantly
granularity security policies. _ more difficult to maintain for a larger set of devices.

As noted by [12], the virtual machine-based approach is fur- s is due to the heavy reliance on IOCTL data structures,
ther made undesirable by the limitations of both the under-,ich are per-device specific and at the same time due to
lying hardware found in COTS hardware based on the IAPX the |ack of a generalization and abstraction mechanism such
86 architecture and the lack of trustworthy software (0per- 55 the one found in the VFS file system architecture first

ating system) platform to base such a system on. introduced in Sun Solaris and now widely adopted for Unix
The issue of trustworthiness in such underlying systems hasjerivatives.

also been the subject of research particularly with regardte mechanisms described in this paper can be extended
to microkernel implementations such as the Mach-basedg;gficantly and must in fact be tailored to specific inter-

DTO.S [14, 13, 15] and_ its successor EIask/Fque (WhiCh_in faces and even application programs if the security policies
factis based on recursive virtual machines as its underlying;, pe supported call for a level of control that requires the

organizing principle [3, 16]. semantic analysis of such protocols.

Both of these systems also provide a fine-grained accesgqyever, as such support is frequently not required at an
control to the device objects. However, such systems ar€g|5porate level (e.g. identifying whether a given protocol
confronted with a relative dearth of application programs protocol element is initiated is sufficient for enforcing

available. a policy simply prohibiting the completion of the protocol

Other related approaches include the general mechanismaement), the burden on implementers appears manageable.
for interposing security enforcing code between applica-

tion programs and the system kernel as in the case of SPIN
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