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Abstract

Intrusion detection is an important part of networked-
systems security protection. Although commercial products
exist, finding intrusions has proven to be a difficult task with
limitations under current techniques. Therefore, improved
techniques are needed. We argue the need for correlating
data among different logs to improve intrusion detection
systems accuracy. We show how different attacks are re-
flected in different logs and argue that some attacks are not
evident when a single log is analyzed. We present experi-
mental results using anomaly detection for the virus Yaha.
Through the use of data mining tools (RIPPER) and corre-
lation among logs we improve the effectiveness of an intru-
sion detection system while reducing false positives.

1. Introduction

Information and resource protection is a primary concern
of most organizations. To be able to secure their assets,
organizations need effective intrusion detection techniques
to respond to and recover from Internet attacks. An intru-
sion detection system (IDS) attempts to detect attacks by
monitoring system or network behavior. While many ex-
isting IDSs require manual definitions of normal and ab-
normal behavior (intrusion signatures) [25], recent work
has shown that it is possible to identify abnormalities au-
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tomatically using machine learning or data mining tech-
niques [6, 1, 2, 8, 14]. These works analyze network or
system activity logs to generate models or rules, which the
IDS can use to detect intrusions that can potentially com-
promise the system integrity or reliability.

However, most of the previous work on intrusion detec-
tion focuses on activities generated by a single source, re-
sulting in many false positives and undetected intrusions.
For example, some studies [14] detect intrusions by mon-
itoring the network traffic such as tcpdump logs, whereas
other studies [2, 8] monitor only system call logs. These
studies have high false positive rates.

To address this problem requires correlating activities
from all involved components and analyzing all logs to-
gether. This is because an intrusion typically leaves mul-
tiple signs of its presence, which to date has not been ex-
ploited by security professionals. The general idea is to take
advantage of attack traces by correlating information found
in multiple heterogeneous logs and thus enable 1DSs to cor-
rectly identify more attacks while simultaneously reducing
the number of false positives and providing a stronger vali-
dation that an attack has indeed occurred. Furthermore, we
posit that there are many attacks that are not evident by an-
alyzing a single log but may be exposed when correlating
information in multi-logs.

We show in this paper that correlating log information
is useful for improving both misuse detection and anomaly
detection. To facilitate processing the millions of entries
found in typical logs, data mining techniques are indeed
useful. Specifically we use the data mining software tool
RIPPER [3] and correlation to improve anomaly detection,



and present results that show that log correlation can im-
prove current intrusion detection techniques.

The paper is structured as follows. Section 2 provides
background and motivation for this work. The two com-
plementary mapping approaches we use (top-down and
bottom-up) are given in Section 3 and Sections 4-7 use these
two approaches to examine attack signatures to better un-
derstand how they may be manifest in different audit logs.
We show how multiple logs are affected by common attacks
and give several specific examples of attacks and their at-
tack traces in heterogeneous logs. In Sections 8 and 9 we
outline a specific experimental procedure and present re-
sults for the case of anomaly detection for the virus Yaha,
and show that by using log correlation and data mining tech-
niques we are able to increase the effectiveness of an IDS
by reducing the number of false positives. The areas of fu-
ture work are listed in Section 10. Section 11 provides our
summary conclusion.

2. Motivation and background

The challenges in securing a computer network can be
viewed in three stages [27]:

e Prevention: Avoid intrusions if possible. Vulnerabili-
ties should be identified and patched. It is important
to use security measures such as user authentication,
authorization and access control.

e Detection: Know as soon as possible when an intrusion
occurs. Installing and using well configured anti-virus
software, firewalls and IDSs helps early detection.

e Reaction: Respond to an intrusion. Problems should
be fixed, intruders stopped and data restored.

Since it is unlikely that we will ever be able to prevent
all intrusions, being able to detect an intrusion is fundamen-
tal. As long as traffic flow is allowed between an internal
network and the Internet, the opportunity for an attacker
or worm to penetrate will always exist. Despite the pre-
ventive steps taken, intrusions that involve new techniques
usually succeed. During and after an attack, network and
system logs are the primary sources of information for de-
tection, response, and forensics, without these logs there is
little chance of ever discovering what happened.

An IDS is designed to analyze computer and network
activity to detect intrusion attempts as they occur. Intrusion
detection systems can be categorized as follows [27]:

e Network Intrusion Detection Systems monitor packets
on the network and attempt to discover if an an intruder
is attempting to break into a system (or cause a denial
of service attack). A typical example is a system that
watches for a large number of TCP connection requests

to many different ports on a target machine, thus dis-
covering a TCP port scan.

e System Integrity Verifiers or Host Intrusion Detection
Systems monitor system files to find if a change is
made by an intruder, e.g. “Tripwire” [12, 13].

e Log File Monitors monitor log files generated by net-
work services. A typical example would be a parser
looking for patterns in HTTP server log files to dis-
cover attacks such as “phf”’! [11] attack.

e Deception Systems, e.g., honeypots, contain pseudo-
services that emulate systems and networks of systems
including well-known holes in order to trap hackers.

The majority of commercial IDS solutions are network-
based. One way to approach network intrusion detection
is to detect statistical anomalies. The idea behind this ap-
proach is to measure a baseline status such as CPU utiliza-
tion, disk activity, user logins, file activity and so on. Then
the system can trigger an alert when there is a deviation
from the baseline. However, such anomaly detection sys-
tems tend to produce frequent false positives since users and
systems tend to deviate from normal over time. Therefore,
the majority of the network intrusion detection products are
based on signature recognition, i.e., they examine traffic
looking for well-known attack patterns. However, signature
recognition (or misuse detection) fails when an attack has
many slightly different variations thus causing many false
negatives.

A major shortcoming common to all security compo-
nents (firewalls, IDSs, antivirus) is that individually they
can be avoided, spoofed, or gamed. For example, IDS sig-
natures or IDS placement within the network can be deter-
mined from probing over time and then the IDS can either
be evaded by manipulating packets or gamed by intention-
ally triggering alarms (intentional false positives or squeal-
ing). Several successful attacks against existing IDSs are
identified in [19, 21]. An emphasis on using data from mul-
tiple independent logs will make such evasion or squealing
attacks more difficult.

Another shortcoming of current approaches in intrusion
detection systems is that they only attempt to detect and
prevent individual attacks and not coordinated distributed
attacks. Much of the work centers around improving the
ability of systems to detect attacks and the speed of the traf-
fic that can be handled. Both signature-based and anomaly
detection sensors are useful tools but they only provide a
snapshot of the event in time after it has transpired. On
the other hand clues as to what is happening in real-time
on a computer network is available but spread out all over

1The phf CGI program contains a bug in the argument parsing proce-
dure. By inserting new line characters in the script parameters it is possible
to execute a command as the user running the web server.



the network. For instance, all modern operating systems
can log system and security events. Servers keep extensive
records of their operations. Many applications write errors,
warnings, and failures to their own logs. Firewalls can track
how many packets are dropped by different rules typically
at the entry and exit points of the network. If all this infor-
mation can be brought together it would enable more robust
attack detection mechanisms.

An intrusion correlation system should analyze activity
which might initially appear to be unrelated, in order to de-
termine whether it is a part of an intrusion attempt and to
characterize that pattern. Consider the case of an attacker
who attempts to crack a password and moves from worksta-
tion to workstation in order to avoid detection. This method
would not raise any alarms under normal circumstances but
with correlation it is possible to see the big picture by re-
ceiving events from all locations and raise an alert.

Correlation makes detection more effective and provides
information needed for future prevention and reaction. The
primary goals of attack trace correlation are to reduce false
alerts (i.e., false positives) and identify stealthy attacks (i.e.,
reduce false negatives). To achieve the aforementioned
goals, most of the previous log correlation research focuses
on collecting logs in the network to a central point and
then using data reduction and correlation to detect intru-
sions. Correlating multiple logs enables an IDS to make
a better decision of whether to trigger an alarm or not,
if an anomaly is observed. neuSecure [17] is a commer-
cial security event management solution that correlates files
from firewalls, IDSs, computer systems and routers to pro-
vide a comprehensive view of a security events occurring
throughout a system. netForensics [16] and Tivoli [9] are
other commercial products available that provide data ag-
gregation and simple correlation. Silvestro [24] in his Mas-
ter’s Thesis examines real-time correlation and implements
a centralized correlation engine which is an expert system
using data collection, aggregation and correlation rules.

We believe that correlating multiple logs in a single host
is also important to increase the efficiency of detecting in-
trusions. We define employing log correlation in a single
host as host-based correlation. By integrating different in-
formation from multiple logs, it is possible to reduce false
alarms and increase detection rate.

Some related research exists in the area of correlat-
ing IDS alarms to improve the intrusion detection pro-
cess [5, 18, 20]. Although the main goal and approach are
similar to our work, these papers differ in that they depend
solely on the alerts generated by the IDSs. This leads to
solutions that are tailored for particular IDSs, and what is
worse, they depend only on the limited view each IDS has
of the network (i.e., they do not have access to data from
logs not analyzed by the IDS).

3. Methodology

Our main goal is to show that log correlation can help
improve intrusion detection systems. To achieve this goal,
an analysis of how different attacks are recorded in differ-
ent logs and how correlating these logs can help identify the
attacks is needed. To accomplish this we use two comple-
mentary approaches to map attacks and the attack traces in
logs: (1) “top-down” and (2) “bottom-up”.

3.1. Top-down approach (attacks — logs)

In the top-down approach we take a known attack and
analyze its behavior to infer which logs may contain at-
tack traces. This approach reveals common behavior among
classes of attacks. It is also possible to identify logs that
are more likely to store useful information for entire classes
of attacks. The major advantage of this approach is that
it does not require detailed analysis of large log files as is
common for most computer networks. We can perform the-
oretical analysis on a wide variety of attacks without imple-
mentation details (simulation models or actually perform-
ing attacks in a laboratory environment). As a result of this
top-down approach Table 1 maps logs that are relevant to
different classes of attacks.

For example an attacker performing a Winnuke attack (a
DoS attack against the DNS system) may take the follow-
ing steps to learn if a system is vulnerable [4]. First, use
“nslookup” to locate the DNS server. Then, pings to check
if the service is active. Finally, scans port 139 (NetBios) to
learn if the Windows system is active. To detect this attack,
we should examine the DNS, NetFlow, and syslog logs.

3.2. Bottom-up approach (logs — attacks)

In the bottom-up approach we try to gather relevant in-
formation from multiple logs to identify specific attack in-
stances. Starting with simple events such as authentication
failures and numerous ping messages, we try to discover
potential attacks. Once an anomaly is detected in one of
the logs, the next step is to examine other logs in the same
time period. A decision tree can be used to determine which
logs should be next examined. A major advantage of this
approach is that new undocumented attacks can be discov-
ered. Aggregation is useful in this approach to group and
discard normal activity such that only suspicious activity is
left for correlation.

4. Attacks and vulnerabilities

As a part of the top-down approach, we studied several
attacks and vulnerabilities to determine how their effects
can show up in different kinds of logs.



Table 1. Log correlation table

Attack Log
Syslog | Firewall | Netflow | TCP | DNS | Auth | Web | Mail | FTP
Dictionary X X B3 B3 B3 B3 X X
FTP-Write X X X X
Imap X X X X X
Named X X X
Phf X X X
Sendmail X X X X X X X
Xsnoop X X
Apache2 X X X X X
Back X X X
Mailbomb X X X X X
SYN Flood X X X X X
Ping of Death X X X
Process Table X X X X
Smurf X X
Udpstorm X X X

The SANS website [23] lists the following top ten vul-
nerabilities in Unix:

=

Remote Procedure Calls

Apache Web Server

Secure Shell

Simple Network Management Protocol
File Transfer Protocol

R-Services and Trust Relationships
Line Printer Daemon

Sendmail

BIND/DNS

General Unix Authentication, accounts with no
passwords or weak passwords

©CONO A WDPN

H
©

In his Master’s Thesis, Kris Kendall [11] gives a descrip-
tion and signature of several attacks, which exploit the vul-
nerabilities cited above. Of the attacks listed in Kendall’s
thesis, we analyzed the following:

e Remote to User Attacks One in which the attacker,
after exploiting some vulnerability, gains unauthorized
local access to a machine over a network as a user
of that machine. Examples: Dictionary, FTP-Write,
Imap, Named, Phf, Sendmail, Xlock, Xsnoop.

e Denial of Service Attacks One in which the attacker
overloads a computing or memory resource, or de-
nies legitimate users access to a machine. Exam-
ples: Apache2, Back, Mailbomb, SYN Flood, Ping of
Death, Process Table, Smurf, Udpstorm.

5. A top-down approach to log correlation

There are many independent logs that store informa-
tion for their own purposes. They are sometimes not well-
organized, and information overlap exists among the logs.
We have taken the following logs into account in the pro-
cess of top-down approach: NetFlow log, firewall log, sys-
log, TCPdump, DNS log, authentication log, web log, mail
log, and FTP log.

Instead of concentrating on system vulnerabilities, each
of which can be exploited in several different ways, we will
analyze specific attacks (as listed in [11]) and how they af-
fect the different logs. We believe that these attacks can be
placed in one of two groups: denying access to others (ei-
ther under strenuous load or from invalid queries) or grant-
ing access to oneself (usually for malicious purposes).

There are many attacks, at least one for every ex-
ploit/vulnerability. Table 1 shows where a sampling of at-
tacks affect different logs. After analyzing how attacks af-
fect each log, we are able to identify two important logs
that need to be checked first: syslog and NetFlow. Ana-
lyzing these two logs and correlating the information found
in them will help improve IDS performance. It needs to be
noted that analyzing syslog is not trivial, as it contains infor-
mation from several different system logs which is typically
a large amount of data. Data mining techniques can be used
to filter the important information in these logs.

6. An example mapping: Attack to log attack
traces

As part of the top-down approach we show how a spe-
cific attack is reflected in different logs. Next is an example
of the logged actions of a real attacker’s attempt to use a
system for malicious purposes [26].

1. DNS version query probe is used to determine if BIND
is vulnerable. This action is logged in syslog.

2. System is attacked with a ‘noop’ attack. This can be
seen in the TCP dump by looking at TCP packets with
many noops, which usually indicate a buffer overflow
attack.

3. Users are created to gain root access. The telnet log
reveals that after obtaining root access of the system,
the attacker creates two users with the same password,
twin and hantu; the second with superuser access.



4. Intruder gains superuser access and now controls the
system. Syslog shows sessions opened for the newly
created users.

5. Attacker tries to use the compromised system for ma-
licious purposes. The IDS running on the system
(Snort [25]) logs the actions of the attacker:

(a) Telnets to system using as “twin”, then gains su-
peruser access as “hantu”.

(b) Downloads (ftp) attack toolkit from another sys-
tem.

(c) Installs backdoor which allows unauthorized ac-
cess to anyone with the TERM set to vt9111.

(d) Covers moves by deleting affected logs.

(e) Days later comes back and logs in using the back-
door.

(f) Downloads and installs Trinoo [7] client.

(g) Several attempts are made to use the system as a
Trinoo DDoS attack against other systems.

Finally, the sysadmin disconnects the system so the attacker
cannot use it for malicious purposes.

7. Bottom-up approach: A case of anomaly de-
tection

As mentioned in Section 3, a bottom-up approach to
finding attacks through correlation of data between logs
requires an actual logging infrastructure in an attempt to
identify attack. The problem with this approach is that
each log may have millions of entries in it, and analyzing
them is a computation-intensive task that may be intractable
for even relatively small computer networks. Data min-
ing techniques can be used to filter out the important data
from different logs and to enable the identification of dif-
ferent attacks that may have occurred. In this section we
use the bottom-up approach with a data mining tool (RIP-
PER [3]) to detect anomalies (in particular, the presence of
the Yaha [22] virus).

We used the “predict the next system call” method com-
bined with log correlation to improve virus detection. This
method was briefly mentioned in the work of Lee and
Stolfo [14, 15] but not explored.

There are currently several e-mail born viruses circulat-
ing around the Internet that have been difficult to eradicate,
e.g., Yaha [22] the e-mail virus analyzed in our work. Yaha
is first delivered to a user’s mailbox; once the user opens the
infected message, the virus searches the machine for e-mail
addresses and sends off approximately 115 infected mes-
sages to the e-mail addresses that it finds. This intrusion
takes place in the background and is unknown to the user,

and the 115 messages do not show up in the users Sent items
box.

Looking at the system call sequence, abnormal behavior
may be observed which is not deemed statistically signifi-
cant to signify an intrusion in a tuned IDS. However, if we
examine the corresponding network traffic the traces show
an unusual amount of network traffic corresponding to the
system call sequence where the user opens the e-mail. Com-
bining this information from the system call sequence and
the network traffic, it is possible to identify intrusions that
would normally not be identified using just one log.

Previous work in literature (Wenke Lee and Sal
Stolfo [14, 15]) mine system calls or network data but do
not correlate information between the two sets of data.

Lee et al. [14, 15] discuss two data mining classification
models for anomaly detection. We use RIPPER [3] as the
data mining tool for rule learning in two approaches:

1. The first approach is to feed training data to RIPPER
with both “normal” and “abnormal” (system call or
network) sequences. From that, RIPPER outputs rules
which can be applied to predict whether a (system call
or network) sequence is “normal” or “abnormal”.

2. The second approach is to train RIPPER with “normal”
traces only. Each output rule of RIPPER must have
some confidence information: the number of matched
examples and the number of unmatched examples in
the training data. These rules are used to analyze new
sequences.

The first step for both approaches is to train RIPPER with
normal traces of both network traffic and system calls. For
this we generated hours of normal e-mails/requests from the
e-mail server. We captured the system calls along with the
network traffic on a machine running Windows XP. The ex-
periments were conducted on two interconnected worksta-
tions in a laboratory isolated from the Internet. The Win-
dows XP machine had an e-mail client and logging tools
installed and the Linux box served as an e-mail server. We
used APISpy32 [10], with some modification, to intercept
system calls. The logged system calls and network traffic
on the client machine were then mined to determine if an
intrusion had taken place.

Then second approach uses a system call sequence to
predict the next system call. After processing the training
data, RIPPER generates a series of rules. One such rule
may be: if system call 1 is Open, then system call 7 should
be Closed (with a confidence level of 0.38).

After RIPPER generates the rules, the confidence level
of each rule is calculated as the number of matched exam-
ples divided by the sum of matched and unmatched exam-
ples. When mining the actual experimental data from both
the network traffic log and system call log, the confidence



level of the violated rule is adjusted similar to Lee etal. [14].
The averaged score (by the total number of sequences) of
the trace is used to decide whether there is an intrusion.
The main goal of our experiments was to test if this
method may improve intrusion detection systems when the
results from multiple logs are correlated (specifically traf-
fic logs and system call logs). For example, if there is a
slight anomaly in network traffic the confidence levels may
change when mining the system calls. Unusual behavior
found in a network traffic log may be an indication of an in-
trusion so the confidence level of certain rules for the system
call log may be increased. Thus, we are able to identify in-
trusions with higher confidence levels that would normally
not be identified by using a single log (traffic or system log).

8. Design and implementation

This section describes the different stages of design and
implementation in detail. More specifically, we present the
architecture and mining process, and how we correlate sys-
tem calls with network data.

8.1. Architecture

Our setup consisted of 2 Dell Workstations with 2.56
GHz Pentium 4 processors and 512 MB RAM. Our ar-
chitecture consists of logging utilities that monitor sys-
tem activity from different vantage points. For example,
APISpy32 [10] monitors the system from the kernel level
by recording the system calls executed by the system. Win-
Dump monitors the system from the network level. The rest
of our architecture consists of several Perl scripts used in
the correlation process.

8.2. Training

The training data (1.9 million data points) was generated
by five users. Each spent approximately 4 hours recording
“normal” and “abnormal” data. In order to capture “nor-
mal” behavior, users followed a written script which con-
sisted of sending and receiving several e-mail messages.
This included performing operations that each user nor-
mally does when using e-mail. We call each execution of
the script a “trace”. In order to capture “abnormal” behav-
ior, the same script was used with the addition of an e-mail
message infected with the Yaha32 [22] virus.

8.3. Formatting data

The next step was to format the data for RIPPER [3].
RIPPER expects a list of system calls followed by the value
that it will predict. For example, if we decide that we are

going to use five system calls to predict the sixth, then RIP-
PER expects the five system calls followed by the sixth that
it will try to predict.

A sliding window was used to scan the normal traces and
create a list of unique sequences of system calls. The size
of the sliding window was determined by empirical experi-
ments.

We tested several different sequence sizes (odd number
sizes from 5-19). These sequences are constructed from a
sliding window. For example, the first sequence would be
system calls 1-5, while the second sequence would consist
of system calls 2-6.

8.4. Generating rules

RIPPER processes the formatted sequences to generate
a list of rules. Since there were almost two million data
points, it took a long time to generate rules. The smaller
sequence sizes took less time (size 5 took 15 hours). The
larger ones took significantly longer (size 19 took five days).

Taking an idea from Lee and Stolfo’s work [15], in or-
der to get meaningful results for network traffic it is neces-
sary to introduce some type of temporal information into the
equation. Therefore, we decided to introduce the number of
connections within the past 10 seconds as a data item. The
rationale behind this decision is that a sudden spike in net-
work traffic could be a good sign of an intrusion. In short,
RIPPER used the characteristics from the network traffic
connections in order to predict how many network connec-
tions have occurred in the past 10 seconds.

8.5. Applying rules

Approximately 20% of the captured data was saved to
use for testing only; i.e., it was not used in training. The
generated rules were applied to the testing data to deter-
mine how abnormal the traces were. RIPPER returned a
list that consists of each predicted result (predicted based
upon the rules) along with the actual value. It also gives the
confidence level for the particular rule that was used in the
prediction.

8.6. Post processing of system calls

A sliding window of size 13 was passed over the list of
predicted values and actual values returned by RIPPER.? If
the predicted value differs from the actual value, the penalty
value is set to the confidence level of the rule that was
broken. Then the penalty values are summed from the 13
spaces of the sliding window and if the value is greater than
half (6.5), this “region” is considered as abnormal, other-
wise it is considered as normal.

2Size 13 was selected for the post processing window based on testing.



Normal Normal
Normal Normal
Abnormal Normal
Abnormal Normal
Abnormal Normal
Normal Normal
Normal Normal
Normal Normal
Abnormal

Abnormal

(2) Threshold = 3.5

Normal Normal
Normal Normal
Abnormal Normal
Abnormal Normal
Abnormal Abnormal
Normal Abnormal
Normal Abnormal
Normal Abnormal
Abnormal

Abnormal

(b) Threshold = 2.5

Figure 1. Sliding window in the correlation process

The reason we chose to use the confidence level as a
penalty value is to avoid rules having equal weight. For ex-
ample, a rule that has a confidence level of 50% should not
have the same penalty cost as a rule with confidence level of
99%. This differs from the work from Lee et al. [15]; they
do not use the confidence level when calculating the penalty
values when post processing.

Finally, the number of abnormal regions is added up and
divided by the total number of regions. This value repre-
sents how abnormal a particular trace is.

8.7. Post processing of network traffic

The network traffic was processed in the same way as
the system calls. The rules generated from the training data
were used to predict the number of connections in the past
10 seconds.

The rules generated by RIPPER determine that the num-
ber of connections in the past 10 seconds should be 10.
Next, we determined that if the value is actually between
0-20, we can still consider that normal. If there are 20-40
connections we say that the penalty is 1, and from 40-100
the penalty is 3. If there are 100 or above then we say that
the penalty is 5.

Consider a trace that consists of values from 1pm to 2pm.
If we see 50 connections in the past 10 seconds from 1pm to
1:10pm then we say that the penalty from 1pm to 1:10pm is
3, and so forth. These values were used in post processing.

8.8. Correlating system calls and network traffic

Figure 1 illustrates the correlation process. Figure 1(a)
shows how the sliding window is used to detect if a region
is abnormal. In Figure 1(a) the region is normal, since there
are only 3 abnormals and the threshold is 3.5. In Figure 1(b)
we lower the threshold by 1. Notice that the same region is
now considered abnormal. Lowering the threshold is equiv-
alent to increasing suspicion.

The results from the previous step were used in process-
ing the system calls again, by following the same steps in
Section 8.6 except that the time sequences that were deter-
mined were used along with their penalty values in corre-
lating the data. The penalty value was used to adjust the
threshold to determine if a region is “abnormal”.

Then the system calls were processed. When there was
a sequence with a time value between 1pm and 1:10pm the
threshold was lowered by the penalty value (3). This has the
effect of increasing the suspicion level based on the data in
a different log. After the correlation, it only took a 3.5 value
to declare a region as abnormal as opposed to the original
6.5 value.

We also decided to increase the threshold during normal
time periods. We expect this to help to eliminate false pos-
itives. For example, if network traffic is normal between
1:10pm and 1:30pm we can increase the threshold to detect
an abnormal region by 1. So, it would take 7.5 to label a
region as abnormal during that time period.

9. Results

The results obtained from the experiments are summa-
rized in Tables 2 and 3. Table 2 shows the normal behav-
ior traces and Table 3 shows the abnormal behavior traces.
Traces t3, t7, t10, t14, t45, t23, t24, t51, t53, t33, t35, t40
are all normal behavior traces. While traces t100-t104 are
all abnormal behavior traces. “Sequence size” is the num-
ber of system calls that we used to predict the next one. “No
Corr.” is the percentage of abnormality when no correlation
was done. “With Corr.” is the percentage of abnormality af-
ter the data from the two logs was correlated. “Diff.” is the
change in abnormality after we introduce the correlation.

Our experiments produced interesting results. As is ob-
servable from the tables, the results show that correlation in-
creases the accuracy of the intrusion detection system. Af-
ter correlation, normal traces become more normal while
abnormal traces become more abnormal (See Figure 2). We



Table 2. Normal behavior traces table

Sequence No Corr. With Corr. Diff. Sequence No Corr. With Corr. Diff.
Size Size
5 13
t3 8.19% 7.39% -0.80% t3 7.85% 7.16% -0.69%
t7 16.31% 14.54% -L77% t7 16.00% 14.45% -1.55%
t10 31.16% 31.73% 0.57% t10 30.54% 31.52% 0.98%
t14 30.81% 29.86% -0.95% t14 30.59% 29.66% -0.93%
45 10.66% 10.21% -0.45% 45 10.37% 9.91% -0.46%
23 6.36% 6.04% -0.32% 23 6.33% 5.95% -0.38%
24 8.14% 7.59% -0.55% 24 8.07% 7.53% -0.54%
51 26.16% 25.32% -0.84% 51 26.04% 25.17% -0.87%
53 14.52% 13.87% -0.65% 53 14.41% 13.72% -0.69%
33 7.02% 6.73% -0.29% 33 6.92% 6.64% -0.28%
35 13.28% 13.52% 0.24% 35 13.27% 13.02% -0.25%
40 17.89% 15.55% -2.34% 40 17.52% 15.34% -2.18%
-0.68% -0.65%
7 15
t3 7.87% 7.08% -0.79% t3 7.84% 7.17% -0.67%
t7 15.97% 14.39% -1.58% t7 15.79% 14.48% -1.31%
t10 30.85% 31.79% 0.94% 10 30.64% 31.51% 0.87%
t14 30.62% 29.73% -0.89% t14 30.48% 29.57% -0.91%
45 10.38% 9.94% -0.44% 45 10.34% 9.87% -0.47%
23 6.29% 5.96% -0.33% 23 6.32% 5.93% -0.39%
24 7.97% 7.42% -0.55% 24 7.96% 7.43% -0.53%
51 25.96% 25.19% -0.77% 51 25.96% 25.14% -0.82%
53 14.30% 13.74% -0.56% 53 14.35% 13.66% -0.69%
33 6.75% 6.59% -0.16% 33 6.99% 6.60% -0.39%
35 13.29% 13.29% 0.00% 35 13.29% 13.06% -0.23%
40 17.41% 15.42% -1.99% 40 17.01% 14.96% -2.05%
-0.59% -0.63%
9 17
t3 8.26% 7.15% -1.11% t3 7.83% 6.80% -1.03%
t7 16.70% 14.45% -2.25% t7 15.92% 13.73% -2.19%
10 30.38% 31.28% 0.90% t10 30.85% 30.29% -0.56%
t14 30.58% 29.74% -0.84% t14 30.38% 27.59% -2.719%
45 10.42% 9.92% -0.50% 45 10.32% 9.09% -1.23%
23 6.29% 5.95% -0.34% 23 6.66% 5.55% -1.11%
24 7.94% 7.42% -0.52% 24 7.97% 6.83% -1.14%
51 25.98% 25.17% -0.81% 51 25.91% 22.84% -3.07%
53 14.33% 13.77% -0.56% 53 14.27% 12.33% -1.94%
33 6.86% 6.60% -0.26% 33 6.86% 5.71% -1.15%
35 13.20% 13.12% -0.08% 35 13.23% 11.83% -1.40%
140 17.46% 15.34% -2.12% 140 16.64% 13.82% -2.82%
-0.71% -1.70%
11 19
t3 8.18% 7.11% -1.07% t3 7.97% 6.82% -1.15%
t7 16.64% 14.38% -2.26% t7 15.91% 13.77% -2.14%
t10 30.74% 31.65% 0.91% t10 31.03% 30.42% -0.61%
t14 30.59% 29.66% -0.93% t14 30.60% 27.64% -2.96%
45 10.39% 9.92% -0.47% 45 10.40% 9.11% -1.29%
23 6.33% 5.96% -0.37% 23 6.38% 5.60% -0.78%
24 8.03% 7.50% -0.53% 24 7.91% 6.90% -1.01%
51 25.99% 25.15% -0.84% 51 25.96% 22.83% -3.13%
53 14.45% 13.80% -0.65% 53 14.31% 12.39% -1.92%
33 6.93% 6.63% -0.30% 33 6.96% 5.62% -1.34%
35 13.35% 13.09% -0.26% 35 13.32% 11.87% -1.45%
140 17.55% 15.43% -2.12% 140 17.30% 14.07% -3.23%
-0.74% -1.75%
Table 3. Abnormal behavior traces table
Sequence No Corr. With Corr Diff. Sequence No Corr. With Corr. i
Size | | Size |
5 13
100 39.28% 40.37% 1.09% 100 39.03% 40.15% 1.12%
101 56.04% 82.04% 26.00% 101 55.91% 83.18% 27.21%
t102 27.21% 3251% 5.30% 1102 26.74% 31.85% 5.11%
t103 32.73% 43.23% 10.50% 1103 31.57% 41.03% 9.46%
1104 26.33% 25.03% -1.30% 1104 26.15% 24.84% -1.31%
8.32% 8.33%
7 15
t100 38.45% 39.66% 1.21% t100 38.79% 40.02% 1.23%
t101 44.06% 79.41% 35.35% t101 50.83% 78.82% 27.99%
t102 25.80% 31.52% 5.72% 1102 26.76% 31.89% 5.13%
t103 30.39% 41.46% 11.07% 1103 31.38% 40.02% 8.64%
104 25.41% 24.52% -0.89% 1104 26.15% 24.84% -1.31%
10.49% 8.34%
9 17
100 38.96% 40.19% 1.23% 100 38.64% 39.28% 0.64%
101 56.07% 79.53% 23.46% 101 51.54% 80.56% 29.02%
102 27.26% 32.23% 4.97% 1102 26.61% 31.35% 4.74%
103 31.31% 40.35% 9.04% 103 30.80% 39.27% 8.47%
1104 26.37% 25.2T% -1.10% 1104 26.10% 24..16% -1.94%
7.52% 8.19%
11 19
100 38.77% 40.22% 1.45% 100 39.01% 39.13% 0.12%
101 52.56% 79.29% 26.73% 101 48.44% 76.79% 28.35%
t102 26.45% 32.01% 5.56% 1102 26.23% 30.08% 3.85%
t103 32.09% 41.42% 9.33% 1103 29.48% 36.82% 7.34%
1104 25.94% 24.89% -1.05% 1104 26.54% 24.25% -2.29%
8.40% 7.47%




(2) A normal behavior trace

(b) An abnormal behavior trace

Figure 2. Percentage of abnormality in two traces, when different sequence sizes of system calls

were used to predict the next one

believe that our data mining techniques could be applied to
other IDSs to increase the accuracy of intrusion detection.
Although our results show an improvement in anomaly
detection, we also determined that the “predict the next sys-
tem call” method does not perform well for this particular
problem. Normal traces had a high level of abnormal behav-
ior to begin with, increasing the chance of false positives.

10. Futurework

The results presented here are promising but more testing
needs to be done to better understand the effects of multi-log
correlation and the “predict the next system call method”.
In particular, we need to run more tests to determine the op-
timal sequence size and the optimal sliding window size for
post processing. It would also be worthwhile to test differ-
ent methods for correlation as well as test other data mining
tools (other than RIPPER). It is also important to evaluate
the use of different logs for the correlation process.

Nearly all offline-data mining projects can be enhanced
by applying stream data mining techniques. Stream data
mining involves data mining in real-time. We feel that our
work could benefit from these techniques because once the
rules are generated they could be applied on-the-fly.

11. Conclusions

Correlating logs to discover intrusion attacks is neces-
sary to improve the effectiveness of the intrusion detec-
tion systems. By analyzing and correlating the information
found in multiple logs, intrusion detection systems are able
to improve the effectiveness of IDS alarms. However, corre-
lating log information is not trivial. Audit logs have a large
number of entries so data mining techniques are necessary
to extract useful information from background noise.

Specifically in this paper we performed experiments to
successfully correlate data from multiple logs in a labora-
tory setting for a particular case of anomaly detection (the
Yaha virus). We report empirical results showing improved
IDS accuracy by correlating network log and system call in-
formation. Not only were we able to make abnormal traces
more abnormal, thus making intrusions easier to detect, but
we were able to decrease false positives by making normal
traces more normal.
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