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Abstract

This paperpresentsan appoac to preventingthe dam-
age causedby virusesthat travel via email. Theappmoach
preventsan infectedmadine spreadingthe virus further.
This directly addressesthe two ways that viruses cause
damae: lessmadinesspreadingthe virus will reducethe
numberof madinesinfectedand reducethe trafc gener
atedbythevirus.

The approach relies on the observationthat normal
emailingbehaviouis quitedifferentfromthebehaviourof a
spreadingvirus, with thevirus sendingmessgesat a muc
higherrate to differentaddresses.To limit propagationa
rate-limiteror virusthrottleis describedhatdoesnotaffect
normaltraf c, but quickly slowsandstopsviral trafc. The
paperincludesan analysisof normal emailing behaviouy
and details of the throttle design. In addition an imple-
mentations describecandtestedwith realviruses showing
thattheappmad is practical.

1 Intr oduction

Computervirusesandworms' area continualheadache
for all computerusers. They causedamageto users'ma-
chines,tie up infrastructureand resourcesand wastethe
time of IT staf. Most approacheso virusesrely on de-
tectingthe “signature”of thevirus, andassuchneedto be
continuallyupdatedasnew virusesarereleasedWhile the
signatures beinggeneratedhe virus is ableto spreadun-
hindered.andif thatdelayis long, the virus cancausesig-
ni cant damage.

This paperextendspreviouswork onvirusthrottling [23]
to emailviruses.Virus throttling is an approactthatlimits
the damagecausedy virusesby targetingthe virus' prop-
agation. The techniqueessentiallypreventsa machinein-
fectedwith a virus from spreadinghat virus further. Tar
geting propagationis a sensibleapproachbecauset di-
rectly addresse¢he two ways that virusescausedamage:

1In this paperthetermsareusedinterchangeably

fewer machineswill becomeinfected becausdiewer ma-
chineswill bespreadinghevirus, andtheloadon network
infrastructurewill be lower asthe virus will generatdess
traf c. In addition,by concentratingn thevirus behaiour
asopposedo its exactform, a virus throttle works on pre-
viously unknowvn virusesandneedso signatureupdates.

Virus throttling is basedon the obsenationthatthe traf-
¢ generatediy a spreadingvirus is quite differentfrom
normaltrafc. A virus will sendmessageto mary differ-
ent destinationsas quickly as possible,but normaltraf c
is moreleisurelyandthereis morelocality—messageare
sentrepeatedlyto the samedestinations. The throttle en-
forcesalimit ontheratethatmessagesanbesentto differ-
entdestinationsso that normaltraf c is passedout trafc
from avirus is slowed andstopped.Therate-limitis “soft”
in thesensehathighratemessagearedelayecdhotdropped
in orderto enforcethelimit. This meanghatfalsepositives
(whenthe throttle would limit legitimate trafc) resultin
smalldelaysto messagesot alossof service.

Of coursethereareoccasionsvhennormalemailtraf ¢
will look like avirus, e.g.mary messagew differentdesti-
nationsin ashortperiodof time. An inadwertentreply-to-all
is agoodexampleof this. In thosecaseghe userwould be
contactedo saythatthethrottlewasdelayingthe mail, and
could overridethe throttle. In additionthereare someap-
plicationse.g.bulk mailersthatcouldnotbethrottled. This
justmeanghatshouldthosemachinedbecomenfectedwith
avirus, thevirus could not be hinderedaswell ason other
machines.

Thethrottleis intendedo rate-limitoutgoingemailmes-
sagedrom client machinesi.e. asthe mail entersheemail
routing system sois bestimplementedat an outgoingmail
sener. In thatcasethe throttle would be effective against
machinessendingspam,as spamsentthroughthe sener
would be indistinguishabldrom a virus: they both consist
of mary messagewo differentrecipientsata high rate.

Otherapproacheto email virusesconcentraten trying
to deduceif incoming email messagesontainviruses,so
protectingthe machinefrom infection. This is commonly
achieved usingsignature®.g. productsfrom [19], or using
heuristicrules[14], or by runningthe emailin a sandbox



(also known as behaiour blocking), [7, 11]. The throt-
tle differs from theseapproachesecausdt concentrates
on outgoingratherthanincoming messagesttemptingto
prevent the virus spreadingfurther ratherthan preventing
infection. A relatedproductis the HAWK (Hostile Activ-
ity WatchKernel)from [6], which preventsa virus sending
mail to alargenumberof addressei ashortperiodof time.

For spamthereareavarietyof approachethatattempto
rate-limit messagesitherfrom senerson a blacklist[20],
or by usingatarpit[4].

The rest of the paperdescribesthe characteristicsof
emailtrafc thatmale it suitablefor throttling andthe de-
sign of the throttle. The effect of the throttle on normal
traf ¢ is then presentedshaving that the effect is small.
The implementatiorof an SMTP (see[12]) basedthrottle
is thendescribedogetherwith resultsof testingwith real
emailviruses.The paperconcludeswith predictionsof the
sener performancandmoregenerakonclusions.

2 Characteristics of Email Traf c

An email virus throttle is a rate-limiter on outgoing
emailsto differentdestinatioraddressesThe claim of this
papeiis thatnormaltraf ¢ tendsto beatalow ratesowould
be largely unafectedby the rate-limiter, but a virus that
sendsemail at a high rateto differentaddressesvould be
limited andstopped Thetrick is to designthe Iter orthrot-
tle sothatis hasminimalimpacton normaltraf ¢, but max-
imal impactonviral traf c.

Previous work useda throttle which consistsof two in-
dependenprocessef23]. Oneprocessindoop checksout-
goingmessage® seeif they areatlower ratethanallowed,
andif sothey arepassedsnormal. If not, they areplaced
on a “delay queue”. A secondprocesspopsmessagesff
the delayqueueat a x edrate,so enforcingthe ratelimit.
If avirus infectsthe machine,it will attemptto sendmes-
sagesat a high rateandthe queuewill grow large. Thisis
easilydetectecandthe onward propagatiorcanbe stopped.
Thereasorfor usingthe queueanddelaysis to tolerateer
rorsin the detectiormechanism—occasionhlirstsof high
ratetrafc will be delayedslightly. In addition usingthe
delay allows the virus to be rate-limitedeven beforeit is
stopped.This s particularlyimportantfor email virusesas
every emailsentis likely to goto avalid addresgcompared
to IP basedvirusessuchasNimda[2] wherea randomIP
addresss notlikely to resolheto amachine andis thusless
likely to beharmful).

Theexactdesignof thethrottledepend®nthecharacter
isticsof normaltrafc. To thatend,datawascollectedfrom
the“Sentltems” foldersof 22 usersmakingsurethat that
folder wasanaccurataecordof thatusers emailsactiity.
The users'rolesspannedngineersadmins,managerand
IT staf. In all the dataconsistedf 33084emailsto 61749
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Figure 1. Time diff erences between subse-
quent mails. The -axis is the time between
emails in minutes, and the -axis the percent-
age of emails that occur within that time pe-
riod. The diff erent lines correspond to diff er-
ent users. The top plot is for single recipient
mails, and the lower for multiple . Single recip-
ient mails tend to be sent closer tog ether than
multiple mails, but overall a small propor tion
of mails is sent quickly (1 per minute). The
outlier in the lower graph is a member of IT
staff who occasionall y sends messages us-
ing an automated script. The plot shows that
this behaviour is quite diff erent from normal
(human) emailing activity .

recipientsover a cumulative periodof 18.2years.

Sincethethrottleis arate-limiter the rst issuestherate
thatemailsaresent.Emailtraf ¢ is burstywith longperiods
of inactity (e.g.duringthe night), soratherthancalculat-
ing a frequeng, Figure 1 shaws a plot of the time differ-
enceshetweersubsequentails. Thetop plot shavs times
for mailsto singlerecipientsandthelower plot for mailsto
multiple recipients.Thesearetreateddifferentlybecause
multiplerecipientmail is effectively the samemail to differ-
entrecipientsandsocouldlook like avirus. While present
dayvirusesdo not sendmail to multiple recipientsthereis
no reasonwhy they might notin thefuture.

The gure shavsthatthereis considerablevariationbe-
tweenusershut overallthepercentagef mailsthataresent
atahighrate( 1 perminute)islow. Multiple mailstend
to be sentat a lower rate,e.g.5-15%o0f multiple mailsare
sentwithin 5 minutesasopposedo 10-40%of singlere-
cipientmails

In orderfor a virus to spread,t needsto senditself to
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Figure 2. Percentage of emails with addresses
the same as addresses emailed recently. The

-axis is the number of previous addresses,
and the -axis the percentage of emails with a
matc h. The lines represent the mean and one
standar d deviation above and below for sin-
gle recipient mails (diamonds) and multiple
mails (lines). Single recipient mails are more
likely to be addressed to an address mailed
recently, but in neither is the effect particu-
larly pronounced.

differentaddressefit makesno sensdo re-infectthe same
machine),but in normal mailing usersmail the samead-
dressrepeatedly This locality was exploited in previous
work [23] to only rate-limit messagew destinationgliffer-

entfrom thosecontactedecently

Figure 2 shonvs a measuref locality for the emaildata.
The plot shaws the percentagef emailssentto anaddress
whichisthesameasonein theprevious addressemailed,
for differentvaluesof For exampleif , this is
theproportionof occasionghattwo mailswe sentconsecu-
tively to the sameaddressTheplot shavsthatsinglerecip-
ient mails have higherlocality thanmultiple mails, but nei-
therhasthekind of locality evidentin othertypesof traf ¢
(e.g.httptrafc describedn [23] hasapproximately90%of
traf ¢ to addressem the previousb).

While this datasuggestghat locality is not important,
it still makes senseto rate-limit message$o differentad-
dressesThisis becauseucha lter is morelikely to catch
a slow spreadingvirus, and in addition would allow re-
peated‘conversational’emails(whereemail is usedmore
like instantmessaginglo occurwithoutdelaysincethatbe-
haviour consistsf high ratemessaget the samedestina-

slack =
min(maxSlack, slack + 1)
mSlack =
min(maxMSlack, mSlack + 1)

Remove first mail
Send mail
Update working set

Remove first mail
Send mail to first recipient
Replace mail on queue

Figure 3. Processing of the delay queue. At
regular inter vals mails are removed from the
queue and sent. If the queue is empty, the
slack or “credit” is incremented up to its max-
imum.

tion.

This datawascollectedin a corporateernvironment,but
one would expectto nd similar characteristicof “con-
sumer”mail, i.e. mails sentat a low rate (they take time
to compose)with somelocality. Onedifferencemightbeif
it werecommonfor messageto be composedfine, and
usersconnecto sendthem. Thiswould resultin smallburst
of messagesyhichmightlook likeavirus. Howeverif each
burstis small,the overall effectwill notbelarge.

3 Email throttling algorithm

Given the characteristicef email traf c, the throttling
algorithmis shovn in Figures4 and3.

All outgoingmessagefrom a particularuserarethrot-
tled. If themessagés to asinglerecipient,it is comparedo
ashortlist of recentlymailedaddressegheworking set). If
theaddresss in theset,it is sentimmediately Theworking
setthusimplementghelocality effectasdescribedbove. If
theaddresss notin the set,thenthe valueof the parameter
“slack” is checled.

The slackis a measureof the numberof time periods
over which no mail hasbeenlimited. The usergetscredit
for nothaving mail beinglimited, andcanusethatcreditto
sendmails. For example,if no mail hasbeenlimited for 10
minutes,with anallowedrateof 1 mail perminute,the rst
mail (or moregenerallythe rst maxSlackmails)is allowed
throughwithout delay

If thereis some“slack”, i.e. slack 0, thenthe mail is
sentimmediatelyandthe slackdecrementedThe working
setis updatedby addingthe new addressandremoving an
old one. A variety of replacemenstratgies can be used
(e.g. rst in rst out, or leastrecentlyused). If thereis no
“slack” thenthemail is placedon aqueugthedelayqueue)
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Figure 4. Processing loop for new requests.
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Each email message is checked through this process

and either immediatel y sent or placed on the delay queue to be processed later.

waiting to be processed.

The slackessentiallyguaranteethatthe averagerate of
mailswill beno higherthanthe allowedrate. For multiple
mails,wherethelocality effectis lessthanfor singlerecipi-
entmails,thelocality effectis ignored,anda separatelack
parameteis usedto createaratelimit onthe numberof re-
cipientsper minute (seeFigure4). This slackis calculated
asbefore,for exampleif no mail hasbeenlimited for 10
minutes,thena multiple mail with lessthan 10 recipients
will be sentimmediately A mail to morerecipientswill be
split, the messagewill go off to the rst 10 immediately
andtheremaindemwill bequeuednthedelayqueue.

Figure 3 showvs the processindoop for the delayqueue,
which at regularintervalsremovesthe messagat the head
of thequeue sendst, andupdategheworking setif it was
a singlerecipientmail. The gure alsoshows the calcula-
tion of theslackparameters—ithe queues emptythenthe
slacksareincrementedip their respectie maximums.

As mentionedpreviously, if thedelayqueuegetslargeit
is evidencethata virus is attemptingto spread but might
also be due to legitimate actiity, for examplea message
with anunusuallylarge numberof recipients.A threshold
onthe delayqueuelengthis a reasonableneansof detect-
ing suchan event. Every time a messages addedto the
gueue,its lengthis checled (seeFigure 4). If the length
is greaterthan the thresholdthe throttle will stopall fur-
thermailsbeingsent(by not acceptingary new mails,and
not processinghe delayqueue),andcontactthe user The
usercanthenusesomeothermeang(e.g.a web interface)
to checkthemailsheldatthethrottleandeitherdeletethem
or releasg¢hemto be sentimmediately

4 Throttle performanceon normal traf ¢

The parameter®f the throttle arethe working setsize,
allowed rate, maximumvaluesfor the slack and mSlack,
andthe value of the stopthreshold. This sectiongivesre-
sults of the effect of eachof theseparameteron normal
email usage. To bestcombatvirusesall theseparameters
shouldbeaslow aspossible.

Figure5 shavs the delaysfor singlerecipientmailsasa
functionof working setsize,with anallowedrateof 1 mail
perminute,anda maximumvalueof slackof 1. Thedelays
areshavn with threedifferentmeasuresthe percentagef
mailsthataredelayedthe averagedelaypermail sent,and
the averagedelayincurredby mails that are delayed. The
graphsshow thatevenwith noworking setatall thenumber
of delayedmailsis low, andthe delaysthemselesarelow.
Thereis considerablevariation betweenusers. The effect
of the working setis not particularlystrong(not surprising
giventhelocality resultsin Figure2), but it doeshave some
effect. A reasonablezalue for working setsize would be
about5.

Figure 6 shows the effect of the maxMSlackparameter
on the delaysfor multiple mails, with the samemeasures
asbefore. Thethrottle is lesseffective at passingmultiple
mails without delay for examplewith maxMSlack 15,
mostusershave under5% of their mailsdelayed but some
have 20%. However, theaveragedelaypermail is generally
low (well underaminutefor mostusers)andtheactualde-
lays areagainnot large (mostly 10 minutes). This does
meanthatany emailto morethanl5recipientst guaranteed
to be delayedslightly, sothis parametecould be variedon
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Figure 5. Delays for single recipient mails as
the working set sizeis varied. The plots show
three diff erent measures of delay: the per-
centage of mails delayed (top), the average
delay per mail sent (middle) and the average
delay of those mails delayed (bottom). The
diff erent lines correspond to diff erent users.
The plots show that for some users the effect
of the working set is strong, but for others
it makes little diff erence. Overall the delays
are small, with delays on mails in the range
of 10-25 seconds. For this plot maxSlack 1
and the allowed rate was 1 per minute.

a per userbasis. It is however importantto keepthis pa-
rametedow asit is thenumberof “free” recipientsanemail
virus couldattemptto infect.

Figure 7 shows the effect of the allowed rate on delays
for both singleand multiple messagesombined.For ease
of implementatiorthe allowed ratesare madethe samefor
both typesof email (althoughthereis no reasonin princi-
ple why they could not be different). The plot shavs thata
valueof approximatelyl mail/minuteor 1 recipient/minute
is reasonablegiving delaysof under5 minutesfor most
usersandup to 10 minutesfor some,with around0.5-3%
of mails delayed.Reducingthe allowed rateto say 1 mail
every 2 minutesincreaseshe numberof mails delayedsig-
ni cantly.

The nal parameteis thestoplimit. Figure8 shavsthe
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Figure 6. Delays for multiple mails as a func-
tion of maxMSlack. This parameter is the
maxim um amount of “credit” that a user can
build up in order to allow a multiple recipient
mail to be sent. It is also the maximum size
of multiple mail that can be sent without de-
lay. As this parameter increases the delays
go down, with the value of 15 giving reason-
able delays for all users. The worst affected
user is an administrative assistant. The bot-
tom plot is noisy for higher values of maxM-
Slack because so few mails are delayed. For
this plot the allowed rate was 1 recipient per
min ute .

numberof falsealarms(wherethe throttle stopslegitimate
mailing activity) permonththateachuserwould experience
as a function of the thresholdvalue. Thereis signi cant

variationbetweenusers,so for examplea thresholdof 20

would give no falsealarmsfor mostusers,andoccasional
alarmdor some.Oneuserwould have onealarmpermonth,

whichis againnot excessie.

For reasonablesettingsof theseparametersthe delays
for single and multiple mails are generallylow (5 min-
utesfor mostusers)andonly occurfor a small proportion
of emails. The questionis whetherthesedelaysareaccept-
able.They arecertainlyof thesameorderasthetransittime
for emailsthroughthe email system,andwould to a large
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Figure 7. Delays for allowed rate, for both sin-
gle and multiple mails combined. The rate is
shown on a logarithmic scale. The lower the
allowed rate, the worse the delays and vice
versa.

extent be invisible to the sender(they occur after the mail

hasbeensent,andthesendedoesnotnormallyknow when
the email will be read by the recipient). A recentstudy
of timings in email [21] shaved that the speedthat users
repliedto mailswashighly context dependentg.g.they re-
ply quickly to seniormanagersput slover to more lowly

colleagues.Giventhatthe delaysfrom the throttle are not
large, anduserscanalwaysoverrideit if necessarythede-
laysintroducedby thethrottleshouldnothave alarge effect
ontheusability of the email system.

5 Implementation

In orderto throttle email effectively, the throttle needs
to be ableto determinethe senderof eachemail so that it
can enforcethe allowed rate per sender If a virus could
“spoof’ the sendetthenit could sendmessageat a higher
ratethanallowedby makingthemappeato comefrom dif-
ferentusers.

Reliably identifying the senderinforms both wherethe
throttle should be implemented(best at the point where
emailentershe email systemasafterevenonehopreliable
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Figure 8. Effect of stop threshold. The plot
shows the number of false alarms per month
that diff erent users would experience for dif-
ferent values of the threshold. For most users
a threshold of 15-20 would give no alarms,
while for others the rate would be around
1 every 3—6 months. One user (an admin-
istrative assistant) would have false alarms
every month, due to sending an email to a
large number of recipients. While it is easiest
if there is a single set of parameters for all
users, it is possib le to customise parameter s
on a per-user basis.

sendeinformationis lost),andhow the sendeis identi ed.

Figure 9 shavs a schematicof outgoingmail systems.
MicrosoftOutlookclientsusea proprietaryprotocolto send
mail to an Exchangesener [8], which thenforwardsmail
for remotedelivery. To throttle this protocol the throttle
couldeitherbeinstalledontheclientorinsidetheexchange
sener. While installing the throttle on the client is appeal-
ing becausat would preventarny network traf ¢ from the
virus, it would only guard againstmail sentthroughthe
clientitself. While mary viruseshave exploitedweaknesses
in Outlook(e.g.LovelLette3]), increasinglyirusesareus-
ing theirown SMTPengines.g.Klez andYaha[16, 19].

The non-Microsoftworld usesSMTR in which casethe
throttle is bestplacedat the sener. The SMTP routingin-
frastructureis e xible, allowing intermediateemail relays
to beinsertedin the o w of mail. The throttle canbe eas-
ily implementedas an extra sener that sits betweenthe
mail client andits normaloutgoingmail sener. This sener
would thenimplementa copy of the throttle for eachuser
sendingmail throughthatsener.

As mentionedabove, increasinglyvirusesare provid-
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Figure 9. Schematic of an email system for
outgoing mail, with suitab le positions for an
email throttle marked with a “T". With Mi-
crosoft Exchange, the best position for the
throttle is at the server, although it would also
be possib le to implement it at the client. For
SMTP the logical place for a throttle is at the
server, and it could easily be implemented as
an extra mail relay. This has the advantage
that email viruses with their own SMTP en-
gines would be throttled.

ing their own SMTP engines,and not using the mailer
on the client. This begs the questionof how they nd
SMTP senersto sendthe mail. They have three strate-
gies at present,to usethe seners con gured for ary ex-
isting mail clients,to use“known” senerson the Internet
pre-con guredin the virus, or to attemptto sendmail to
smtp.domain for eachdomain of eachemail address
found on the usersmachine.This actuallysuggestshatan
IP basedhrottle [23] could be quite effective at preventing
this behaiour!

The secondissueis how to identify the user Unfortu-
natelythe senders addresganbeeasilyspoofedKlez [16]
was one of the rst virusesto do this) and so cannotbe
relied on to verify the origin of the email. A secondcan-
didateis the IP addresof the senders machine.While IP
addressesire often dynamically assignedand do change,
thethrottledoesnot needmuchstate(working setandslack
parametersandso could work effectively on transientad-
dresses.However thereis the dif culty of contactingthe
usef. Otherthanusingthe senders addresswhich may
or not be correct, the alternatve is an extra protocol and

2|t is alsopossiblethat a virus could useunusedP addresseto mas-
queradeas mary machines.This is more complicatedthanjust spoo ng
thesendes IP. SMTP works over TCR, sothe virus would have to really
“adopt”thefalselP addressem orderto receve theTCPacks,andbeable
to sendmessages.
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Figure 10. Figure showing the architecture of
the email throttle. Incoming mail is placed
in the Spool, and then processed by the
pipeline , whic h implements the throttle logic.
A DelayQueueMana ger object is responsib le
for all requests to the queue itself (simply a
store of emails), as well as processing the
queue regularl y.

software on the client to inform themthat the throttle has
stoppedheir mail.

The bestsolutionis to useanothermechanisnto guar
anteethatthe senderof the mail is registeredwith the mail
sener. Onesuchmechanisnis authenticate SMTP(SMTP
AUTH [9]), wheretheclient providesa username/passwd
pair when sendingmail. While the protocolis not partic-
ularly secure(e.g.the passverd is sentunencryptedyhe
threatbeingaddresseds a virus sendingmail masquerad-
ing asanotheruserin orderto evadethe throttle. Snif ng
the passwrdsof otherusersis possiblebut would be dif -
cult to automateeliablyin avirus.

Theadwantageof SMTPAUTH is thatusersof thesener
needto registerwith it, andso canprovide contactdetails
etc.. Thedisadwantages theextracompleity requiredboth
attheclient (onemorecon gurationstep)andat the sener
(usernameandpassverdsto manage).

An email throttle was implementedas an SMTP relay
using SMTP AUTH, building on top of the JAMES (Java
Mail Sener) project[5]. Thisis a productionquality open
sourcemail sener. Thearchitectureof themodi ed throttle
seneris shavnin Figure10.

Incomingmail is handledby an SMTP sener thatuses
detailsof usersstoredin the UsersRepositorjo to authen-
ticatethe senderandplacesncomingmail in the Spool. A
e xible processingipelineis thenusedto procesgshe mail.
This consistof avarietyof components$o selectmail mes-
sagesandperformoperation®nthem.Thethrottlelogic of
Figure4 is implementedn this pipeline. The delayqueue
is implementedin similar way to the Spool as a store of
emails,with a DelayQueueManageabjectresponsibleor



Figure 11. Screen-shot of the user interface
for the virus throttle . The interface allows the
user to see the contents of their delay queue,
and specify whic h mails will be deleted and
whic h sent immediatel vy.

all interactionswith the delay queueaswell asprocessing
the queue(Figure 3) regularly. The userstate(working set,
slack,mSlack,etc.) is storedin the UsersRepositoryThe
programis easilycon gurableusingan XML con guration
le thatallows, for example,the settingof parametersthe
con gurationof thepipeline,andthechoiceof usingthe le
systemor arelationaldatabaséo storethe emailsanduser
information.

Thesener usestheemailaddressn themessagandso
doesnot differentiatebetweeraddressethatmapto single
recipientsaandthosethatmapto mailingliststhatmaybeex-
pandeddownstream.Expandingmailing lists would make
thethrottle better but would addsigni cant extra complex-
ity.

If the delayqueuelengthis largerthanthe stopthresh-
old for ary particularuser the senerrefusesany new mails
from thatuser(the authenticatiorfails). In additionthe de-
lay queueprocessings suspendeébr thatuser To contact
them,thethrottle sener sendsan emailto an addresgon-

gured whenthe userregisterswith the sener, themessage
containingdetailsof the mails waiting in the mail queue.
To deleteor sendthesemessagethe usercan eithersend
anespeciallycraftedemail to the sener, or canvisit aweb
interface(screen-shaoin Figure1l). Thewebinterfacecan
be usedfor otheradministrationtasks,e.g.changingpass-
words,userdetails,etc.

[ |

Win2k Throttle EmailRelay DNS

Virtual SMTP
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Figure 12. Figure showing the testbed for
virus tests.  This consists of four Linux
machines, one running a machine vulnera-
ble to viruses (host.virus.net ), the throttle
server (smtp.virus.net ), another email re-
lay that captures any forwar ded mail from the
throttle (blackhole.virus.net ), and a DNS
server (dns.virus.net ).

The implementationis currently being betatestedin a
small scaletrial, and was usedto testthe performanceof
the throttling algorithm with real viruses,as describedn
thefollowing section.

6 Testson realviruses

In orderto testtheef cacy of thethrottleonrealviruses,
theisolatedtestbedshavn in Figure12 wasconstructedlt
consistof four Linux machinesThe rst (host.virus.
net ) runsVMware[22] with a vulnerableWindows 2000
image.Theoutgoingmail seneronthe Windows 2000ma-
chineis setto be the throttle box (smtp.virus.net ),
andthe addres$ookandinbox were populatedvith email
addressesThethrottle seneris con guredto passall mail
on to anotherSMTP sener (blackhole.virus.net )
that simply saves mail to disk. To dealwith the fact that
someviruses nd the mail sener by prepending'smtp” to
emaildomaindoundontheinfectedmachineaDNS sener
wassetup onthe lastmachineto provide thevirus.net
domain.

The test consistedof launchingthe virus on the Win-
dows machineanddetectinghow quickly thethrottle could
stopthevirus, aswell ashow mary emailswereforwarded.
Noneof thevirusestestedusedSMTP AUTH, sothethrot-
tle wasalteredto usethe IP addres®f the sendingmachine
astheorigin of themail.

Tablel shavstheresultsfor two realvirusesYaha.H18]
thatsendsmail to addressefundin theaddresdook,and
Lovgate.A[17] that usesthe inbox. Also includedarere-
sultsfrom atestvirus (a programthat sendsemailsto dif-
ferentaddresseat a pre-determinedate). The parameters
of the throttle were maxSlackl, maxMSlack15, working
setsize4 andthe stoplimit was?20.



Table 1. Stopping times for real viruses. The
table gives the number of passed mails and
the stopping time for two real viruses and a
test virus. The results are the averages of 3
runs of each real virus, and a single run of
the test virus. The throttle stops viruses very
quickly, and even stops quite slow spread-
ing viruses fairly quic kly (20 minutes for one
spreading at 2 emails per minute).

Virus Approx Number Stoppingtime

rate/min  passed (min:sec)
Lovgate.A 109 3 0:12
Yaha.E 455 0 0:03
Test 60 2 0:24
Test 10 6 2:33
Test 5 6 5:01
Test 2 21 20:04

Thetableshownsthatthethrottleis very effective at stop-
ping real viruses,stoppingthemin under15 secondswith
few emailsforwarded. Yaha.Esendsno messagebecause
it appeargo needthe userto senda messagéo “start” it.
That rst messagaisesup ary “slack”, sothatall the mes-
sagedrom thevirus go straightontothe delayqueue.This
quickly reacheshethresholdandthevirusis stopped.

The table also shaws that even if the virus attemptsto
spreadslowly (e.g.2 emails/minutethe throttle will even-
tually stopit, andstill fairly quickly. Thedelayqueuemech-
anismeffectively integrateghedifferencebetweerthevirus
spreadingateandthe allowed rate, so thatary virus with
a spreadingatethatis slightly above the allowed ratewill
eventuallybe stopped.

7 Sewer Performance

An SMTP sener implementinga virus throttle hasto
performmorework thananordinarySMTP sener: it needs
toreadandupdatestatefor eachuser aswell asstoreemails
in thedelayqueue.

Readingandwriting stateoccursfor eachprocessedail
andrequiredinteractionswith the userdatabaseWhile no
rm performancegures arecurrentlyavailable,duringthe
virusexperimentglescribedn theprevioussectiorwerebe-
ing run,thesenerdid notappeato beoverloadechandling
450mailspersecond.

SMTP senersoften storemails while waiting to deliver
them,but it is importantthat the extra storagerequiredfor
the delay queuedoesnot causeproblems. To testthis, the

3Run on a 1.7GHz Pentiumlll, RedhatLinux 7.3, with the throttle
senerandMySQL databas§10]
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Figure 13. Cumulative delay queue lengths for
a throttle server with 500 users. The plots
give two examples of typical activity . The de-
lay queue does not grow large, in spite of the
large number s of users.

effectsof a large numberof usersusingthe throttle sener
wassimulatedby takingthedataoriginally collected divid-
ing thetime historyinto 24 hourchunks,andchoosing500
daysatrandomacrosgheusers.Thethrottlewasthensim-
ulatedfor these500 “users” in parallel, so approximating
normalusageof a mail sener.

Figure 13 shaws two typical examplesof the length of
the delayqueueacrossa 24 hour period. As onemight ex-
pectthelengthof the queuevarieswith thetime of daybut
seldomgrows large,becausdew of the emailsaredelayed.

This result suggestghat the extra loading of an email
senerimplementinga throttleis likely to be minimal.

8 Conclusions

This paperhas presentedan approachto limiting the
damagecausedy emailwormsandviruses.Thetechnique
targetsthe fundamentabehaiour of a virus, to propagate
by sendingmessageto mary differentaddressesThe pa-
per hasshavn that normalemail traf c doesnot have this
property andthata throttle or rate-limitercanbe designed
that both lets through normaltraf ¢ without much delay
andslows andstopsviral propagation.A working imple-
mentationhasbeendescribedandtestedagainstreal email
viruses. The implementatiorhas proved effective at pre-
ventingfurther spread stoppingreal virusesin well under
a minute. The paperhasalso presentedvidencethat the
throttleis likely to scaleto handlingalargenumberof users.



A furtherbene t of theapproachis thatit would beeffec-
tive at limiting spam. If an ISP ranthethrottle, spammers
would notbeableto sendmail at high rates.

Thetechniqueis analtruisticone—themachinestill be-
comesnfected justdoesnot spreadheinfectionfurther. A
consequencef this is thatit needsto be widely deployed
in orderto have a large effect. Therearetwo immediate
effectsevenwith partial deployment: thetrafc createdby
a spreadingvirus is greatly reduced,so thosesenersthat
implementthe throttle will not be affectedby overloading
duringanattack;andif thevirusis only slowedslightly, it
will improvetheeffectivenes®f theoverallresponséthrot-
tling plussignaturebasedmethods)kigni cantly [25].

Werethrottling to be widely deployed, it would change
how viruseswerewritten: they would not be ableto cause
damageby spreadingquickly. This is good becauseslow
spreadingrirusesareeasierto combatwith slow responses
suchas signaturebasedscanning. A consequencef this
maybethatpayloaddecomemoremalicious,in whichcase
thetechnique®f behaiour blocking[7, 13] wouldbegood
mechanism$o preventdamageon the hostmachine.

Thegenerabpproachakenherecanbethoughtof in two
ways. Firstly it concentratesn limiting the damagehata
machinecan causeto others,ratherthanlimiting the dam-
agethatcanbedoneto it (alsosuggestetby [1]). Secondly
its effectis to mitigatetheeffectsof theproblemquickly and
automatically so buying time for a slower responsg24].
Thereare mary problemsin securityand morebroadlyin
IT whereproblemsoccurat machinespeedsand do large
amountsof damagebeforea (slower) humanresponsean
be mounted. Throttling and othertechnologiege.g. [15])
thatattemptto limit thatdamageandhold off the attackun-
til ahumancanrespondhouldincreaseheresilienceof our
computingsystemgo attacks,miscon gurationsandother
problems.
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