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Abstract

Thispaperpresentsan approach to preventingthedam-
age causedby virusesthat travel via email. Theapproach
preventsan infectedmachine spreadingthe virus further.
This directly addressesthe two ways that virusescause
damage: lessmachinesspreadingthevirus will reducethe
numberof machinesinfectedand reducethe traf�c gener-
atedby thevirus.

The approach relies on the observationthat normal
emailingbehaviouris quitedifferentfromthebehaviourof a
spreadingvirus,with thevirussendingmessagesat a much
higher rate, to different addresses.To limit propagation a
rate-limiteror virusthrottle is describedthatdoesnotaffect
normaltraf�c, but quickly slowsandstopsviral traf�c. The
paper includesan analysisof normal emailingbehaviour,
and details of the throttle design. In addition an imple-
mentationis describedandtestedwith realviruses,showing
that theapproach is practical.

1 Intr oduction

Computervirusesandworms1 area continualheadache
for all computerusers. They causedamageto users'ma-
chines,tie up infrastructureand resources,and wastethe
time of IT staff. Most approachesto virusesrely on de-
tectingthe“signature”of thevirus, andassuchneedto be
continuallyupdatedasnew virusesarereleased.While the
signatureis beinggeneratedthevirus is ableto spreadun-
hindered,andif thatdelayis long, thevirus cancausesig-
ni�cant damage.

Thispaperextendspreviousworkonvirusthrottling[23]
to emailviruses.Virus throttling is anapproachthat limits
thedamagecausedby virusesby targetingthevirus' prop-
agation. The techniqueessentiallypreventsa machinein-
fectedwith a virus from spreadingthat virus further. Tar-
geting propagationis a sensibleapproachbecauseit di-
rectly addressesthe two ways that virusescausedamage:

1In this paperthetermsareusedinterchangeably.

fewer machineswill becomeinfectedbecausefewer ma-
chineswill bespreadingthevirus,andtheloadon network
infrastructurewill be lower as the virus will generateless
traf�c. In addition,by concentratingon thevirusbehaviour
asopposedto its exact form, a virus throttleworkson pre-
viouslyunknown virusesandneedsnosignatureupdates.

Virus throttling is basedon theobservationthatthetraf-
�c generatedby a spreadingvirus is quite different from
normaltraf�c. A virus will sendmessagesto many differ-
ent destinationsas quickly as possible,but normal traf�c
is moreleisurelyandthereis morelocality—messagesare
sentrepeatedlyto the samedestinations.The throttle en-
forcesa limit ontheratethatmessagescanbesentto differ-
ent destinations,so that normaltraf�c is passedbut traf�c
from a virus is slowedandstopped.Therate-limit is “soft”
in thesensethathighratemessagesaredelayednotdropped
in orderto enforcethelimit. Thismeansthatfalsepositives
(when the throttle would limit legitimate traf�c) result in
smalldelaysto messagesnota lossof service.

Of coursethereareoccasionswhennormalemail traf�c
will look likeavirus,e.g.many messagesto differentdesti-
nationsin ashortperiodof time. An inadvertentreply-to-all
is a goodexampleof this. In thosecasestheuserwould be
contactedto saythatthethrottlewasdelayingthemail, and
could overridethe throttle. In additiontherearesomeap-
plicationse.g.bulk mailersthatcouldnotbethrottled.This
justmeansthatshouldthosemachinesbecomeinfectedwith
a virus, thevirus couldnot behinderedaswell ason other
machines.

Thethrottleis intendedto rate-limitoutgoingemailmes-
sagesfrom clientmachines,i.e.asthemail enterstheemail
routingsystem,sois bestimplementedat anoutgoingmail
server. In that casethe throttle would be effective against
machinessendingspam,as spamsent throughthe server
would be indistinguishablefrom a virus: they bothconsist
of many messagesto differentrecipientsat a high rate.

Otherapproachesto emailvirusesconcentrateon trying
to deduceif incomingemail messagescontainviruses,so
protectingthe machinefrom infection. This is commonly
achievedusingsignaturese.g.productsfrom [19], or using
heuristicrules [14], or by runningthe email in a sandbox



(also known as behaviour blocking), [7, 11]. The throt-
tle differs from theseapproachesbecauseit concentrates
on outgoingratherthanincomingmessages,attemptingto
prevent the virus spreadingfurther ratherthan preventing
infection. A relatedproductis the HAWK (Hostile Activ-
ity WatchKernel)from [6], which preventsa virus sending
mail to alargenumberof addressesin ashortperiodof time.

For spamthereareavarietyof approachesthatattemptto
rate-limit messages,eitherfrom serverson a blacklist [20],
or by usinga tarpit [4].

The rest of the paperdescribesthe characteristicsof
email traf�c thatmake it suitablefor throttling andthede-
sign of the throttle. The effect of the throttle on normal
traf�c is then presented,showing that the effect is small.
The implementationof an SMTP (see[12]) basedthrottle
is thendescribedtogetherwith resultsof testingwith real
emailviruses.Thepaperconcludeswith predictionsof the
serverperformanceandmoregeneralconclusions.

2 Characteristicsof Email Traf�c

An email virus throttle is a rate-limiter on outgoing
emailsto differentdestinationaddresses.Theclaim of this
paperis thatnormaltraf�c tendsto beatalow ratesowould
be largely unaffectedby the rate-limiter, but a virus that
sendsemail at a high rateto differentaddresseswould be
limited andstopped.Thetrick is to designthe�lter or throt-
tle sothatis hasminimal impactonnormaltraf�c, but max-
imal impactonviral traf�c.

Previouswork useda throttle which consistsof two in-
dependentprocesses[23]. Oneprocessingloopchecksout-
goingmessagesto seeif they areat lowerratethanallowed,
andif sothey arepassedasnormal. If not, they areplaced
on a “delay queue”. A secondprocesspopsmessagesoff
thedelayqueueat a �x ed rate,so enforcingthe ratelimit.
If a virus infectsthemachine,it will attemptto sendmes-
sagesat a high rateandthequeuewill grow large. This is
easilydetectedandtheonwardpropagationcanbestopped.
Thereasonfor usingthequeueanddelaysis to tolerateer-
rorsin thedetectionmechanism—occasionalburstsof high
rate traf�c will be delayedslightly. In additionusing the
delayallows the virus to be rate-limitedeven beforeit is
stopped.This is particularlyimportantfor emailvirusesas
everyemailsentis likely to goto avalid address(compared
to IP basedvirusessuchasNimda [2] wherea randomIP
addressis not likely to resolveto amachine,andis thusless
likely to beharmful).

Theexactdesignof thethrottledependsonthecharacter-
isticsof normaltraf�c. To thatend,datawascollectedfrom
the“Sent Items” foldersof 22 users,makingsurethat that
folder wasanaccuraterecordof thatuser's emailsactivity.
Theusers'rolesspannedengineers,admins,managersand
IT staff. In all thedataconsistedof 33084emailsto 61749
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Figure 1. Time diff erences between subse­
quent mails. The � ­axis is the time between
emails in min utes, and the � ­axis the percent­
age of emails that occur within that time pe­
riod. The diff erent lines correspond to diff er­
ent user s. The top plot is for single recipient
mails, and the lower for multiple . Single recip­
ient mails tend to be sent closer tog ether than
multiple mails, but overall a small propor tion
of mails is sent quic kly ( � 1 per min ute). The
outlier in the lower graph is a member of IT
staff who occasionall y sends messa ges us­
ing an automated script. The plot sho ws that
this behaviour is quite diff erent from normal
(human) emailing activity .

recipientsovera cumulativeperiodof 18.2years.
Sincethethrottleis arate-limiter, the�rst issueis therate

thatemailsaresent.Emailtraf�c is burstywith longperiods
of inactivity (e.g.duringthenight), soratherthancalculat-
ing a frequency, Figure1 shows a plot of the time differ-
encesbetweensubsequentmails. Thetop plot shows times
for mailsto singlerecipients,andthelowerplot for mailsto
multiple recipients.Thesearetreateddifferentlybecausea
multiplerecipientmail is effectively thesamemail to differ-
entrecipients,andsocouldlook likeavirus. While present
dayvirusesdonot sendmail to multiple recipients,thereis
no reasonwhy they mightnot in thefuture.

The�gure shows thatthereis considerablevariationbe-
tweenusers,but overallthepercentageof mailsthataresent
at a high rate( � 1 perminute)is low. Multiple mails tend
to besentat a lower rate,e.g.5–15%of multiple mailsare
sentwithin 5 minutesasopposedto 10–40%of singlere-
cipientmails

In order for a virus to spread,it needsto senditself to
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Figure 2. Percenta ge of emails with addresses
the same as addresses emailed recentl y. The

� ­axis is the number of previous addresses,
and the � ­axis the percenta ge of emails with a
matc h. The lines represent the mean and one
standar d deviation above and belo w for sin­
gle recipient mails (diamonds) and multiple
mails (lines). Single recipient mails are more
likel y to be addressed to an address mailed
recentl y, but in neither is the effect par ticu­
larl y pronounced.

differentaddresses(it makesno senseto re-infectthesame
machine),but in normal mailing usersmail the samead-
dressrepeatedly. This locality was exploited in previous
work [23] to only rate-limitmessagesto destinationsdiffer-
entfrom thosecontactedrecently.

Figure2 shows a measureof locality for theemaildata.
Theplot shows thepercentageof emailssentto anaddress
whichis thesameasonein theprevious � addressesmailed,
for different valuesof � . For example if ����� , this is
theproportionof occasionsthattwo mailswesentconsecu-
tively to thesameaddress.Theplot showsthatsinglerecip-
ient mailshave higherlocality thanmultiple mails,but nei-
therhasthekind of locality evidentin othertypesof traf�c
(e.g.http traf�c describedin [23] hasapproximately90%of
traf�c to addressesin theprevious5).

While this datasuggeststhat locality is not important,
it still makessenseto rate-limit messagesto differentad-
dresses.This is becausesucha �lter is morelikely to catch
a slow spreadingvirus, and in addition would allow re-
peated“conversational”emails(whereemail is usedmore
likeinstantmessaging)to occurwithoutdelaysincethatbe-
haviour consistsof high ratemessagesto thesamedestina-
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Send mail to first recipient
Replace mail on queue
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mSlack =
  min(maxSlack, slack + 1)
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Figure 3. Processing of the delay queue . At
regular inter vals mails are remo ved from the
queue and sent. If the queue is empty , the
slack or “credit” is incremented up to its max­
imum.

tion.
This datawascollectedin a corporateenvironment,but

one would expect to �nd similar characteristicsof “con-
sumer” mail, i.e. mails sentat a low rate (they take time
to compose),with somelocality. Onedifferencemightbeif
it werecommonfor messagesto be composedof�ine, and
usersconnectto sendthem.Thiswouldresultin smallburst
of messages,whichmightlook likeavirus. Howeverif each
burstis small,theoveralleffectwill notbelarge.

3 Email throttling algorithm

Given the characteristicsof email traf�c, the throttling
algorithmis shown in Figures4 and3.

All outgoingmessagesfrom a particularuserarethrot-
tled. If themessageis to asinglerecipient,it is comparedto
ashortlist of recentlymailedaddresses(theworkingset).If
theaddressis in theset,it is sentimmediately. Theworking
setthusimplementsthelocality effectasdescribedabove. If
theaddressis not in theset,thenthevalueof theparameter
“slack” is checked.

The slack is a measureof the numberof time periods
over which no mail hasbeenlimited. The usergetscredit
for nothaving mail beinglimited, andcanusethatcreditto
sendmails.For example,if nomail hasbeenlimited for 10
minutes,with anallowedrateof 1 mail perminute,the�rst
mail (or moregenerallythe�rst maxSlackmails)is allowed
throughwithoutdelay.

If thereis some“slack”, i.e. slack � 0, thenthemail is
sentimmediatelyandtheslackdecremented.Theworking
setis updatedby addingthenew addressandremoving an
old one. A variety of replacementstrategies canbe used
(e.g.�rst in �rst out, or leastrecentlyused). If thereis no
“slack” thenthemail is placedonaqueue(thedelayqueue)
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Figure 4. Processing loop for new requests. Each email messa ge is checked thr ough this process
and either immediatel y sent or placed on the delay queue to be processed later .

waiting to beprocessed.

Theslackessentiallyguaranteesthat theaveragerateof
mailswill beno higherthantheallowedrate. For multiple
mails,wherethelocality effect is lessthanfor singlerecipi-
entmails,thelocality effect is ignored,andaseparateslack
parameteris usedto createa ratelimit on thenumberof re-
cipientsperminute(seeFigure4). This slackis calculated
asbefore,for exampleif no mail hasbeenlimited for 10
minutes,thena multiple mail with lessthan10 recipients
will besentimmediately. A mail to morerecipientswill be
split, the messagewill go off to the �rst 10 immediately,
andtheremainderwill bequeuedon thedelayqueue.

Figure3 shows theprocessingloop for thedelayqueue,
which at regular intervalsremovesthemessageat thehead
of thequeue,sendsit, andupdatestheworking setif it was
a singlerecipientmail. The �gure alsoshows the calcula-
tion of theslackparameters—ifthequeueis emptythenthe
slacksareincrementedup their respectivemaximums.

As mentionedpreviously, if thedelayqueuegetslargeit
is evidencethat a virus is attemptingto spread,but might
also be due to legitimate activity, for examplea message
with an unusuallylarge numberof recipients.A threshold
on thedelayqueuelengthis a reasonablemeansof detect-
ing suchan event. Every time a messageis addedto the
queue,its length is checked (seeFigure4). If the length
is greaterthan the thresholdthe throttle will stop all fur-
thermailsbeingsent(by not acceptingany new mails,and
not processingthedelayqueue),andcontacttheuser. The
usercanthenusesomeothermeans(e.g.a web interface)
to checkthemailsheldat thethrottleandeitherdeletethem
or releasethemto besentimmediately.

4 Throttle performanceon normal traf�c

The parametersof the throttle arethe working setsize,
allowed rate, maximumvaluesfor the slack and mSlack,
andthe valueof the stopthreshold.This sectiongivesre-
sults of the effect of eachof theseparameterson normal
email usage.To bestcombatvirusesall theseparameters
shouldbeaslow aspossible.

Figure5 shows thedelaysfor singlerecipientmailsasa
functionof working setsize,with anallowedrateof 1 mail
perminute,andamaximumvalueof slackof 1. Thedelays
areshown with threedifferentmeasures,thepercentageof
mailsthataredelayed,theaveragedelaypermail sent,and
the averagedelayincurredby mails that aredelayed.The
graphsshow thatevenwith noworkingsetatall thenumber
of delayedmails is low, andthedelaysthemselvesarelow.
Thereis considerablevariationbetweenusers. The effect
of theworking setis not particularlystrong(not surprising
giventhelocality resultsin Figure2), but it doeshavesome
effect. A reasonablevalue for working setsizewould be
about5.

Figure6 shows the effect of the maxMSlackparameter
on the delaysfor multiple mails, with the samemeasures
asbefore. The throttle is lesseffective at passingmultiple
mails without delay, for examplewith maxMSlack � 15,
mostusershave under5% of their mailsdelayed,but some
have20%.However, theaveragedelaypermail is generally
low (well underaminutefor mostusers),andtheactualde-
laysareagainnot large (mostly � 10 minutes).This does
meanthatany emailto morethan15recipientsit guaranteed
to bedelayedslightly, sothis parametercouldbevariedon
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Figure 5. Delays for single recipient mails as
the working set size is varied. The plots sho w
three diff erent measures of delay: the per­
centa ge of mails delayed (top), the average
delay per mail sent (mid dle) and the average
delay of those mails delayed (bottom). The
diff erent lines correspond to diff erent user s.
The plots sho w that for some user s the effect
of the working set is str ong, but for other s
it makes little diff erence . Overall the delays
are small, with delays on mails in the rang e
of 10–25 seconds. For this plot maxSlac k � 1
and the allo wed rate was 1 per min ute .

a per userbasis. It is however importantto keepthis pa-
rameterlow asit is thenumberof “free” recipientsanemail
viruscouldattemptto infect.

Figure7 shows the effect of the allowed rateon delays
for bothsingleandmultiple messagescombined.For ease
of implementationtheallowedratesaremadethesamefor
both typesof email (althoughthereis no reasonin princi-
ple why they couldnot bedifferent).Theplot shows thata
valueof approximately1 mail/minuteor 1 recipient/minute
is reasonable,giving delaysof under5 minutesfor most
users,andup to 10 minutesfor some,with around0.5–3%
of mails delayed.Reducingtheallowed rateto say1 mail
every2 minutesincreasesthenumberof mailsdelayedsig-
ni�cantly.

The�nal parameteris thestoplimit. Figure8 shows the
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Figure 6. Delays for multiple mails as a func­
tion of maxMSlac k. This parameter is the
maxim um amount of “credit” that a user can
build up in order to allo w a multiple recipient
mail to be sent. It is also the maxim um size
of multiple mail that can be sent without de­
lay. As this parameter increases the delays
go down, with the value of 15 giving reason­
able delays for all user s. The worst affected
user is an administrative assistant. The bot­
tom plot is noisy for higher values of maxM­
Slack because so few mails are delayed. For
this plot the allo wed rate was 1 recipient per
min ute .

numberof falsealarms(wherethe throttlestopslegitimate
mailingactivity) permonththateachuserwouldexperience
as a function of the thresholdvalue. Thereis signi�cant
variationbetweenusers,so for examplea thresholdof 20
would give no falsealarmsfor mostusers,andoccasional
alarmsfor some.Oneuserwouldhaveonealarmpermonth,
which is againnotexcessive.

For reasonablesettingsof theseparameters,the delays
for singleandmultiple mails aregenerallylow ( � 5 min-
utesfor mostusers),andonly occurfor a smallproportion
of emails.Thequestionis whetherthesedelaysareaccept-
able.They arecertainlyof thesameorderasthetransittime
for emailsthroughthe email system,andwould to a large
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Figure 7. Delays for allo wed rate , for both sin­
gle and multiple mails combined. The rate is
sho wn on a logarithmic scale . The lower the
allo wed rate , the worse the delays and vice
versa.

extent be invisible to the sender(they occurafter the mail
hasbeensent,andthesenderdoesnotnormallyknow when
the email will be readby the recipient). A recentstudy
of timings in email [21] showed that the speedthat users
repliedto mailswashighly context dependent,e.g.they re-
ply quickly to seniormanagers,but slower to more lowly
colleagues.Given that the delaysfrom the throttle arenot
large,anduserscanalwaysoverrideit if necessary, thede-
laysintroducedby thethrottleshouldnothavealargeeffect
on theusabilityof theemailsystem.

5 Implementation

In order to throttle email effectively, the throttle needs
to be ableto determinethe senderof eachemail so that it
can enforcethe allowed rate per sender. If a virus could
“spoof” thesenderthenit couldsendmessagesat a higher
ratethanallowedby makingthemappearto comefrom dif-
ferentusers.

Reliably identifying the senderinforms both wherethe
throttle should be implemented(best at the point where
emailenterstheemailsystemasafterevenonehopreliable
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Figure 8. Effect of stop threshold. The plot
sho ws the number of false alarms per month
that diff erent user s would experience for dif­
ferent values of the threshold. For most user s
a threshold of 15–20 would give no alarms,
while for other s the rate would be around
1 every 3–6 months. One user (an admin­
istrative assistant) would have false alarms
every month, due to sending an email to a
large number of recipients. While it is easiest
if there is a single set of parameter s for all
user s, it is possib le to customise parameter s
on a per­user basis.

senderinformationis lost),andhow thesenderis identi�ed.
Figure9 shows a schematicof outgoingmail systems.

MicrosoftOutlookclientsuseaproprietaryprotocolto send
mail to an Exchangeserver [8], which thenforwardsmail
for remotedelivery. To throttle this protocol the throttle
couldeitherbeinstalledontheclientor insidetheexchange
server. While installing thethrottleon theclient is appeal-
ing becauseit would prevent any network traf�c from the
virus, it would only guardagainstmail sent through the
clientitself. While many viruseshaveexploitedweaknesses
in Outlook(e.g.LoveLetter[3]), increasinglyvirusesareus-
ing their own SMTPenginese.g.Klez andYaha[16, 18].

Thenon-Microsoftworld usesSMTP, in which casethe
throttle is bestplacedat theserver. TheSMTProuting in-
frastructureis �e xible, allowing intermediateemail relays
to be insertedin the �o w of mail. The throttlecanbe eas-
ily implementedas an extra server that sits betweenthe
mail client andits normaloutgoingmail server. Thisserver
would thenimplementa copy of the throttle for eachuser
sendingmail throughthatserver.

As mentionedabove, increasinglyvirusesare provid-
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Protocol

SMTP

Figure 9. Schematic of an email system for
outgoing mail, with suitab le positions for an
email thr ottle marked with a “T”. With Mi­
crosoft Exchang e, the best position for the
thr ottle is at the server, although it would also
be possib le to implement it at the client. For
SMTP the logical place for a thr ottle is at the
server, and it could easil y be implemented as
an extra mail relay. This has the advantage
that email viruses with their own SMTP en­
gines would be thr ottled.

ing their own SMTP engines,and not using the mailer
on the client. This begs the questionof how they �nd
SMTP servers to sendthe mail. They have threestrate-
gies at present,to usethe servers con�gured for any ex-
isting mail clients, to use“known” serverson the Internet
pre-con�guredin the virus, or to attemptto sendmail to
smtp.domain for eachdomain of eachemail address
foundon theusersmachine.This actuallysuggeststhatan
IP basedthrottle [23] couldbequiteeffectiveat preventing
thisbehaviour!

The secondissueis how to identify the user. Unfortu-
natelythesender'saddresscanbeeasilyspoofed(Klez [16]
was one of the �rst virusesto do this) and so cannotbe
relied on to verify the origin of the email. A secondcan-
didateis the IP addressof thesender's machine.While IP
addressesare often dynamicallyassignedand do change,
thethrottledoesnotneedmuchstate(workingsetandslack
parameters)andso couldwork effectively on transientad-
dresses.However thereis the dif�culty of contactingthe
user2. Other than using the sender's address,which may
or not be correct, the alternative is an extra protocol and

2It is alsopossiblethata virus coulduseunusedIP addressesto mas-
queradeasmany machines.This is morecomplicatedthanjust spoo�ng
thesender's IP. SMTPworksover TCP, so thevirus would have to really
“adopt” thefalseIP addressesin orderto receive theTCPacks,andbeable
to sendmessages.

User
Manager

User
Repository

Spool
Manager

Spool

SMTP
Server

Manager
Delay Queue

Delay
Queue

Processing Pipeline

Clock

Mail
in

Mail
out

Figure 10. Figure sho wing the architecture of
the email thr ottle . Incoming mail is placed
in the Spool, and then processed by the
pipeline , whic h implements the thr ottle logic.
A DelayQueueMana ger object is responsib le
for all requests to the queue itself (simpl y a
store of emails), as well as processing the
queue regularl y.

softwareon the client to inform themthat the throttle has
stoppedtheirmail.

The bestsolutionis to useanothermechanismto guar-
anteethat thesenderof themail is registeredwith themail
server. Onesuchmechanismis authenticatedSMTP(SMTP
AUTH [9]), wheretheclientprovidesausername/password
pair whensendingmail. While the protocol is not partic-
ularly secure(e.g. the password is sentunencrypted)the
threatbeingaddressedis a virus sendingmail masquerad-
ing asanotheruserin orderto evadethe throttle. Snif�ng
thepasswordsof otherusersis possiblebut would bedif�-
cult to automatereliably in a virus.

Theadvantageof SMTPAUTH is thatusersof theserver
needto registerwith it, andso canprovide contactdetails
etc..Thedisadvantageis theextracomplexity requiredboth
at theclient (onemorecon�gurationstep)andat theserver
(usernamesandpasswordsto manage).

An email throttle was implementedas an SMTP relay
usingSMTP AUTH, building on top of the JAMES (Java
Mail Server) project[5]. This is a productionquality open
sourcemail server. Thearchitectureof themodi�ed throttle
server is shown in Figure10.

Incomingmail is handledby an SMTP server that uses
detailsof usersstoredin theUsersRepositoryto to authen-
ticatethesender, andplacesincomingmail in theSpool.A
�e xible processingpipelineis thenusedto processthemail.
Thisconsistsof avarietyof componentsto selectmail mes-
sagesandperformoperationson them.Thethrottlelogic of
Figure4 is implementedin this pipeline. Thedelayqueue
is implementedin similar way to the Spool as a storeof
emails,with a DelayQueueManagerobjectresponsiblefor



Figure 11. Screen­shot of the user interface
for the virus thr ottle . The interface allo ws the
user to see the contents of their delay queue ,
and specify whic h mails will be deleted and
whic h sent immediatel y.

all interactionswith thedelayqueueaswell asprocessing
thequeue(Figure3) regularly. Theuserstate(working set,
slack,mSlack,etc.) is storedin theUsersRepository. The
programis easilycon�gurableusinganXML con�guration
�le thatallows, for example,thesettingof parameters,the
con�gurationof thepipeline,andthechoiceof usingthe�le
systemor a relationaldatabaseto storetheemailsanduser
information.

Theserver usestheemailaddressin themessageandso
doesnot differentiatebetweenaddressesthatmapto single
recipientsandthosethatmapto mailingliststhatmaybeex-
pandeddownstream.Expandingmailing lists would make
thethrottlebetter, but would addsigni�cant extracomplex-
ity.

If the delayqueuelengthis larger thanthe stopthresh-
old for any particularuser, theserverrefusesany new mails
from thatuser(theauthenticationfails). In additionthede-
lay queueprocessingis suspendedfor thatuser. To contact
them,the throttleserver sendsan email to an addresscon-
�gured whentheuserregisterswith theserver, themessage
containingdetailsof the mails waiting in the mail queue.
To deleteor sendthesemessagesthe usercaneithersend
anespeciallycraftedemail to theserver, or canvisit a web
interface(screen-shotin Figure11). Thewebinterfacecan
be usedfor otheradministrationtasks,e.g.changingpass-
words,userdetails,etc.

Throttle
SMTP
Server

Win2k
Virtual
Machine

EmailRelay DNS

host.virus.net smtp.virus.net blackhole.virus.net dns.virus.net

Switch

Linux Linux LinuxLinux

Figure 12. Figure sho wing the testbed for
virus tests. This consists of four Lin ux
machines, one running a machine vulnera­
ble to viruses (host.virus.net ), the thr ottle
server (smtp.virus.net ), another email re­
lay that captures any forwar ded mail from the
thr ottle (blackhole.virus.net ), and a DNS
server (dns.virus.net ).

The implementationis currently being betatestedin a
small scaletrial, andwasusedto test the performanceof
the throttling algorithm with real viruses,as describedin
thefollowing section.

6 Testson real viruses

In orderto testtheef�cacy of thethrottleonrealviruses,
theisolatedtestbedshown in Figure12 wasconstructed.It
consistsof four Linux machines.The�rst (host.virus.
net ) runsVMware[22] with a vulnerableWindows 2000
image.Theoutgoingmail serverontheWindows2000ma-
chine is set to be the throttle box (smtp.virus.net ),
andtheaddressbookandinbox werepopulatedwith email
addresses.Thethrottleserver is con�gured to passall mail
on to anotherSMTP server (blackhole.virus.net )
that simply savesmail to disk. To dealwith the fact that
someviruses�nd themail server by prepending“smtp” to
emaildomainsfoundontheinfectedmachine,aDNSserver
wassetup on thelastmachineto provide thevirus.net
domain.

The test consistedof launchingthe virus on the Win-
dowsmachineanddetectinghow quickly thethrottlecould
stopthevirus,aswell ashow many emailswereforwarded.
Noneof thevirusestestedusedSMTPAUTH, sothethrot-
tle wasalteredto usetheIP addressof thesendingmachine
astheorigin of themail.

Table1 showstheresultsfor two realvirusesYaha.E[18]
thatsendsmail to addressesfoundin theaddressbook,and
Lovgate.A[17] that usesthe inbox. Also includedarere-
sultsfrom a testvirus (a programthat sendsemailsto dif-
ferentaddressesat a pre-determinedrate). Theparameters
of the throttle weremaxSlack1, maxMSlack15, working
setsize4 andthestoplimit was20.



Table 1. Stopping times for real viruses. The
table gives the number of passed mails and
the stopping time for two real viruses and a
test virus. The results are the averages of 3
runs of each real virus, and a single run of
the test virus. The thr ottle stops viruses very
quic kly, and even stops quite slo w spread­
ing viruses fairl y quic kly (20 min utes for one
spreading at 2 emails per min ute).

Virus Approx Number Stoppingtime
rate/min passed (min:sec)

Lovgate.A 109 	 3 0:12
Yaha.E 455 	 0 0:03
Test 60 	 2 0:24
Test 10 	 6 2:33
Test 5 	 6 5:01
Test 2 	 21 20:04

Thetableshowsthatthethrottleis veryeffectiveatstop-
ping realviruses,stoppingthemin under15 seconds,with
few emailsforwarded.Yaha.Esendsno messagesbecause
it appearsto needthe userto senda messageto “start” it.
That �rst messageusesup any “slack”, sothatall themes-
sagesfrom thevirus go straightontothedelayqueue.This
quickly reachesthethresholdandthevirus is stopped.

The tablealso shows that even if the virus attemptsto
spreadslowly (e.g.2 emails/minute)the throttlewill even-
tuallystopit, andstill fairly quickly. Thedelayqueuemech-
anismeffectively integratesthedifferencebetweenthevirus
spreadingrateandthe allowed rate,so that any virus with
a spreadingratethat is slightly above theallowedratewill
eventuallybestopped.

7 Server Performance

An SMTP server implementinga virus throttle has to
performmorework thananordinarySMTPserver: it needs
to readandupdatestatefor eachuser, aswell asstoreemails
in thedelayqueue.

Readingandwriting stateoccursfor eachprocessedmail
andrequiredinteractionswith theuserdatabase.While no
�rm performance�gures arecurrentlyavailable,duringthe
virusexperimentsdescribedin theprevioussectionwerebe-
ing run,theserverdid notappearto beoverloadedhandling
450mailspersecond3.

SMTPserversoftenstoremailswhile waiting to deliver
them,but it is importantthat theextra storagerequiredfor
thedelayqueuedoesnot causeproblems.To testthis, the

3Run on a 1.7GHz PentiumIII, RedhatLinux 7.3, with the throttle
serverandMySQL database[10]
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Figure 13. Cumulative delay queue lengths for
a thr ottle server with 500 user s. The plots
give two examples of typical activity . The de­
lay queue does not grow large, in spite of the
large number s of user s.

effectsof a large numberof usersusingthe throttle server
wassimulatedby takingthedataoriginally collected,divid-
ing thetime historyinto 24 hourchunks,andchoosing500
daysat randomacrosstheusers.Thethrottlewasthensim-
ulatedfor these500 “users” in parallel, so approximating
normalusageof amail server.

Figure13 shows two typical examplesof the lengthof
thedelayqueueacrossa 24 hourperiod. As onemight ex-
pectthelengthof thequeuevarieswith thetime of daybut
seldomgrows large,becausefew of theemailsaredelayed.

This result suggeststhat the extra loading of an email
server implementinga throttleis likely to beminimal.

8 Conclusions

This paperhas presentedan approachto limiting the
damagecausedby emailwormsandviruses.Thetechnique
targetsthe fundamentalbehaviour of a virus, to propagate
by sendingmessagesto many differentaddresses.Thepa-
per hasshown that normalemail traf�c doesnot have this
property, andthata throttleor rate-limitercanbedesigned
that both lets throughnormal traf�c without much delay,
andslows andstopsviral propagation.A working imple-
mentationhasbeendescribedandtestedagainstrealemail
viruses. The implementationhasproved effective at pre-
ventingfurther spread,stoppingreal virusesin well under
a minute. The paperhasalsopresentedevidencethat the
throttleis likely to scaleto handlingalargenumberof users.



A furtherbene�t of theapproachis thatit wouldbeeffec-
tive at limiting spam. If an ISPran the throttle, spammers
wouldnotbeableto sendmail athigh rates.

Thetechniqueis analtruisticone—themachinestill be-
comesinfected,justdoesnotspreadtheinfectionfurther. A
consequenceof this is that it needsto be widely deployed
in order to have a large effect. Thereare two immediate
effectsevenwith partialdeployment: the traf�c createdby
a spreadingvirus is greatly reduced,so thoseservers that
implementthe throttle will not be affectedby overloading
duringanattack;andif thevirus is only slowedslightly, it
will improvetheeffectivenessof theoverallresponse(throt-
tling plussignaturebasedmethods)signi�cantly [25].

Werethrottling to be widely deployed, it would change
how viruseswerewritten: they would not beableto cause
damageby spreadingquickly. This is goodbecauseslow
spreadingvirusesareeasierto combatwith slow responses
suchassignaturebasedscanning. A consequenceof this
maybethatpayloadsbecomemoremalicious,in whichcase
thetechniquesof behaviour blocking[7, 13] wouldbegood
mechanismsto preventdamageon thehostmachine.

Thegeneralapproachtakenherecanbethoughtof in two
ways. Firstly it concentrateson limiting thedamagethata
machinecancauseto others,ratherthanlimiting thedam-
agethatcanbedoneto it (alsosuggestedby [1]). Secondly
itseffectis tomitigatetheeffectsof theproblemquicklyand
automatically, so buying time for a slower response[24].
Therearemany problemsin securityandmorebroadly in
IT whereproblemsoccurat machinespeedsanddo large
amountsof damagebeforea (slower) humanresponsecan
be mounted.Throttling andothertechnologies(e.g. [15])
thatattemptto limit thatdamageandholdoff theattackun-
til ahumancanrespondshouldincreasetheresilienceof our
computingsystemsto attacks,miscon�gurationsandother
problems.
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