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Abstract

Tappinginto thecommunicationbetweentwo hostson a
LAN hasbecomequite simplethanksto tools that can be
downloadedfrom the Internet.Such tools usethe Address
ResolutionProtocol (ARP)poisoningtechnique, which re-
lies on hostscaching reply messageseventhoughthe cor-
respondingrequestswere neversent.Sinceno message au-
thenticationis provided,any hostof the LAN can forge a
messagecontainingmaliciousinformation.

This paperpresentsa secure version of ARPthat pro-
videsprotectionagainst ARP poisoning. Each host has a
public/privatekey pair certi�ed by a local trustedparty on
theLAN,which actsasa Certi�cation Authority. Messages
are digitally signedby the sender, thuspreventingthe in-
jectionof spuriousand/orspoofedinformation.Asa proof
of concept,the proposedsolution was implementedon a
Linuxbox.PerformancemeasurementsshowthatPKI based
strong authenticationis feasibleto secure even low level
protocols,aslong astheoverheadfor key validity veri�ca-
tion is keptsmall.

1. Intr oduction

IP over Ethernetnetworks are the most popularLocal
AreaNetworksnowadays.They useARP, theAddressRes-
olution Protocol,to resolve IP addressesinto hardware,or
MAC (MediumAccessControllers),addresses[12]. All the
hostsin theLAN keepa cacheof resolvedaddresses.ARP
resolutionis invoked whena new IP addresshasto be re-
solvedor anentryin thecacheexpires.TheARPpoisoning
attackconsistsof maliciouslymodifyingtheassociationbe-
tweenan IP addressand its correspondingMAC address.
Varioustools availableon the Internet[11], [13], [18], al-
low so called“script kiddies” to performthe sophisticated
ARPpoisoningattack.

� This work waspartially sponsoredunderthe Italian Dept.of Educa-
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Althoughthis is themostpopularversion,ARP poison-
ing is not con�ned to Ethernetnetworks.Layer2 switched
LANs, 802.11bnetworks,andcryptographicallyprotected
connectionsare also vulnerable.In [3], variousscenarios
aredescribedwherea wirelessattacker poisonstwo wired
victims, a wirelessvictim and a wired one, or two wire-
lessvictims,eitherthroughdifferentaccesspointsor a sin-
gle one.As for cryptographicallyprotectednetworks, the
useof cryptographyat network layer, e.g.,by meansof Se-
cureShell (SSH)[20] or SecureSocketsLayer (SSL) [4],
doesnot protectagainstARP poisoning,sincesuchan at-
tackis performedat thelayerbelow.

By performingARP poisoning,anattacker forcesa host
to sendpackets to a MAC addressdifferent from the one
of the intendeddestination,which mayallow her to eaves-
dropon thecommunication,modify its content(e.g.,�lter -
ing it, injecting commandsor maliciouscode),hijack the
connection.Furthermore,when performedon two differ-
ent hostsat the sametime, ARP poisoningenablesan ad-
versaryto launcha “man in the middle” (MITM) attack.
With MITM attackstraf�c betweentwo hostsis redirected
througha third one,which actsas the manin the middle,
without the two knowing it. The MITM may simply relay
the traf�c after inspectingit or modify it beforeresending
it. NotethatMITM attacksarepossibleat variouslayersof
theOSIstack.ARPpoisoningallowsto performsuchanat-
tackat datalink layer. At network layer, theattackexploits
DNS poisoning[5]. Theattacker �rst modi�es theDNS ta-
blessoasto associateits own IP addresswith thesymbolic
namesof both victim hosts.Thus,when the victims will
querytheDNS askingfor theeachother's IP address,they
will receive theattacker's IP address.At this point, all the
traf�c betweenthetwo hostswill �rst bereceivedby theat-
tackerthatwill forwardit to therespectivedestination,after
possiblymodifying it.

In this paperwe proposea solutionto theARP poison-
ing problembasedon an extensionof the ARP protocol.
We introduceasetof functionalitiesthatenableanintegrity
andauthenticitycheckon the contentof ARP replies,us-
ing asymmetriccryptography. We call our secureextension



to ARP “S-ARP”, SecureARP. As a proof of concept,S-
ARPhasbeenimplementedundertheLinux operatingsys-
tem andthe initial experimentalresultshave shown it is a
feasibleandeffectivesolutionto theARPpoisoningattack,
despiteits useof asymmetriccryptography. Experimental
measurementsindicatethatS-ARPhasa negligible impact
onsystemperformance.Notethatsimilar resultscanbeob-
tainedusingSecureLink Layer [6]. However, sincesucha
protocolprovidesabroaderspectrumof securityservicesat
layer2 suchastraf�c con�dentiality, it is lessef�cient than
S-ARP. We will discussSSLin Section6.

This paperis organizedasfollows. Section2 illustrates
theproblemconsideredin this paperandrecallshow ARP
worksandwhy it is vulnerableto poisoning.Section3 and4
describeS-ARPandits Linux implementation,respectively.
Section5 presentstheresultsof experimentalevaluationon
a real system.Section6 discussesrelatedwork. Section7
summarizesourcontributionsandconcludesthepaper.

2. ProblemDe�nition

2.1. Addr essResolutionProtocol

WhenanEthernetframeis sentfrom onehostto another
on the sameLAN, the 48 bit Ethernetaddressdetermines
the interface to which the frame is destined.The IP ad-
dressin the packet is ignored.ARP providesthe mapping
betweenthe32 bit IPv4 addressandthe48 bit Ethernetad-
dress[15], [12]. In therestof this sectionwe brie�y recall
how ARPworks.

Whena hostneedsto sendan IP datagramasanEther-
netframeto anotherhostwhoseMAC addressit ignores,it
broadcastsa requestfor the MAC addressassociatedwith
the IP addressof thedestination.Every hoston thesubnet
receivesthe requestandchecksif the IP addressin the re-
questis boundto one of its network interfaces.If this is
thecase,thehostwith thematchingIP addresssendsa uni-
castreply to thesenderof therequestwith the< IP address,
MAC address> pair. Every hostmaintainsa tableof < IP,
MAC> pairs,calledARPcache, basedon therepliesit re-
ceived,in orderto minimizethenumberof requestssenton
the network. No requestis madeif the < IP, MAC> pair
of interestis alreadypresentin the cache.ARP cacheen-
tries have a typical lifetime of 20 minutes,but someoper-
atingsystemsmayresettheexpirationtimeevery time they
usean entry, thus possiblydelayingforever entry refresh
[15].

ARPis astatelessprotocol,i.e.,areplymaybeprocessed
eventhoughthecorrespondingrequestwasnever received.
Whena hostreceivesa reply, it updatesthecorresponding
entry in the cachewith the < IP, MAC> pair in the reply.
While a cacheentry shouldbe updatedonly if the map-
pingis alreadypresent,someoperatingsystems,e.g.,Linux

andWindows, cachea reply in any caseto optimize per-
formance.Anotherstatelessfeatureof ARP is thesocalled
gratuitousARP. A gratuitousARP is a messagesentby a
hostrequestingtheMAC addressfor its own IP address.It
is senteitherby a hostthatwishesto determineif thereis
anotherhoston theLAN with thesameIP addressor by a
hostannouncingthat it haschangedits MAC address,thus
allowing theotherhoststo updatetheir caches.

2.2. ARP Poisoning

By forginganARP reply, anattackermayeasilychange
the< IP,MAC> associationcontainedin a hostARPcache.
Sinceeachhost presumesits local cacheto be trustwor-
thy, the poisonedhost will sendIP packets encapsulated
into Ethernetframeswith abogusMAC addressasdestina-
tion. This way theattacker mayreceiveall theframesorig-
inally directedto someotherhost.If alsothe cacheof the
realdestinationhostis poisoned,bothcommunication�o ws
areundertheattacker'scontrol.Theattackerrealizesatwo-
waymanin themiddle,whereshecanforwardthereceived
packetsto thecorrectdestinationafter inspectingandpos-
sibly modifying them.The two endpointsof the connec-
tion will not notice the extra hop addedby the attacker if
thepacketTTL is notdecremented.

Someoperatingsystems,e.g.,Solaris,will notupdatean
entry in the cacheif suchan entry is not alreadypresent
whenan unsolicitedARP reply is received.Although this
might seeman effective precautionagainstcachepoison-
ing, the attackis still possible.The attacker needsto trick
thevictim into addinga new entryin thecache�rst, sothat
a future (unsolicited)ARP reply can updateit. By send-
ing a forgedICMP echorequestas if it was from oneof
the two victims, the attacker hasthe othervictim createa
new entry in the cache.Whenthe �rst victim receivesthe
spoofedICMP echorequest,it replieswith an ICMP echo
reply, which requiresresolving�rst the IP addressof the
original ICMP requestinto anEthernetaddress,thuscreat-
ing an entry in the cache.The attacker cannow updateit
with anunsolicitedARP reply.

ARP poisoningis possiblealsoin switchednetworks.A
layer2 switchacceptsthe traf�c that comesinto eachport
anddirectsit only to theport to which thedestinationhost
is connected,exceptfor broadcastmessageswhich aresent
to all ports.Thereforesnif�ng is no longerpossibleby sim-
ply con�guring thenetwork interfacein promiscuousmode.
However, it is possibleto poisonahostcacheby sendingan
unsolicitedARP reply to thehostcontainingtheattacker's
MAC address.The samecanbe doneagainsttwo hostsat
thesametime, thusallowing anattacker to interceptall the
traf�c betweenthosetwo hosts,without the switch realiz-
ing it. Oncetheattackerhashijackedthepacketsof a com-
munication,shecanmodify thepayloador eveninject new



packetsin thecommunicationaslong astheTCPsequence
numbersareadjustedsoasto maintainthecommunication
synchronized.

3. Secure ARP

SecureARPextendsARPwith anintegrity/authentication
schemefor ARP replies, to prevent ARP poisoning at-
tacks.SinceS-ARP is built on top of ARP, its speci�ca-
tion (asfor messageexchange,timeout,cache)follows the
original one for ARP [12]. In order to maintaincompati-
bility with ARP, anadditionalheaderis insertedat theend
of the protocol standardmessagesto carry the authenti-
cation information. This way, S-ARP messagescan also
be processedby hoststhat do not implementS-ARP, al-
thoughin a secureARP LAN all hostsshouldrun S-ARP.
Hoststhat run theS-ARPprotocolwill not acceptnonau-
thenticatedmessagesunlessspeci�ed in a list of known
hosts.On thecontrary, hoststhat run theclassicARP pro-
tocolwill beableto acceptevenauthenticatedmessages.A
mixed LAN is not recommendedin a productionenviron-
mentbecausethepart runningtraditionalARP is still sub-
ject to ARP poisoning.Furthermore,the list of hostsnot
running S-ARP must be given to every securedhost that
hasto communicatewith an unsecuredone.The interop-
erability with the insecureARP protocol is given only for
extraordinaryeventsandshouldbealwaysavoided.It is in-
tendedto beusedonly during the transitionphaseto a full
S-ARPenabledLAN.

3.1. Protocol Overview

S-ARPprovidesmessageauthenticationonly. No traf�c
con�dentiality is providedaswe believe thatsucha service
shouldbe provided at higher levels in the OSI stack,e.g.,
by meansof IPSec[7] or SSL[4] or speci�c secureapplica-
tion protocolssuchasSSH[20]. Furthermore,well con�g-
uredlayer 2 switchesoperatingwith S-ARParesuf�cient
to protecttraf�c from mostof layer2 attacks1.

S-ARPusesasymmetriccryptography. Any S-ARPen-
abledhostis identi�ed by its own IP addressandhasapub-
lic/privatekey pair. A simplecerti�cate providesthebind-
ing betweenthehostidentityandits publickey. Besidesthe
hostpublic key, thecerti�cate containsthehostIP address
andtheMAC addressof theAuthoritative Key Distributor
(AKD), a trustedhostactingaskey repository. Eachhost
sendsits signedcerti�cate containingthe public key and
theIP addressto theAKD, which insertsthepublickey and
the IP addressin a local database,after thenetwork man-
ager'svalidation(seeSection3.2).Becauseof therestricted

1 Althoughthis is not truefor busnetworks,sucha topologyis quickly
becomingobsolete,beingreplacedby layer2 switchedLANs, sowe
focuson thelatter.

natureof sucharepository, bothin termsof numberof keys
and their exposureto compromise,no revocationlists are
kept.In orderto avoid replayattacksandto haveacommon
timereferencetoevaluateexpiredreplies,theAKD alsodis-
tributestheclock valuewith which all theotherhostsmust
synchronize.

In S-ARPall reply messagesaredigitally signedby the
senderwith the correspondingprivate key. At the receiv-
ing side,thesignatureis veri�ed usingthehostpublic key.
If thepublic key of thesenderhostis not presentin there-
ceiving hostkey ring or theonein thekey ring doesnotver-
ify the signature,the public key of the senderis requested
from theAKD. TheAKD sendsit to therequestinghostin
adigitally signedmessage.

S-ARPadoptedtheDigital SignatureAlgorithm (DSA)
asthe signaturealgorithm[9]. Sucha choiceis not a con-
straintandthesigningalgorithmcouldbereplacedwith any
otherpublickey signaturescheme.For thesakeof ef�ciency
(seeSection5), we usekeys of 512bits. Although512bit
keysarenotconsideredtotally secure,they offer asuf�cient
degreeof securityfor the type of informationthey protect
in our case,especiallyif combinedwith a key refreshpol-
icy.

3.2. S-ARPSetup

The�rst stepwhensettingupaLAN thatusesS-ARPis
to identify theAKD anddistributethroughasecurechannel
its public key andMAC addressto all theotherhosts.Such
anoperationmaybeperformedmanuallywhenahostis in-
stalledon theLAN for the �rst time. On theotherhand,a
hostthatwantsto connectto theLAN must�rst generatea
public/privatekey pair andsendits signedcerti�cate to the
AKD. Herethe correctnessof the informationprovided is
veri�ed by thenetwork managerandthehostpublickey to-
getherwith its IP addressis enteredin theAKD repository.
Thisoperationhasto beperformedonly the�rst timeahost
enterstheLAN. If ahostwantsto changeits key, it commu-
nicatesthenew key to theAKD by signingtherequestwith
the old one.The AKD will updateits key andthe associ-
ation is correctlymaintained.Section3.5 explainsthepro-
tocolbehavior whenIP addressesaredynamicallyassigned
by aDHCPserver. Onceconnectedto theLAN, ahostsyn-
chronizesits localS-ARPclock with theonereceivedfrom
theAKD.

3.3. MessageFormat

A S-ARPmessageis similarto anARPmessage,with an
additionalportionat theend,to maintaincompatibilitywith
the original protocol.The additionalS-ARPportion com-
prisesa 12 bytesS-ARPheader, anda variablelengthpay-
load, asshown in Figure1. ARP repliescarry the S-ARP



headerwhile ARP requestsdo not change.Futureversions
of theprotocolshouldconsiderauthenticatingARPrequests
tooasthis wouldspeeduptheauthenticationprocess.

The S-ARP headercontainsthe sender's digital signa-
ture,a time-stamp,thetypeandlengthof themessage.The
�eld “magic” is usedto distinguishwhethera messagecar-
ries the S-ARP header. If so, its value is 0x7599e11e .
SinceARPpacketsareonly 42byteslongandtheminimum
Ethernetframelengthis 60,packetsareusuallypaddedwith
junk2 andthe lengthof the receivedpacket cannotbeused
asanindicatorof additionalparts,suchasa S-ARPheader.
The �eld “type” distinguishesamong� ve types of mes-
sages:

� Signedaddressresolution(replyonly)

� Publickey management(request/reply)

� Timesynchronization(request/reply).

Signedaddressresolutionmessagesareexchangedbetween
hostsof the LAN. The other types of messagesare ex-
changedonly betweenahostandtheAKD.

The �elds “siglen” and “datalen” are the length of the
signatureandthe lengthof thedatain theS-ARPpayload,
respectively. The �eld “timestamp” is the valueof the lo-
cal S-ARPclock at the momentof the constructionof the
packet. Finally, the �eld “signature” is a SHA-1 hashof
theARPandtheS-ARPheaders.Theresulting160bits are
signedwith DSA3.

magic


data


signature


type
 siglen
 datalen
header (12 bytes)


data (variable)


1
 32
8
 16
 24


timestamp


Figure 1. S-ARP packet extension.

2 In orderto avoid informationleakage[1], theS-ARPadditionalpor-
tion is �rst written with zeros.

3 The hashis computedwith the �eld “siglen” equalto zero and af-
ter thesignaturehasbeencalculatedthe�eld assumesthereal length
of thesignature.Thismustberememberedduringtheveri�cation pro-
cess.

3.4. MessageAuthentication

Every hostmaintainsa ring of the public keys andcor-
respondingIP addressespreviously requestedto theAKD.
Whena hostreceivesa S-ARPreply, it searchesthesender
IP addressandits correspondingpublic key in its ring. If it
�nds suchan entry, it usesthe contentto verify the signa-
ture, otherwiseit sendsa requestto the AKD for the cer-
ti�cate. A requestto the AKD is sentalsoin casethe key
in the local ring doesnot verify thesignature,sinceit may
no longerbevalid4. In this casethepacket is enqueuedin a
“pendingreplieslist”. TheAKD sendsa signedreply with
therequestedpublic key andthecurrenttime-stamp.Upon
receiving thereply from theAKD, thehostresynchronizes
thelocal clock with thetime-stamp,if necessary, storesthe
public key in its ring andveri�es thesignature.In casethe
old key wereno longervalid, if thenew key receivedfrom
the AKD is the sameas the onein the cache,the reply is
consideredinvalid and is dropped.If the key has indeed
changed,the hostupdatesits cacheandveri�es the signa-
turewith thenew key.

If the time-stampin theS-ARPreply is too old, the re-
ply is discardedto avoid replay attacks.Since hostsare
not synchronizedexactly, anacceptabledifferencebetween
the time-stampandthe local clock is in the rangeof 30s.
Sucha valueis arbitraryandcanbesetby thenetwork ad-
ministrator, providedit is not so large to allow an attacker
to launcha replayattack.Without the useof time-stamps,
an attacker could successfullyperforma poisoningattack
even with S-ARP, in the following scenario.An attacker
storesa sniffed S-ARPreply from victim 192.168.0.1with
MAC address01:01:01:01:01:01.The attacker waits until
thevictim is off-line andcannotreply to ARP requests.At
this point, the attacker changesits own MAC addressto
01:01:01:01:01:01andsendsthestoredS-ARPreply when
requested.

3.5. KeyManagement

S-ARPhostsareidenti�ed by theIP addressasit appears
in the hostcerti�cate. Sinceparticularcaremustbe taken
whendealingwith dynamicallyassignedIP addresses,we
considerkey managementin networkswith staticallyor dy-
namicallyassignedIP addressesseparately.

In thenext sectionswe will usethefollowing notation:

3.5.1. Static Networks In networks with statically as-
signedIP addresses,keys areboundto IP addresseswhen
they are generatedand then insertedin the AKD repos-
itory. Therefore, when a generic host i broadcastsa

4 S-ARPpublic keys do not have an explicit expiration date.They are
changedeitherperiodicallyby the systemadministratoror upon re-
questin caseof compromise.



AKD AuthoritativeKey Distributor
S-DHCP S-ARPenabledDHCPserver
H i Generichosti
Rq(a) Requestfor objecta
Rp(a) Replycarryingobjecta
SHA(x) SHA-1hashof messagex
T LocalS-ARPTime-stamp
N Nonce
AH HostH's IP address
MH HostH'sMAC address
PH HostH'sPublicKey
SH (x) Messagex digitally signedby hostH

regularARP requestto �nd hostj 's MAC address,assum-
ing j 's key is not in i 's cache,Hj replieswith a signed
messagecontaining its own MAC addressand the lo-
calS-ARPclock.Uponreceiving hostj 's reply, Hi contacts
theAKD to requestj 's key. ThenonceN in hosti 'skey re-
questpreventsreplayattacksthat could desynchronizeits
S-ARP clock. The AKD' s signed reply includes the re-
questedkey, the nonce N and the time-stampT, which
hosti will useto updateits local S-ARPclock Ti . These-
quenceof messagesexchangedis summarizedbelow.

H i ! all : Rq(Mj )
H j ! H i : SH j (Rp(Mj ) jj Tj )
H i ! AKD : Rq(PH j ) jj N
AKD ! H i : SAK D (Rp(PH j ) jj N jj T)

Note that an attacker cannotproducea valid signature
for an IP addressother than its own. This is becausethe
publickey usedfor verifying thehost's signatureshasbeen
releasedby the AKD, which �rst hasveri�ed the correct-
nessof the informationcontainedin thecerti�cate submit-
tedby thehostandthenreleasedsuchaninformationin dig-
itally signedmessages.Thusanattackercanno longersend
spoofedARP repliesto redirecttraf�c throughits adapter.
However, anattacker couldstill announcea falseMAC ad-
dressfor its adapter, whethersuchanaddressbesomeother
host's or a non-existing one.In the formercase,thevictim
hostwould receive both its legitimatetraf�c andadditional
traf�c originally directedto theattacker, thuspossiblysuf-
feringadenialof service.In thelattercase,all thetraf�c to-
wardstheattacker would bedropped,thusisolatingtheat-
tacker.

3.5.2. Dynamic Networks In a S-ARPnetwork wherea
DHCPserverdynamicallyassignsIP addressesto thehosts,
keys cannotbe boundto IP addressesat generationtime.
Suchabindingis dynamicandis renewedevery timeahost
is assigneda new IP address.This implies that the DHCP

serverhasto talk to theS-ARPserver, thusrequiringa cus-
tomizedversionof the DHCP server. We implementedit
andcalledit S-DHCP.

We assumethat, if an organizationdeploys a secure
DHCP server, dynamicIP addressescanbe assignedonly
to well known machinesthathavebeenenrolledin thesys-
temandauthorizedin someway. What typeof connection,
to which sub-net,and other detailsregardingwhat a host
mayor maynotdoarepartof theauthorizationpro�le asso-
ciatedwith thehost,asde�ned by thesecuritypolicy of the
organization.Part of the enrollmentprocedureis the gen-
erationby the host of the public-privatekey pair and the
correspondingcerti�cate. At this stage,theIP �eld of such
a certi�cate is empty. To completethe enrollmentproce-
dure,theAKD manuallyinsertsthecerti�cate with thenull
IP addressandthecorrespondingpublic key in its own key
repository, usinga securechannel.Notethatthis procedure
is performedonly once,beforethehostever entersthesys-
tem.Lateron, if thehostwantedto changeits key, it could
justsenda key exchangepacket to theAKD.

WhenhostH joins thenetwork, it requestsanIP address
to theS-DHCPserver. In orderto allow theS-DHCPserver
andtheAKD to identify it, H appendsthesignedSHA-1di-
gestof its public key PH to the IP requestto theS-DHCP
server. Beforeassigningan IP addressto H, the S-DHCP
server contactstheAKD to verify whetherH is authorized
to beaddedto theLAN, i.e.,if H'skey is in theAKD repos-
itory andit is valid, andto inform the AKD of the IP ad-
dressthe hostwill be assigned.The messageis signedby
theS-DHCPserverandcomprisestheoriginalsigneddigest
from H andtheproposedIP address.TheAKD searchesits
databasefor the given public key and repliesto S-DHCP
with anACK or a NACK. Themessageexchangesequence
in caseof apositiveresponsefrom theAKD is summarized
below.

H ! S-DHCP: DHCPrequestjj SH (SHA(PH ))
S-DHCP! AKD : SS� D H C P (SH (SHA(PH )) jj AH )
AKD ! S-DHCP: SAK D (ACK)
S-DHCP! H : SS� D H C P (DHCPreply jj AH )

If the responsefrom the AKD is positive, the S-DHCP
server proceedswith theassignmentof thenew IP address
to H, while the AKD updatesH's entry in the repository
bindingH'snew IP addressto H'skey. If theresponsefrom
theAKD is negative, theS-DHCPserver will not releasea
new IP to thehostandthehostwill not be ableto join the
LAN. Every time theS-DHCPreleasesa new IP addressto
a hostfor anexpiredleaseor a new request,it will contact
theAKD to inform it of thenew association.TheS-DHCP
will releasetherenewal to thehostandmeanwhilewill con-
tact theAKD to inform it of the renewal. Theprocedureis



thesameasfor a new assignment.FromtheAKD point of
view thereis nodifferencebetweenmanuallyinsertedasso-
ciation or S-DHCPautomaticassociation,so a mixed net-
work with staticanddynamicallyassignedIP addressesis
managedcorrectly.

4. Implementation

S-ARPhasbeenimplementedunderthe Linux operat-
ing systemand is available for download at URL : [10].
Theprototypewasimplementedasa proof of conceptand
it is not intendedto bea �nal andfully functionaldaemon
to be usedin large or productionenvironments.It is com-
posedof two parts:a kernel patchand a user-spacedae-
mon, as illustratedin Figure2. The kernelpatchremoves
theARP packet from the incomingpacket list throughthe
dev remove pack() function.This way thekernelwill
notparseany ARPpacketsandwill dropthem.Notethatthe
patchdoesnotaffect thewaythekerneltriesto resolveEth-
ernetaddresses,sinceit continuesto sendARP requestas
usual.It will only not processthereplies.Sincein thecur-
rent versionof S-ARPrequestsarenot signed,it is possi-
ble to usethe simpleold ARP implementationfor the re-
questsand leave reply veri�cation to a userlanddaemon.
SuchadaemoncapturesS-ARPpacketsthroughalink layer
socket, veri�es thesignatureandaddtheARP entry in the
systemcachevia a netlink socket. The daemoncanact as
AKD or as a generichost dependingupon the command
line parameterpassedto the protocolat launchtime. It is
alsoresponsiblefor thecommunicationswith theAKD for
key management.
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Figure 2. The structure of S-ARP.

Usinga userlanddaemonwaschosennot to burdenthe
kernelwith a time consumingtasksuchasthe veri�cation
of a digital signature.In particular, sincethe kernel(asof
2.4.x) is not preemptible,if thesignatureveri�cation were
left to it, no othertaskcould executeuntil the veri�cation
had terminated.With the introductionof crypto API and
kernelpreemptionin the upcoming2.6 kernel,the current
implementationcouldberevisitedandcomparedwith aker-
nelone,for thebestperformance.

5. Experimental Evaluation

In orderto measuretheoverheadintroducedby S-ARP,
a test bed comprisingthreePC's connectedthrougha 10
Mbit/sechubwassetup. A 1.0 GHz AMD Athlon 4 com-
puterwith 256 MB RAM runningGentooLinux 1.4, ker-
nel 2.4.20,actedasthe AKD. Two 1.6 GHz Intel Pentium
4 computerswith 128 MB RAM, running DebianLinux
3.0,kernel2.4.18,actedasgenericnetwork hosts.Notethat
thereis nodifferencein theimplementationsof ARP in the
two distributionsandkernelversionsof the Linux operat-
ing systemrunningonthetestmachines.Weconductedtwo
setsof measurements.We �rst measuredthe signatureop-
erationin isolationandthenweindirectlymeasuredtheim-
pactof S-ARPonaddressresolution.

5.1. Signature Performance

From a performancepoint of view, S-ARP execution
time is dominatedby signatureveri�cation and signature
generation.Sincethetimerequiredby signatureveri�cation
dependsuponthe lengthof the key, which is a critical pa-
rameterof theprotectionlevel thekey offersagainstcrypto-
analytic attacks,the bit length of the public keys should
strike a balancebetweenthesetwo factors.Signaturecre-
ationis time consumingmostlydueto theexponentialcal-
culation.However, somefactorsof suchacalculationcanbe
computedseparatelybecausethey do not dependuponthe
messageto besigned,thussigni�cantly improving theexe-
cutiontime[14]. Unfortunately,nothingsimilarcanbedone
for signatureveri�cation.

We ran1000teststo measurethetime to generatea sig-
naturewith pre-computationof theexponentialfactorsand
1000teststo measurethetime to verify a signaturefor 512
bit and1024bit keys. The resultsarereportedin Table1.
As thetableshows,oncetheexponentialfactorshave been
computed,thetime to generatethesignatureis independent
of thekey length.Furthermore,the time requiredto verify
a signatureis about20-25%larger than the total time re-
quiredby thecompletegenerationof asignature.



key len. operation min max mean st.dev.
exp. fact. 923 1082 982.47 16.91

512 sig.gen. 32 58 33.45 1.53
sig.verif. 1133 1255 1201.46 15.45
exp. fact. 2565 2819 2721.67 38.05

1024 sig.gen. 34 59 35.36 1.50
sig.verif. 3204 3458 3346.24 38.07

Table 1. Execution times in � sec for signa-
ture operations (exponential factor computa-
tion, signature generation, signature veri�ca-
tion) for diff erent key lengths (in bit). Aver-
ages were obtained on 1000 tests.

5.2. ICMP Performance

We measuredthe performanceof S-ARPindirectly, by
meansof ICMP messages.A setof ping commandswere
repeated,with noparameters,bothwith andwithoutS-ARP.
ping provides the roundtrip delay of an ICMP echore-
questfrom a hostto another, which canbeusedasanindi-
rectmeasureof thecostof addressresolution.The�rst time
anICMP echorequest/replyis sent,if thedestinationMAC
addressis unknown, aninstanceof ARP is executed.

ping returnsthe roundtripdelay for eachICMP mes-
sagesentby thepingingcomputer, which for the�rst mes-
sageincludesthetime for addressresolution.It is therefore
possibleto estimatethe impact of (S-)ARP in the execu-
tion timeof ICMP. We identi�ed theperformanceof thethe
baselinecasewhenthesystemrantheoriginalARP. Theav-
eragedelayof the�rst echoreply, i.e., theonethatrequires
Ethernetaddressresolution,is 0.705msec,with andaver-
agestandarddeviation equalto 0.049.All theexperiments
wereperformedwith “cold” caches,i.e.,after�ushing their
content.

Two setsof experimentswereperformed.In the�rst sce-
nariothetwo hosthave never communicatedbefore,there-
fore they do not have eachother's public keys andrequest
them to the AKD. Such a scenariois burdenedwith the
highestoverhead,but it occursonly the �rst time a new
MAC addressis needed,sincekeys arestoredin cacheaf-
ter the �rst request.All subsequentrequestswill �nd the
keys in cache,thusspeedingup the execution.This is the
secondscenarioconsidered,and it characterizesthe aver-
ageoperatingcaseof S-ARP. Measurementsin thiscasein-
cludeonly the time requiredby signatureveri�cations and
creation.

5.2.1. Cold Key Caches When two hosts exchang-
ing ICMP echorequest/replydo not have eachother's key
in their local cache,they have to requestthemto theAKD.
In this casethe authenticationprocessrequires4 signa-

tureveri�cations andasmany signaturegenerations,which
areirrelevantcomparedto theformerif theexponentialfac-
tors have beencomputedseparatelyduring an idle period,
asshown in Table1.

Table 2 summarizesthe results for the measured
roundtrip delaysof ICMP echorequestsfor 512 bits and
1024bits keys for 20 repetitionsas yielded by the ping
command5 Although in both casethe time is non negli-
gible, we should rememberthat it occursonly the very
�rst time, so it does not hurt performancein the aver-
agecase.As thetableshows, theroundtripdelayincreases
more than linearly as the key size increases,thus the im-
portanceto choosean appropriatesize for the keys. For
the sake of comparison,the table also reports the re-
sults of the sametest performedwith the classic ARP
protocol.As expected,the cost of securityis paid in per-
formancedegradation.However, sucha cost is acceptable
whenthe frequency of ARP traf�c is taken into considera-
tion.

key len. min max mean st.dev.
512 17.7 18.1 17.86 0.12
1024 48.0 48.8 48.49 0.22

classicARP 0.6 0.8 0.70 0.05

Table 2. Roundtrip delay in � sec for ICMP
echo request messa ges with cold key caches
for diff erent key lengths (in bit).

5.2.2. CachedKeys In this casetherearetwo fewer ver-
i�cation operations,i.e., thoseon the AKD messages,so
we expectit to be lesstime consuming.The public key of
thetwo hostsarealreadyin therespectivekey caches.This
is the most commonscenario.Two hostshave exchanged
theirkeys in apreviouscommunication,sowhenthey com-
municateagainthey only needto verify eachother's signa-
tureson the S-ARPreplies.The AKD is not contactedin
thiscase.

Table 3 summarizesthe results for the measured
roundtrip delaysof ICMP echorequestsfor 512 bits and
1024bits keys for 20 repetitionsas yielded by the ping
command.As the tableshows, the time is almosthalf the
time measuredwith cold caches,thusshowing an accept-
ableoverhead.

5 Cachesare�ushed aftereachexecutionof theping command,in or-
derto makesurethey arecoldonbothmachines.



key len. min max mean std.dev.
512bit 8.8 9.3 8.96 0.13
1024bit 23.6 24.4 24.00 0.20

classicARP 0.4 0.5 0.46 0.05

Table 3. Roundtrip delay in � sec for ICMP
echo request messa ges with cached keys for
diff erent key lengths.

6. RelatedWork

6.1. DefensesAgainst ARP Poisoning

A possibledefenceagainstARPpoisoningis usingstatic
entriesin the ARP cache.Staticentriescannotbe updated
by ARP repliesandcanbe changedonly manuallyby the
systemadministrator. Suchanapproachhowever is not vi-
ablefor networkswith hundredsof hostsbecausethoseen-
tries mustbe insertedmanuallyon eachhost.Automating
sucha solutionvia a network script is not recommendable
sinceit relieson higherlevelsof the ISO/OSIstack.Rely-
ing on higherlevelswhenthe datalink layer hasnot been
securedyetmaybedangerousbecausetheprotocolusedto
exchangethe list canbehijackedusingARP poisoningbe-
fore thelist is distributed.Evenworse,someoperatingsys-
tem(suchasWindows) may acceptdynamicupdateseven
if anentry is setasstatic,thusmakingstaticEthernetrout-
ing useless[19].

“Port security” is anothermechanismfor tackling the
problem.It is a featurepresentin many modernswitches
thatallows theswitch to recognizeonly oneMAC address
on a physicalport. This is often suggestedasan effective
protectionagainstARP poisoning,but it is not. If the at-
tacker doesnot spoofits own MAC address,it canpoison
the two victims' cachewithout letting the switch interfere
with thepoisoningprocess.

Besidesstatic cacheentriesand port security, the only
other defensethat will not modify ARP behaviour is de-
tection.IDS andpersonal�re walls usuallynoticetheARP
switch and warn the user that the entry in the cacheis
changed.As it often happensin thecomputersecuritydo-
main,thedecisionis left to theuserandhis/herawareness.
Given the particularly sophisticatedlevel of operationin
thiscase,wedoubttheaverageuserwill take theproperac-
tions.

Somekernelpatchesexist thattry to defendagainstARP
poisoning.“Anticap” [2] doesnot updatethe ARP cache
whenan ARP reply carriesa differentMAC addressfor a
givenIP from thenonealreadyin cacheandwill issueaker-
nel alert that someoneis trying to poisonthe ARP cache.
Such a solution is againstARP de�nition itself, since it
dropslegalgratuitousARP. “Antidote” [16] is moresophis-

ticated.Whena new ARP repliesannouncinga changein a
< IP, MAC> pair is received,it tries to discover if thepre-
vious MAC addressis still alive. If thepreviousMAC ad-
dressrepliesto the request,the updateis rejectedandthe
new MAC addressis addedto a list of “banned”addresses.
In [17] a solutionthat implementstwo distinctqueues,for
requestedaddressesandreceivedreplies,is proposed.The
systemdiscardsa reply if the correspondingrequestwas
neversent,i.e.,is notin thequeue,andin thereceivedqueue
anIP addressassociatedwith adifferentEthernetaddressis
alreadypresent.

All thesesolutionshave the sameproblem.If the ma-
licious ARP reply is sentbeforethe real one is put in the
cache,for a real request,the victim cachesthe wrong re-
ply anddiscardsthe real one.A raceconditionexists be-
tweenthe attacker andthe victim. Whenthe �rst ARP re-
questis broadcast,both thevictim andtheattacker receive
the message.The �rst one who replieswill take over the
other forever. Furthermore,the attacker could also spoof
an ICMP echorequestmessageandimmediatelysendaf-
ter it a falseARPreply. Whenthevictim receivestheICMP
echorequest,it performsan ARP request,but the falsere-
ply is alreadyin its queueof receivedpacket,soit acceptsit
a thevalid one.If Antidoteis installed,ahostcanspoofthe
senderMAC addressandforcea hostto bananotherhost.

Solutionssuchasa centralizedARP cacheor a DHCP
serverbroadcastingARP information,asthey aredeployed
in IP over ATM networks [8], have not beenconsideredas
theattackercouldspoofthesourceof thebroadcastandpoi-
sonthewholeLAN. A digitally signedor MAC-edbroad-
castpacket would notbevulnerableto spoo�ng, yet broad-
castingARPtablescouldgeneratelargetraf�c on theLAN.
Sinceanentryfor eachhostneedsto bebroadcast,on large
networks this will generateconsiderabletraf�c and every
host would have to store the entire ARP table even if it
mightnotbeneededat themoment.Themainproblemwith
centralizedARP cacheis that if a hostgoesdown, thecen-
tral server will not noticetheevent.Thus,whena hostthat
wishesto communicatewith the onecurrentlydown asks
for ARPinformationto thecentralserver, it will receivethe
informationeven if the host is down. At this point an at-
tackercouldimpersonatetheof�ine hostusingits MAC ad-
dressandreceiveall thepacketssentto it.

6.2. SecureLink Layer

Theonly kernelpatchwhich assuresmutualauthentica-
tion betweenthe requesterandthe replierevenon the �rst
messageis SecureLink Layer [6]. SLL providesauthenti-
catedandencryptedcommunicationbetweenany two hosts
on the sameLAN. SLL requiresa Certi�cation Authority
(CA) to generateSLL certi�catesfor all legitimatehostson
thenetwork.



SLL handlesauthenticationand sessionkey exchange
beforeany messagesare transferredfrom one host to an-
other. Elliptic curve cryptographyalgorithmsareusedfor
bothoperations.SLL de�nesthreeauthenticationmessages
thathostssendeachotherto performmutualauthentication
and sessionkey exchange.After authentication,the pay-
loaddata�eld of all Ethernetframessentbetweentwo hosts
is encryptedwith Rijndaelusinga 128-bitkey and128-bit
longblocks.

Sucha mechanismis too complex for our intent. Mu-
tualauthenticationbetweentwo hostsis suf�cient for avoid-
ing ARP poisoning.EncryptingARP repliesdoesnot yield
any additionalsecuritysincetheassociationbetweenIP and
MAC addressesshouldbe public. Furthermore,SLL also
maintainsall the cryptographickeys in kernel-space.Note
that theamountof memoryrequiredcouldbeconsiderable
in caseof classB networks.Sinceit is not recommendedto
usekernelmemorywith informationthat couldbe aswell
managedin userspace,suchaskeys, a “light” versionof
SSLwith no payloadencryptionwould still have a consid-
erableperformanceimpact.Thereforewe decideto design
anew protocolthatcouldbeimplementedin user-space.

7. Conclusionsand Future Work

Thepaperpresentsa feasiblesolutionto theproblemof
ARP poisoningattacks.Thecauseof ARP poisoningis the
lackof messageauthentication,sothatany hostin theLAN
is able to spoofmessagespretendingto be someoneelse.
We proposean authenticationschemefor ARP repliesus-
ing publickey cryptography,whichextendsARPto S-ARP.
Addingstrongauthenticationto ARPmessagesresolvesthe
problem,thusdenying any attemptof ARPpoisoning.

Futurework includesporting S-ARPto otherplatforms
soasto allow interoperability. Betterkernelintegrationwill
be implementedsincethe upcomingLinux kernel (2.6.0)
will befully preemptible.Oncetheimplementationof cryp-
tographicroutine will be moved to kernel space,even S-
ARP requestwill besignedandthereceiver will cachethe
informationon therequest,thusspeedingup thewholeau-
thenticationprocess.

When�re wall andgateway applianceswill beequipped
with cryptographicco-processors,theimplementationof S-
ARP on embeddedsystemscould be considered.Another
issueconcernsthe elimination of the single point of fail-
urerepresentedby theAKD.
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