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Abstract

Tappinginto the communicatiorbetweertwo hostson a
LAN has becomequite simplethanksto tools that can be
downloadedrom the Internet. Sud tools usethe Address
ResolutionProtocol (ARP) poisoningtechnique which re-
lies on hostscading reply messges eventhoughthe cor-
respondingequestsvere never sent.Sinceno messge au-
thenticationis provided, any hostof the LAN can forge a
messge containingmaliciousinformation.

This paper presentsa secue version of ARP that pro-
vides protectionagainst ARP poisoning Each hosthasa
public/privatekey pair certi ed by a local trustedparty on
the LAN, which actsasa Certi cation Authority. Messaes
are digitally signedby the senderthus preventingthe in-
jectionof spuriousand/or spoofednformation.As a proof
of concept,the proposedsolution was implementedn a
Linuxbox.Performanceneasuementshowthat PKI based
strong authenticationis feasibleto secue evenlow level
protocols,aslong asthe overheadfor key validity veri ca-
tionis keptsmall.

1. Intr oduction

IP over Ethernetnetworks are the most popular Local
AreaNetworksnowadaysThey useARP, the AddressRes-
olution Protocol,to resole IP addressemto hardware,or
MAC (MediumAccessControllers) addressefl2]. All the
hostsin the LAN keepa cacheof resohedaddressesARP
resolutionis invoked whena new IP addressasto bere-
solvedor anentryin the cacheexpires.The ARP poisoning
attackconsistof maliciouslymodifyingtheassociatioroe-
tweenan IP addressandits correspondingAC address.
Varioustools available on the Internet[11], [13], [18], al-
low so called“script kiddies” to performthe sophisticated
ARP poisoningattack.

This work was partially sponsoreduinderthe Italian Dept. of Educa-
tion andResearclr.|.R.S.T project.

Althoughthisis the mostpopularversion,ARP poison-
ing is not con ned to Ethernetnetworks. Layer 2 switched
LANSs, 802.11bnetworks, and cryptographicallyprotected
connectionsare also vulnerable.In [3], variousscenarios
aredescribedvherea wirelessattacler poisonstwo wired
victims, a wirelessvictim and a wired one, or two wire-
lessvictims, eitherthroughdifferentaccesgointsor a sin-
gle one. As for cryptographicallyprotectednetworks, the
useof cryptographyat network layer, e.g.,by meansof Se-
cure Shell (SSH)[20] or SecureSocletsLayer (SSL) [4],
doesnot protectagainstARP poisoning,sincesuchan at-
tackis performedatthelayerbelow.

By performingARP poisoning,anattacler forcesa host
to sendpacletsto a MAC addresdifferentfrom the one
of the intendeddestinationwhich may allow herto eaves-
droponthe communicationmodify its content(e.qg., lter -
ing it, injecting commandsr maliciouscode), hijack the
connection.Furthermore when performedon two differ-
ent hostsat the sametime, ARP poisoningenablesan ad-
versaryto launcha “man in the middle” (MITM) attack.
With MITM attackstrafc betweertwo hostsis redirected
througha third one,which actsasthe manin the middle,
without the two knowing it. The MITM may simply relay
thetrafc afterinspectingit or modify it beforeresending
it. NotethatMITM attacksarepossibleat variouslayersof
the OSl stack. ARP poisoningallows to performsuchanat-
tackat datalink layer At network layer, the attackexploits
DNS poisoning[5]. Theattacler rst modi es theDNS ta-
blessoasto associatéts own IP addressvith thesymbolic
namesof both victim hosts.Thus, when the victims will
guerythe DNS askingfor the eachother's IP addressthey
will receve the attacler's IP addressAt this point, all the
traf c betweerthetwo hostswill rst berecevedby theat-
tackerthatwill forwardit to therespectre destinationafter
possiblymodifyingit.

In this paperwe proposea solutionto the ARP poison-
ing problembasedon an extensionof the ARP protocol.
We introducea setof functionalitiesthatenableanintegrity
and authenticitycheckon the contentof ARP replies,us-
ing asymmetriacryptographyWe call our secureaxtension



to ARP “S-ARP”, SecureARP. As a proof of concept,S-
ARP hasbeenimplementedunderthe Linux operatingsys-
temandtheinitial experimentalresultshave showvn it is a
feasibleandeffective solutionto the ARP poisoningattack,
despiteits use of asymmetriccryptography Experimental
measurementsdicatethat S-ARPhasa negligible impact
onsystemperformanceNotethatsimilar resultscanbe ob-
tainedusingSecurelink Layer[6]. However, sincesucha
protocolprovidesa broaderspectrunof securityservicesat
layer2 suchastraf ¢ con dentiality, it is lessef cient than
S-ARPR We will discussSSLin Section6.

This paperis organizedasfollows. Section2 illustrates
the problemconsideredn this paperandrecallshow ARP
worksandwhy it is vulnerablego poisoning Section3 and4
describeS-ARPandits Linux implementationgespectiely.
Sectionb presentsheresultsof experimentalkvaluationon
a real system.Section6 discusseselatedwork. Section7
summarizesur contritbutionsandconcludeghepaper

2. Problem De nition
2.1. AddressResolutionProtocol

WhenanEtherneframeis sentfrom onehostto another
on the sameLAN, the 48 bit Ethernetaddresgletermines
the interface to which the frame is destined.The IP ad-
dressin the paclet is ignored.ARP providesthe mapping
betweerthe 32 bit IPv4 addressindthe 48 bit Ethernetad-
dresg[15], [12]. In therestof this sectionwe brie y recall
how ARP works.

Whena hostneedsto sendan IP datagranasan Ether
netframeto anothethostwhoseMAC addresst ignores,it
broadcasts requestfor the MAC addressassociatedvith
the IP addresf the destination Every hoston the subnet
recevestherequestandchecksif the IP addressn there-
guestis boundto one of its network interfaces.If this is
thecasethehostwith the matchinglP addressendsa uni-
castreply to the sendeiof therequestvith the< IP address,
MAC address pair. Every hostmaintainsa table of < IP,
MAC> pairs,calledARPcade basedon therepliesit re-
ceived,in orderto minimizethe numberof requestsenton
the network. No requestis madeif the <IP, MAC> pair
of interestis alreadypresentin the cache ARP cacheen-
tries have a typical lifetime of 20 minutes,but someoper
atingsystemsnayresetthe expirationtime every time they
usean entry, thus possiblydelayingforever entry refresh
[15].

ARPis astatelesprotocol,i.e.,areplymaybeprocessed
eventhoughthe correspondingequestvasnever receved.
Whena hostrecevesa reply, it updateghe corresponding
entry in the cachewith the <IP, MAC> pair in the reply.
While a cacheentry shouldbe updatedonly if the map-
pingis alreadypresentsomeoperatingsystemse.g.,Linux

and Windows, cachea reply in ary caseto optimize per
formance Anotherstateles$eatureof ARP is thesocalled
gratuitousARP. A gratuitousARP is a messageentby a
hostrequestinghe MAC addresdor its own IP addressit
is senteitherby a hostthat wishesto determinef thereis
anotherhoston the LAN with the samelP addres®r by a
hostannouncinghatit haschangedts MAC addressthus
allowing the otherhoststo updatetheir caches.

2.2. ARP Poisoning

By forgingan ARP reply, anattacler mayeasilychange
the<IP,MAC> associatiortontainedn ahostARP cache.
Since eachhost presumests local cacheto be trustwor-
thy, the poisonedhostwill sendIP paclets encapsulated
into Etherneframeswith abogusMAC addressasdestina-
tion. This way the attacler mayreceve all theframesorig-
inally directedto someotherhost.If alsothe cacheof the
realdestinatiorhostis poisonedpothcommunicationo ws
areundertheattacler's control. Theattaclerrealizesa two-
way manin themiddle,whereshecanforwardthereceved
pacletsto the correctdestinatiomafter inspectingand pos-
sibly modifying them. The two end points of the connec-
tion will not notice the extra hop addedby the attacler if
thepaclet TTL is notdecremented.

Someoperatingsystemse.g.,Solaris,will notupdatean
entry in the cacheif suchan entry is not alreadypresent
whenan unsolicitedARP reply is receved. Although this
might seeman effective precautionagainstcachepoison-
ing, the attackis still possible.The attacler needsto trick
thevictim into addinga new entryin thecacherst, sothat
a future (unsolicited) ARP reply can updateit. By send-
ing a forged ICMP echorequestasif it wasfrom one of
the two victims, the attacler hasthe othervictim createa
new entry in the cache.Whenthe rst victim recevesthe
spoofedlICMP echorequestijt replieswith anICMP echo
reply, which requiresresolving rst the IP addresof the
original ICMP requesinto an Ethernetaddressthuscreat-
ing an entry in the cache.The attacler cannow updateit
with anunsolicitedARP reply.

ARP poisoningis possiblealsoin switchednetworks. A
layer 2 switch acceptghetraf ¢ thatcomesinto eachport
anddirectsit only to the port to which the destinatiorhost
is connectedexceptfor broadcasmessagewhich aresent
to all ports.Thereforesnif ng is nolongerpossibleby sim-
ply con guring thenetwork interfacein promiscuousnode.
However, it is possibleto poisona hostcacheby sendingan
unsolicitedARP reply to the hostcontainingthe attacler's
MAC addressThe samecanbe doneagainsttwo hostsat
thesametime, thusallowing anattacler to interceptall the
trafc betweenthosetwo hosts,without the switch realiz-
ing it. Oncethe attacler hashijackedthe pacletsof a com-
munication,shecanmodify the payloador eveninject new



pacletsin thecommunicatioraslong asthe TCP sequence
numbersareadjustedso asto maintainthe communication
synchronized.

3. Secure ARP

SecuréARP extendsARP with anintegrity/authentication
schemefor ARP replies, to prevent ARP poisoning at-
tacks.Since S-ARP is built on top of ARP, its speci ca-
tion (asfor messagexchangetimeout,cache)follows the
original one for ARP [12]. In orderto maintaincompati-
bility with ARP, anadditionalheadelis insertedat the end
of the protocol standardmessageso carry the authenti-
cation information. This way, S-ARP messagean also
be processedy hoststhat do not implementS-ARR al-
thoughin a secureARP LAN all hostsshouldrun S-ARRP
Hoststhat run the S-ARP protocolwill not acceptnon au-
thenticatedmessagesinlessspeci ed in a list of known
hosts.On the contrary hoststhatrun the classicARP pro-
tocolwill beableto acceptevenauthenticatednessage®
mixed LAN is not recommendedh a productionerviron-
mentbecausehe partrunningtraditional ARP is still sub-
ject to ARP poisoning.Furthermorethe list of hostsnot
running S-ARP must be given to every securedhost that
hasto communicatewith an unsecuredne. The interop-
erability with the insecureARP protocolis given only for
extraordinaryeventsandshouldbe alwaysavoided.lt is in-
tendedto be usedonly during the transitionphaseto a full
S-ARPenabled_AN.

3.1. Protocol Overview

S-ARPprovidesmessagauthenticatioronly. No traf ¢
con dentiality is providedaswe believe thatsucha service
shouldbe provided at higherlevelsin the OSI stack,e.g.,
by meansf IPSed7] or SSL[4] or speci ¢ secureapplica-
tion protocolssuchas SSH[20]. Furthermorewell con g-
ured layer 2 switchesoperatingwith S-ARP are sufcient
to protecttraf ¢ from mostof layer2 attacks.

S-ARP usesasymmetriccryptographyAny S-ARPen-
abledhostis identi ed by its own IP addresandhasa pub-
lic/privatekey pair. A simplecerti cate providesthe bind-
ing betweerthehostidentity andits public key. Besideghe
hostpublic key, the certi cate containsthe hostIP address
andthe MAC addresf the Authoritative Key Distributor
(AKD), atrustedhostacting askey repository Eachhost
sendsits signedcerti cate containingthe public key and
thelP addresgo the AKD, whichinsertsthepublickey and
the IP addressn a local database afterthe network man-
agersvalidation(seeSection3.2).Becausef therestricted

1 Althoughthisis nottruefor busnetworks, suchatopologyis quickly
becomingobsoletepeingreplacedby layer 2 switchedLANs, sowe
focusonthelatter

natureof sucharepositorybothin termsof numberof keys
andtheir exposureto compromiseno revocationlists are
kept.In orderto avoid replayattacksandto have acommon
timereferencdo evaluateexpiredrepliesthe AKD alsodis-
tributesthe clock valuewith which all the otherhostsmust
synchronize.

In S-ARPall reply messagearedigitally signedby the
senderwith the correspondingprivate key. At the recev-
ing side,the signatureis veri ed usingthe hostpublic key.
If the public key of the sendethostis not presenin there-
ceiving hostkey ring or theonein thekey ring doesnotver-
ify the signaturethe public key of the sendetis requested
from the AKD. The AKD sendst to therequestinghostin
adigitally signedmessage.

S-ARP adoptedthe Digital SignatureAlgorithm (DSA)
asthe signaturealgorithm[9]. Sucha choiceis nota con-
straintandthe signingalgorithmcouldbereplacedvith ary
otherpublickey signatureschemeForthesale of ef ciency
(seeSectionb), we usekeys of 512 bits. Although 512 bit
keysarenotconsideredotally securethey offerasufcient
degreeof securityfor the type of informationthey protect
in our case especiallyif combinedwith a key refreshpol-

icy.
3.2. S-ARP Setup

The rst stepwhensettingupaLAN thatusesS-ARPis
to identify the AKD anddistributethrougha securechannel
its public key andMA C addresso all the otherhosts.Such
anoperatiormaybe performedmanuallywhenahostis in-
stalledon the LAN for the rst time. On the otherhand,a
hostthatwantsto connecto the LAN must rst generatea
public/privatekey pair andsendits signedcerti cate to the
AKD. Herethe correctnes®f the information providedis
veri ed by thenetwork manageandthehostpublic key to-
getherwith its IP addresss enteredn the AKD repository
This operatiorhasto be performedonly the rst timeahost
entergheLAN. If ahostwantsto changats key, it commu-
nicateghe new key to the AKD by signingtherequestvith
the old one. The AKD will updateits key andthe associ-
ationis correctlymaintained Section3.5 explainsthe pro-
tocol behaior whenlP addressearedynamicallyassigned
by aDHCP sener. Onceconnectedo theLAN, ahostsyn-
chronizests local S-ARPclock with the onerecevedfrom
the AKD.

3.3. Message~ormat

A S-ARPmessagés similarto anARP messageyith an
additionalportionattheend,to maintaincompatibilitywith
the original protocol. The additional S-ARP portion com-
prisesa 12 bytesS-ARPheaderanda variablelengthpay-
load, asshawn in Figure 1. ARP repliescarry the S-ARP



heademwhile ARP requestslo not change Futureversions
of theprotocolshouldconsideiauthenticatindA\RP requests
too asthis would speedupthe authenticatiorprocess.

The S-ARP headercontainsthe sender$ digital signa-
ture,atime-stampthetypeandlengthof the messageThe
eld “magic” is usedto distinguishwhethera messagear
ries the S-ARP header|f so, its valueis 0x7599%el1le .
SinceARP pacletsareonly 42 byteslongandtheminimum
Etherneframelengthis 60, pacletsareusuallypaddedvith
junk? andthe lengthof the received paclet cannotbe used
asanindicatorof additionalparts,suchasa S-ARPheader
The eld “type” distinguishesamong ve typesof mes-

sages:

Signedaddressesolution(reply only)
Publickey managemen(request/reply)
Time synchronizatiorfrequest/reply).

Signedaddressesolutionmessageareexchangedetween
hostsof the LAN. The other types of messagesre ex-
changednly betweera hostandthe AKD.

The elds “siglen” and “datalen” are the length of the
signatureandthe lengthof the datain the S-ARP payload,
respectiely. The eld “timestamp”is the value of the lo-
cal S-ARP clock at the momentof the constructionof the
paclet. Finally, the eld “signature”is a SHA-1 hashof
the ARP andthe S-ARPheadersTheresulting160bits are
signedwith DSA3.

1 8 16 24 32
—t
N
magic
header (12 bytes) type siglen datalen
timestamp
1 |
: data E
data (variable) e e e '
: signature E

Figure 1. S-ARP packet extension.

2 In orderto avoid informationleakag€d1], the S-ARP additionalpor-
tionis rst writtenwith zeros.

3 The hashis computedwith the eld “siglen” equalto zero and af-
ter the signaturehasbeencalculatedthe eld assumeshereallength
of thesignatureThismustberemembereduringtheveri cation pro-
cess.

3.4. MessageAuthentication

Every hostmaintainsa ring of the public keys andcor-
respondingP addressepreviously requestedo the AKD.
Whena hostrecevesa S-ARPreply, it searcheshe sender
IP addressandits correspondingpublic key in its ring. If it

nds suchanentry, it usesthe contentto verify the signa-
ture, otherwiseit sendsa requestto the AKD for the cer
ti cate. A requesto the AKD is sentalsoin casethe key
in thelocal ring doesnot verify the signaturesinceit may
nolongerbevalid®. In this casethe pacletis enqueuedn a
“pendingreplieslist”. The AKD sendsa signedreply with
therequestegbublic key andthe currenttime-stampUpon
receving thereply from the AKD, the hostresynchronizes
thelocal clock with the time-stampjf necessarystoresthe
public key in its ring andveri es the signatureln casethe
old key wereno longervalid, if the new key recevedfrom
the AKD is the sameasthe onein the cache thereply is
considerednvalid and is dropped.If the key hasindeed
changedthe hostupdatests cacheandveri es the signa-
turewith the new key.

If thetime-stampin the S-ARPreply is too old, the re-
ply is discardedto avoid replay attacks.Since hostsare
notsynchronizeaxactly, anacceptablalifferencebetween
the time-stampandthe local clock is in the rangeof 30s.
Suchavalueis arbitraryandcanbe setby the network ad-
ministrator providedit is not solargeto allow an attacler
to launcha replay attack. Without the useof time-stamps,
an attacler could successfullyperforma poisoningattack
even with S-ARR in the following scenario.An attacler
storesa sniffed S-ARPreply from victim 192.168.0.with
MAC addres€1:01:01:01:01:01The attacler waits until
thevictim is off-line andcannotreply to ARP requestsAt
this point, the attacler changests own MAC addresso
01:01:01:01:01:0ndsendghe storedS-ARPreply when
requested.

3.5. KeyManagement

S-ARPhostsareidenti ed by thelP addresssit appears
in the hostcerti cate. Sinceparticularcaremustbe taken
whendealingwith dynamicallyassignedP addressesye
consideikey managemenh networkswith staticallyor dy-
namicallyassignedP addresseseparately

In thenext sectionave will usethefollowing notation:

3.5.1. Static Networks In networks with statically as-
signedIP addresseseys areboundto IP addressesvhen
they are generatedand then insertedin the AKD repos-
itory. Therefore, when a generic host i broadcastsa

4  S-ARPpublic keys do not have an explicit expiration date.They are
changecdeither periodically by the systemadministratoror uponre-
guestin caseof compromise.



AKD Authoritative Key Distributor
S-DHCP S-ARPenabledHCP sener
Hi Generichosti

Rq(a) Requesfor objecta

Rp(a) Replycarryingobjecta
SHA(X)  SHA-1hashof message

T Local S-ARPTime-stamp

N Nonce

Ay HostH's IP address

My HostH's MAC address

Py HostH's PublicKey

Sq (%) Message digitally signedby hostH

regular ARP requesto nd hostj's MAC addressassum-
ing j's key is not in i's cache,H; replieswith a signed
messagecontaining its own MAC addressand the lo-

cal S-ARPclock. Uponreceving hostj 'sreply, H; contacts
the AKD to requesf 's key. ThenonceN in hosti'skey re-

guestpreventsreplay attacksthat could desynchronizéts

S-ARP clock. The AKD's signedreply includesthe re-

guestedkey, the nonceN and the time-stampT, which

hosti will useto updateits local S-ARPclock T;. The se-
guenceof messagesxchangeds summarizedelow.

Hi! all: Ra(M;)

Hi ! Hit Sy, (Rp(M) i Tj)

Hi ! AKD : Rq(th)jj N

AKD ! Hi: Sak p(Rp(R4;)JjiNjT)

Note that an attacler cannotproducea valid signature
for an IP addresstherthanits own. This is becausehe
public key usedfor verifying the host's signaturesiasbeen
releasedvy the AKD, which rst hasveri ed the correct-
nessof the informationcontainedn the certi cate submit-
tedby thehostandthenreleaseduchaninformationin dig-
itally signedmessagedhusanattacler cannolongersend
spoofedARP repliesto redirecttraf ¢ throughits adapter
However, anattacler couldstill announcea falseMAC ad-
dresdor its adapterwhethersuchanaddres$e someother
host's or a non-isting one.In the former case the victim
hostwould receie bothits legitimatetraf c andadditional
traf ¢ originally directedto the attacler, thuspossiblysuf-
feringa denialof serviceIn thelattercaseall thetraf ¢ to-
wardsthe attacler would be dropped thusisolatingthe at-
tacler.

3.5.2. Dynamic Networks In a S-ARP network wherea
DHCPsenerdynamicallyassigndP addresset thehosts,
keys cannotbe boundto IP addresseat generationtime.
Suchabindingis dynamicandis renavedeverytime ahost
is assigned new IP addressThis implies thatthe DHCP

sener hasto talk to the S-ARPsener, thusrequiringa cus-
tomizedversionof the DHCP sener. We implementedit
andcalledit S-DHCPR

We assumethat, if an organizationdeploys a secure
DHCP sener, dynamiclP addressesanbe assignecnly
to well known machineghathave beenenrolledin the sys-
temandauthorizedn someway. Whattype of connection,
to which sub-net,and other detailsregardingwhat a host
mayor maynotdo arepartof theauthorizatiorpro le asso-
ciatedwith the host,asde ned by the securitypolicy of the
organization.Part of the enrollmentprocedureis the gen-
erationby the hostof the public-private key pair and the
correspondingerti cate. At this stagethe P eld of such
a certi cate is empty To completethe enrollmentproce-
dure,the AKD manuallyinsertsthecerti cate with the null
IP addressndthe correspondingpublic key in its own key
repository usinga securechannel Notethatthis procedure
is performedonly once,beforethe hostever entersthe sys-
tem.Lateron, if the hostwantedto changsits key, it could
justsenda key_exchangepaclketto the AKD.

WhenhostH joins the network, it request&n|P address
to the S-DHCPsener. In orderto allow the S-DHCPsener
andthe AKD to identify it, H appendshesignedSHA-1di-
gestof its public key Py to the IP requesto the S-DHCP
sener. Before assigningan IP addresdo H, the S-DHCP
sener contactshe AKD to verify whetherH is authorized
tobeaddedothelLAN, i.e.,if H'skey isin the AKD repos-
itory andit is valid, andto inform the AKD of the IP ad-
dressthe hostwill be assignedThe messagés signedby
theS-DHCPsenerandcomprisegheoriginal signeddigest
from H andtheproposedP addressThe AKD searchedts
databasdor the given public key andrepliesto S-DHCP
with anACK or aNACK. Themessagexchangesequence
in caseof apositive responsérom the AKD is summarized
below.

H! S-DHCP: DHCPrequesij Sy (SHA(P,))
S-DHCP! AKD : Ss pHce (St (SHAR)) | An)
AKD ! S-DHCP: Sak p (ACK)

S-DHCP! H: Ss prce (DHCPreplyjj An)

If the responsdrom the AKD is positive, the S-DHCP
sener proceedswith the assignmenof the new IP address
to H, while the AKD updatesH's entry in the repository
bindingH's new IP addresdo H's key. If theresponsdérom
the AKD is negative, the S-DHCPsener will notreleasea
new IP to the hostandthe hostwill not be ableto join the
LAN. EverytimetheS-DHCPreleases new IP addresgo
a hostfor anexpiredleaseor a new requestjt will contact
the AKD to inform it of the new associationThe S-DHCP
will releasaherenaval to thehostandmeanwhilewill con-
tactthe AKD to inform it of therenaval. The procedurds



the sameasfor a new assignmentFromthe AKD point of

view thereis no differencebetweemmanuallyinsertedasso-
ciation or S-DHCPautomaticassociationso a mixed net-

work with staticanddynamicallyassignedP addressefs

managedorrectly

4. Implementation

S-ARP hasbeenimplementedunderthe Linux operat-
ing systemand is available for download at URL : [10].
The prototypewasimplementedasa proof of conceptand
it is notintendedto bea nal andfully functionaldaemon
to be usedin large or productionervironments.t is com-
posedof two parts:a kernel patchand a userspacedae-
mon, asillustratedin Figure 2. The kernelpatchremoves
the ARP paclet from theincoming paclet list throughthe
dev _remove _pack() function.This way thekernelwill
notparseary ARP pacletsandwill dropthem.Notethatthe
patchdoesnotaffectthewaythekerneltriesto resole Eth-
ernetaddressessinceit continuesto sendARP requestas
usual.lt will only not procesghe replies.Sincein the cur-
rentversionof S-ARP requestsare not signed,it is possi-
ble to usethe simple old ARP implementatiorfor the re-
guestsand leave reply veri cation to a userlanddaemon.
SuchadaemorcapturesS-ARPpacletsthroughalink layer
soclet, veri es the signatureandaddthe ARP entryin the
systemcachevia a netlink soclet. The daemoncanactas
AKD or as a generichost dependingupon the command
line parametepassedo the protocol at launchtime. It is
alsoresponsibldor the communicationsvith the AKD for
key management.

sarpd daemon
user land I
kernel land :
T
Kernel '
v
neighbor
Loadable system
Kernel LR v
Module PF_PACKET
ARP layer cocket
sarp A
Ethernet
A A\
outgoing incoming outgoing
requests replies replies

Figure 2. The structure of S-ARP.

Using a userland daemornwaschosemot to burdenthe
kernelwith atime consumingtasksuchasthe veri cation
of a digital signatureln particulay sincethe kernel(as of
2.4.x)is not preemptiblejf the signatureveri cation were
left to it, no othertask could executeuntil the veri cation
had terminated.With the introductionof crypto APl and
kernelpreemptionin the upcoming2.6 kernel,the current
implementatiorcouldberevisitedandcomparedvith aker-
nel one,for thebestperformance.

5. Experimental Evaluation

In orderto measurahe overheadntroducedby S-ARR
a testbed comprisingthree PC's connectedhrougha 10
Mbit/sechubwassetup. A 1.0 GHz AMD Athlon 4 com-
puterwith 256 MB RAM running GentooLinux 1.4, ker
nel 2.4.20,actedasthe AKD. Two 1.6 GHz Intel Pentium
4 computerswith 128 MB RAM, running Debian Linux
3.0,kernel2.4.18,actedasgenericnetwork hosts Notethat
thereis no differencein theimplementation®f ARP in the
two distributionsand kernelversionsof the Linux operat-
ing systenrunningonthetestmachinesWe conductedwo
setsof measurement$ie rst measuredhe signatureop-
erationin isolationandthenwe indirectly measuredheim-
pactof S-ARPon addressesolution.

5.1. Signature Performance

From a performancepoint of view, S-ARP execution
time is dominatedby signatureveri cation and signature
generationSincethetimerequiredby signatureveri cation
dependsiponthe lengthof the key, which is a critical pa-
rameterof theprotectionlevel thekey offersagainstrypto-
analytic attacks,the bit length of the public keys should
strike a balancebetweenthesetwo factors.Signaturecre-
ationis time consumingmostly dueto the exponentialcal-
culation.However, somefactorsof suchacalculationcanbe
computedseparatel\pecausehey do not dependuponthe
messagéeo be signed thussigni cantly improving the exe-
cutiontime[14]. Unfortunatelynothingsimilarcanbedone
for signatureveri cation.

We ran 1000teststo measureghetime to generatea sig-
naturewith pre-computatiorof the exponentialfactorsand
1000teststo measureghetime to verify a signaturefor 512
bit and 1024 bit keys. The resultsarereportedin Table 1.
As thetableshaows, oncethe exponentialfactorshave been
computedthetimeto generatehe signatures independent
of the key length.Furthermorethe time requiredto verify
a signatureis about20-25%larger thanthe total time re-
quiredby the completegeneratiorof a signature.



key len. | operation| min | max mean | st.dev.
exp.fact. | 923 | 1082 | 982.47| 16.91
512 | sig.gen. 32 58 33.45 1.53
sig.verif. | 1133 | 1255 | 1201.46| 15.45
exp.fact. | 2565 | 2819 | 2721.67| 38.05
1024 | sig.gen. 34 59 35.36 1.50
sig.verif. | 3204 | 3458 | 3346.24| 38.07

Table 1. Execution times in sec for signa-
ture operations (exponential factor computa-
tion, signature generation, signature verica-
tion) for diff erent key lengths (in bit). Aver-
ages were obtained on 1000 tests.

5.2. ICMP Performance

We measuredhe performanceof S-ARP indirectly, by
meanf ICMP messagedA setof ping commandavere
repeatedyith no parameterdyothwith andwithoutS-ARP
ping providesthe roundtrip delay of an ICMP echore-
guestfrom a hostto anotheywhich canbe usedasanindi-
rectmeasuref thecostof addressesolution.The rst time
anICMP echorequest/replys sent,if thedestinatiorMAC
addresss unknown, aninstanceof ARP is executed.

ping returnsthe roundtripdelay for eachICMP mes-
sagesentby the pingingcomputerwhich for the rst mes-
sageincludesthetime for addressesolution.lt is therefore
possibleto estimatethe impactof (S-)ARP in the execu-
tion time of ICMP. We identi ed theperformancef thethe
baselinecasevhenthesystenrantheoriginal ARP. Theav-
eragedelayof the rst echoreply, i.e.,theonethatrequires
Ethernetaddresgesolution,is 0.705msec,with andaver-
agestandardieviation equalto 0.049.All the experiments
wereperformedwith “cold” cachesi.e.,after ushing their
content.

Two setsof experimentsvereperformedIn the rst sce-
nariothe two hosthave never communicatedefore,there-
fore they do not have eachother's public keys andrequest
themto the AKD. Sucha scenariois burdenedwith the
highestoverhead but it occursonly the rst time a new
MAC addresss neededsincekeys are storedin cacheaf-
ter the rst requestAll subsequentequestswill nd the
keys in cache thus speedingup the execution.This is the
secondscenarioconsideredandit characterizeshe aver
ageoperatingcaseof S-ARP Measurementi this casein-
cludeonly the time requiredby signatureveri cations and
creation.

5.2.1. Cold Key CachesWhen two hosts exchang-
ing ICMP echorequest/replydo not have eachother's key
in their local cache they have to requesthemto the AKD.

In this casethe authenticationprocessrequires4 signa-

tureveri cations andasmary signaturegenerationswhich
areirrelevantcomparedo theformerif theexponentiafac-
tors have beencomputedseparatelyduring anidle period,
asshavnin Tablel.

Table 2 summarizesthe results for the measured
roundtrip delaysof ICMP echorequestdor 512 bits and
1024 bits keys for 20 repetitionsas yielded by the ping
command Although in both casethe time is non negli-
gible, we should rememberthat it occursonly the very
rst time, so it doesnot hurt performancein the aver
agecaseAs thetableshaws, the roundtripdelayincreases
morethanlinearly asthe key sizeincreasesthusthe im-
portanceto choosean appropriatesize for the keys. For
the sale of comparison,the table also reports the re-
sults of the sametest performedwith the classic ARP
protocol. As expected,the costof securityis paid in per
formancedegradation.However, sucha costis acceptable
whenthe frequeny of ARP trafc is takeninto considera-
tion.

key len. min | max | mean| st.dev.
512 17.7| 18.1| 17.86 0.12
1024 48.0 | 48.8 | 48.49 0.22
classicARP | 0.6| 0.8| 0.70 0.05

Table 2. Roundtrip delay in sec for ICMP
echo request messages with cold key caches
for diff erent key lengths (in bit).

5.2.2. CachedKeys In this casetherearetwo fewer ver

i cation operationsij.e., thoseon the AKD messagesso
we expectit to be lesstime consuming.The public key of
thetwo hostsarealreadyin the respectie key cachesThis
is the mostcommonscenario.Two hostshave exchanged
theirkeysin apreviouscommunicationsowhenthey com-
municateagainthey only needto verify eachother's signa-
tureson the S-ARP replies.The AKD is not contactedn
thiscase.

Table 3 summarizesthe results for the measured
roundtrip delaysof ICMP echorequestdor 512 bits and
1024 bits keys for 20 repetitionsas yielded by the ping
commandAs the table shavs, the time is almosthalf the
time measureadvith cold cachesthus shaving an accept-
ableoverhead.

5 Cachesre ushed aftereachexecutionof theping commandin or-
derto make surethey arecold onbothmachines.



key len. min | max | mean| std.dev.
512bit 8.8| 9.3| 8.96 0.13
1024bit 23.6 | 24.4| 24.00 0.20
classicARP | 0.4| 05| 0.46 0.05
Table 3. Roundtrip delay in sec for ICMP

echo request messages with cached keys for
diff erent key lengths.

6. RelatedWork
6.1. DefensesAgainst ARP Poisoning

A possibledefenceagainstARP poisoningis usingstatic
entriesin the ARP cache .Staticentriescannotbe updated
by ARP repliesand canbe changedonly manuallyby the
systemadministrator Suchan approacthowever is not vi-
ablefor networkswith hundredf hostsbecaus¢hoseen-
tries mustbe insertedmanuallyon eachhost. Automating
sucha solutionvia a network scriptis not recommendable
sinceit relieson higherlevels of the ISO/OSIstack.Rely-
ing on higherlevelswhenthe datalink layer hasnot been
secured/etmay be dangeroudecausehe protocolusedto
exchangehelist canbe hijacked using ARP poisoningbe-
fore thelist is distributed.Evenworse,someoperatingsys-
tem (suchas Windows) may acceptdynamicupdateseven
if anentryis setasstatic,thusmakingstaticEthernetrout-
ing useles$19].

“Port security” is anothermechanismfor tackling the
problem.It is a featurepresentin mary modernswitches
thatallows the switch to recognizeonly one MAC address
on a physicalport. This is often suggesteds an effective
protectionagainstARP poisoning,but it is not. If the at-
tacker doesnot spoofits own MAC addressit canpoison
the two victims' cachewithout letting the switch interfere
with the poisoningprocess.

Besidesstatic cacheentriesand port security the only
other defensethat will not modify ARP behaiour is de-
tection.IDS andpersonalre walls usuallynoticethe ARP
switch and warn the user that the entry in the cacheis
changedAs it often happensn the computersecuritydo-
main, the decisionis left to the userandhis/heravareness.
Given the particularly sophisticatedevel of operationin
this casewe doubtthe averageuserwill take the properac-
tions.

Somekernelpatchesxist thattry to defendagainstARP
poisoning.“Anticap” [2] doesnot updatethe ARP cache
whenan ARP reply carriesa differentMAC addresdor a
givenlP from thenonealreadyin cacheandwill issueaker-
nel alertthat someones trying to poisonthe ARP cache.
Sucha solution is againstARP de nition itself, since it
dropslegal gratuitousARP. “Antidote” [16] is moresophis-

ticated.Whena nen ARP repliesannouncingachangen a
<IP, MAC> pairis receved,it triesto discoverif the pre-
vious MAC addresss still alive. If the previous MAC ad-
dressrepliesto the requestthe updateis rejectedandthe
nev MAC addresss addedto alist of “banned”addresses.
In [17] a solutionthatimplementstwo distinct queuesfor
requestechddresseandreceiedreplies,is proposedThe
systemdiscardsa reply if the correspondingequestwas
neversent,.e.,isnotin thequeueandin therecevedqueue
anlP addressssociateavith adifferentEthernetaddresss
alreadypresent.

All thesesolutionshave the sameproblem.If the ma-
licious ARP reply is sentbeforethe real oneis put in the
cache for a real requestthe victim cachegshe wrong re-
ply anddiscardsthe real one. A racecondition exists be-
tweenthe attacler andthe victim. Whenthe rst ARP re-
guestis broadcastboththe victim andthe attacler receve
the messageThe rst onewho replieswill take over the
other forever. Furthermore the attacler could also spoof
an ICMP echorequestmessagendimmediatelysendaf-
terit afalseARP reply. Whenthevictim recevesthe ICMP
echorequestjt performsan ARP requestput the falsere-
ply is alreadyin its queueof recevedpaclet, soit acceptst
athevalid one.If Antidoteis installed,a hostcanspoofthe
sendeMA C addressandforceahostto bananothethost.

Solutionssuchasa centralizedARP cacheor a DHCP
sener broadcastindARP information,asthey aredeployed
in IP over ATM networks[8], have not beenconsideredas
theattaclercouldspoofthesourceof thebroadcasandpoi-
sonthewhole LAN. A digitally signedor MAC-edbroad-
castpacletwould not be vulnerableto spoo ng, yet broad-
castingARP tablescouldgeneratdargetraf c ontheLAN.
Sinceanentryfor eachhostneeddo bebroadcastonlarge
networks this will generateconsiderabldrafc and every
hostwould have to storethe entire ARP table even if it
mightnotbeneededitthemoment.Themainproblemwith
centralizedARP cacheis thatif ahostgoesdown, thecen-
tral senerwill not noticethe event. Thus,whena hostthat
wishesto communicatewith the one currently down asks
for ARP informationto the centralsener, it will receivethe
information even if the hostis down. At this point an at-
tacker couldimpersonatéheof ine hostusingits MAC ad-
dressandreceve all thepacletssentto it.

6.2. Secuelink Layer

The only kernelpatchwhich assuresnutualauthentica-
tion betweernthe requesteandthe replier evenon the rst
messagés Securelink Layer[6]. SLL providesauthenti-
catedandencrypteccommunicatiorbetweerary two hosts
on the sameLAN. SLL requiresa Certi cation Authority
(CA) to generateSLL certi catesfor all legitimatehostson
thenetwork.



SLL handlesauthenticatiorand sessionkey exchange
beforeary messagesire transferredfrom one hostto an-
other Elliptic curve cryptographyalgorithmsare usedfor
bothoperationsSLL de nesthreeauthenticatiormessages
thathostssendeachotherto performmutualauthentication
and sessionkey exchange.After authenticationthe pay-
loaddata eld of all Etherneframessentbetweertwo hosts
is encryptedwith Rijndaelusinga 128-bitkey and128-bit
long blocks.

Sucha mechanisms too complex for our intent. Mu-
tualauthenticatiometweertwo hostsis suf cient for avoid-
ing ARP poisoning.EncryptingARP repliesdoesnot yield
ary additionalsecuritysincetheassociatioetweernP and
MAC addresseshouldbe public. Furthermore SLL also
maintainsall the cryptographidkeys in kernel-spaceNote
thatthe amountof memoryrequiredcould be considerable
in caseof classB networks.Sinceit is notrecommendetb
usekernelmemorywith informationthat could be aswell
managedn userspacesuchaskeys, a “light” versionof
SSLwith no payloadencryptionwould still have a consid-
erableperformanceémpact. Thereforewe decideto design
anew protocolthatcouldbeimplementedn userspace.

7. Conclusionsand Futur e Work

The paperpresents feasiblesolutionto the problemof
ARP poisoningattacks.The causeof ARP poisoningis the
lack of messagauthenticationsothatany hostin the LAN
is ableto spoof messagegretendingto be someoneelse.
We proposean authenticatiorschemefor ARP repliesus-
ing publickey cryptographywhich extendsARPto S-ARR
Adding strongauthenticatiorto ARP messagegesohesthe
problem thusderying ary attemptof ARP poisoning.

Futurework includesporting S-ARPto otherplatforms
soasto allow interoperability Betterkernelintegrationwill
be implementedsince the upcomingLinux kernel (2.6.0)
will befully preemptibleOncetheimplementatiorof cryp-
tographicroutine will be moved to kernel space,even S-
ARP requeswill besignedandthereceierwill cachethe
informationon the requestthusspeedingip the whole au-
thenticatiorprocess.

When re wall andgatevay applianceswill be equipped
with cryptographico-processorsheimplementatiorof S-
ARP on embeddedsystemscould be consideredAnother
issueconcernghe elimination of the single point of fail-
urerepresentetdy the AKD.
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