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$ GHQLDO RI VHUYLFH DWWDFN LV D GRPLQDWLQJ FRQYHU�
VDWLRQ ZLWK D QHWZRUN UHVRXUFH GHVLJQHG WR SUHFOXGH
RWKHU FRQYHUVDWLRQV ZLWK WKDW UHVRXUFH� 7KLV W\SH RI
DWWDFN FDQ FRVW PLOOLRQV RI GROODUV ZKHQ WKH WDUJHW
LV D FULWLFDO UHVRXUFH VXFK DV D ZHE VHUYHU RU GRPDLQ
QDPH VHUYHU� 7UDGLWLRQDO PHWKRGV� VXFK DV nUHZDOOV
DQG LQWUXVLRQ GHWHFWLRQ V\VWHPV KDYH IDLOHG WR SUR�
YLGH DGHTXDWH SURWHFWLRQ IURP WKLV W\SH RI DWWDFN�
7KLV SDSHU SUHVHQWV D QHZ SURWHFWLRQ PHWKRG FDOOHG
D QR]]OH� 7KH QR]]OH LV EDVHG XSRQ IDYRUDEOH DVSHFWV
RI nUHZDOOV DQG QHWZRUN SXPSV� ,W LV GHSOR\HG VLPLODU
WR D nUHZDOO VXFK WKDW DOO FRQYHUVDWLRQV IURP DQ XQ�
WUXVWHG XVHU WR D FULWLFDO UHVRXUFH DUH PRQLWRUHG� 7KH
PDLQ DGYDQWDJH RI WKH QR]]OH LV WKH DELOLW\ WR SURYLGH
D WKUHVKROG IRU WUXVWHG WUDpF WKXV SUHFOXGLQJ QHZ DW�
WDFNV� $ QR]]OH FRQVLVWV RI D VHULHV RI ULQJV� (DFK RI
ZKLFK KDV D WUXVWHG DQG XQWUXVWHG EXmHU� UXOHV IRU
SDFNHW SODFHPHQW� DQG UXOHV IRU FRPPXQLFDWLRQ ZLWK
WKH QH[W OHYHO� 5LQJV DUH SODFHG LQ WKH SURWRFRO VWDFN
VR WKH\ FDQ SURWHFW SDUWLFXODU SURWRFROV�

� ,QWURGXFWLRQ

7KH SURFHVV RI FRPPXQLFDWLQJ ZLWK D FRPSXWHU V\V�
WHPV ZLWK WKH LQWHQW RI GHJUDGLQJ RWKHU FRPPXQLFD�
WLRQ RU REWDLQLQJ XQDXWKRUL]HG LQIRUPDWLRQ LV FDOOHG
DQ DWWDFN RQ WKH V\VWHP� $Q DWWDFN DLPHG GLUHFWO\
DW GHJUDGLQJ RU REVWUXFWLQJ FRPPXQLFDWLRQ WR D FRP�
SXWHU LV FDOOHG D 'HQLDO RI 6HUYLFH �'R6� DWWDFN�

:KHQ WKH WDUJHW RI VXFK DQ DWWDFN LV D FULWLFDO UH�
VRXUFH VXFK DV D FRPSDQ\
V ZHE VHUYHU� WKH DWWDFN
FDQ FRVW WKH FRPSDQ\ PLOOLRQV RI GROODUV LQ SRWHQ�
WLDO UHYHQXH� $ UHSRUW UHOHDVHG E\ WKH <DQNHH *URXS
�ZZZ�SFZRUOG�FRP� HVWLPDWHG WKDW GXULQJ WKH ZHHN
RI )HE� �� ����� YLFWLPV FRVWV H[FHHGHG ��� ELOOLRQ
GROODUV GXH WR WKLV W\SH RI DWWDFN�
:KDW FDQ EH GRQH WR SURWHFW RXUVHOYHV" 7KH SXU�

SRVH RI WKLV SDSHU LV WR VXJJHVW D VFKHPH IRU SURYLG�
LQJ SURWHFWLRQ IURP 'R6 DWWDFNV� 6HFWLRQ � GHVFULEHV
WKH 'R6 DWWDFNV LQ PRUH GHWDLO� DOORZLQJ WKH UHDGHU
WR EHFRPH IDPLOLDU ZLWK WKH WHUPLQRORJ\ DQG GHnQL�
WLRQV� 6HFWLRQ � DOVR SURYLGHV VRPH FRQFUHWH H[DP�
SOHV RI DWWDFNV VR WKH XVHU FDQ UHDOL]H KRZ DQ DYHUDJH
XVHU FRXOG ODXQFK D 'R6 DWWDFN� 6HFWLRQ � GHVFULEHV
VRPH FRQYHQWLRQDO PHWKRGV IRU GHDOLQJ ZLWK 'R6 DW�
WDFNV� 7KLV VHFWLRQ SRLQWV RXW HDFK PHWKRGV VKRUW
FRPLQJV DV ZHOO DV LWV EHQHnWV� 6HFWLRQ � LQWURGXFHV
RXU PHWKRG RI SUHYHQWLQJ 'R6 DWWDFNV DQG GLVFXVV
WKH GHVLJQ� EHQHnWV DQG GUDZEDFNV RI WKH PHWKRG�
6HFWLRQ � FRQFOXGHV WKLV SDSHU ZLWK D GLVFXVVLRQ RI
IXWXUH UHVHDUFK�

� 7KH $WWDFN

'R6 DWWDFNV FDQ EH JHDUHG WRZDUGV H[SORLWLQJ D SURG�
XFW GHIHFW� ([DPSOHV RI WKLV W\SH RI DWWDFN DUH WKH
?ERQN� DQG WKH ?3LQJ RI 'HDWK� DWWDFNV� 7KH ERQN
DWWDFN H[SORLWV D GHIHFW LQ FHUWDLQ ,3 �,QWHUQHW 3URWR�
FRO� LPSOHPHQWDWLRQV� 7KH GHIHFW LV D ODFN RI ERXQGV
FKHFNLQJ ZKHQ UHDVVHPEOLQJ DQ ,3 SDFNHW� ,3 SDFNHWV
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)LJXUH �� %RQN DWWDFN

FDQ EH D YHU\ ODUJH VL]H� :KHQ WKH SDFNHW LV WUDQVPLW�
WHG� LW LV HQFDSVXODWHG LQ WKH IUDPLQJ VWUXFWXUH RI LWV
FXUUHQW PHGLD� )RU H[DPSOH� LI WKH ZRUNVWDWLRQ LV RQ
DQ (WKHUQHW VHJPHQW� WKH ,3 SDFNHW LV HQFDSVXODWHG
LQ DQ (WKHUQHW IUDPH� (DFK PHGLD KDV D PD[LPXP
IUDPH VL]H WKDW LW FDQ WUDQVPLW� 3DFNHWV ZKLFK ZRXOG
SURGXFH D IUDPH ODUJHU WKDQ WKH PD[LPXP IUDPH VL]H
PXVW EH GLYLGHG LQWR � RU PRUH SDFNHWV VXFK WKDW WKH
REH\ WKH PD[LPXP WUDQVPLVVLRQ VL]H� 7KLV GLYLVLRQ
RI WKH SDFNHW LV UHIHUUHG WR DV SDFNHW IUDJPHQWDWLRQ�

(DFK IUDJPHQW FRQWDLQV LQIRUPDWLRQ QHFHVVDU\ WR
UHDVVHPEOH WKH IUDJPHQW LQWR WKH RULJLQDO GDWD� 7KLV
LQIRUPDWLRQ LQFOXGHV LWV RmVHW WKH RULJLQDO SDFNHW� )RU
H[DPSOH� nJXUH ��� VKRZV IRXU SDFNHW IUDJPHQWV� 7KH
nUVW WKUHH IUDJPHQWV DUH ��� E\WHV HDFK DQG WKH ODVW
IUDJPHQW LV ��� E\WHV� 7KH nUVW IUDJPHQW
V SD\ORDG
VKRXOG EH SODFHG LQ E\WHV ������ WKH VHFRQG LQ E\WHV
��������� WKH WKLUG LQ E\WHV ���������� DQG WKH ODVW LQ

E\WHV ���������� 7KH ?ERQN� DWWDFN H[SORLWV WKH ODFN
RI ERXQGV FKHFNLQJ E\ VHQGLQJ IUDJPHQWV ZLWK RmVHWV
WKDW GR QRW DOLJQ� ,Q nJXUH �� DQ DWWDFN SDFNHW LV
VKRZQ LQ WKH UHDVVHPEOHG SDFNHW� 7KH DWWDFN SDFNHW
ZRXOG VROLFLW D VWDUWLQJ SRVLWLRQ RI E\WH ���� LQ WKH
RULJLQDO SDFNHW� 7KLV ZRXOG PDNH UHDVVHPEO\ RI DOO
WKH SDFNHWV LPSRVVLEOH VLQFH WKH SRVLWLRQV RYHUODS�
&HUWDLQ RSHUDWLQJ V\VWHPV ZLOO QRW KDQGOH WKLV SURS�
HUO\ DQG ZLOO VWRS IXUWKHU FRPPXQLFDWLRQ XQWLO WKH
V\VWHP LV UHVWDUWHG�
7KH ?3LQJ RI 'HDWK� DWWDFN H[SORLWV DQRWKHU VRIW�

ZDUH GHIHFW� 7KLV DWWDFN LV DLPHG DW WKH ,&03 HFKR
UHTXHVW �SLQJ� VRIWZDUH� (FKR LV D IXQFWLRQ GHVLJQHG
WR VHQG D SDFNHW IRU WKH SXUSRVH RI GHWHUPLQLQJ FRQ�
QHFWLYLW\� ,I GDWD LV VHQW LQ WKH SD\ORDG RI WKH ,&03
UHTXHVW� WKH UHVSRQVH HFKRV WKH GDWD EDFN WR WKH UH�
TXHVWHU� 7KLV SURWRFRO LV RIWHQ XVHG ZLWK D VPDOO
SD\ORDG WR SURYLGH D IDVW� ORZ EDQGZLGWK WHVW RI FRQ�
QHFWLYLW\� %HFDXVH RI WKLV W\SLFDO XVDJH� VRPH VRIW�
ZDUH GRHV QRW KDQGOH ODUJH SD\ORDGV� ,I LW UHFHLYHV
DQ ,&03 UHTXHVW SDFNHW ZLWK D SD\ORDG JUHDWHU WKDQ
���� E\WHV WKH VRIWZDUH JHQHUDWHV DQ H[FHSWLRQ DQG
KDOWV FRPPXQLFDWLRQ RQ WKH QHWZRUN� 7KHVH DWWDFNV
ZLOO QRW ZRUN RQ DOO DSSOLFDWLRQV DQG DUH FRQVLGHUHG
GHIHFWV LQ SDUWLFXODU VRIWZDUH LPSOHPHQWDWLRQ� 7KHUH
KDV EHHQ PXFK UHVHDUFK JHDUHG WRZDUGV GHVLJQLQJ GH�
IHFW IUHH VRIWZDUH >�@>�@>�@ DQG WKLV SDSHU LV QRW GH�
VLJQHG WR FRYHU WKLV DUHD RI UHVHDUFK� 7KHUHIRUH� WKH
FODVV RI 'R6 DWWDFNV ZKLFK H[SORLW VRIWZDUH GHIHFWV
ZLOO QRW EH H[DPLQHG LQ WKLV SDSHU EXW WKH QR]]OH
GRHV DOORZ IRU FRQnJXUDWLRQ WR EORFN VXFK DWWDFNV�
$ PRUH VHULRXV FODVV RI DWWDFNV LV RQH ZKLFK H[SORLWV

YDJXHQHVV RU RPLVVLRQV LQ D SURWRFRO VSHFLnFDWLRQ EH�
FDXVH LW DmHFWV DOO LPSOHPHQWDWLRQV� $ ZHOO�XVHG H[�
DPSOH RI WKLV FODVV RI DWWDFN LV WKH ?VPXUI� DWWDFN� ,3
KDV VHYHUDO UHTXLUHG nHOGV ZKLFK DUH VSHFLnHG LQ WKH
SDFNHW KHDGHU� 7KH GHVLJQHUV VSHFLnHG WKDW RQH RI
WKH UHTXLUHG nHOGV VSHFLI\ WKH VHQGHUV ,3 DGGUHVV VR
WKDW UHSOLHV RU DFNQRZOHGJPHQWV FRXOG EH UHWXUQHG
WR WKH VHQGHU� 7KH VHQGHUV DGGUHVV GRHV QRW KDYH
WR EH DFFXUDWH WKRXJK� 7KH URXWLQJ XVHG ZLWK ,3
GRHV QRW JXDUDQWHH WKDW WKH VHQGHUV DGGUHVV LV FRU�
UHFW� 7KH ,QWHUQHW 3URWRFRO LV GHVLJQHG WR URXWH RQ
D KRS E\ KRS EDVLV WR SURYLGH D PDQDJHDEOH FRQnJ�
XUDWLRQ DQG DOVR DOORZ IRU oXFWXDWLRQV LQ WKH URXWLQJ
VWUXFWXUH� 7R DFFRPSOLVK WKLV GLYHUVLW\� RQO\ WKH QH[W
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KRS URXWLQJ LQIRUPDWLRQ LV VWRUHG� 7KDW LV� D URXWHU
RQO\ NQRZV WKH QH[W PDFKLQH WR SDVV WKH SDFNHW WR
DQG KDV QR NQRZOHGJH RI ZKHUH WKH SDFNHW KDV FRPH
IURP� 7R SURWHFW DJDLQVW IDOVH DGGUHVV� HJUHVV URXWLQJ
KDV EHHQ VXJJHVWHG >�@� ,Q HJUHVV URXWLQJ� WKH URXWHU
NHHSV WUDFN RI ZKDW VRXUFH DGGUHVVHV LW H[SHFWV WR
OHDYH RQ LWV RXWERXQG QHWZRUN LQWHUIDFH� ,I LW VHHV
DQ DGGUHVV RWKHU WKDQ ZKDW LW H[SHFWV� LW GLVFDUGV LW�
7KLV VROXWLRQ� KRZHYHU� FRQWUDGLFWV WKH oH[LEOH G\�
QDPLF URXWLQJ GHVLJQHG LQ ,3 QHWZRUNV� 7KH UDQJH RI
DGGUHVVHV WKDW PLJKW WUDYHUVH WKH URXWHU DUH VXEMHFW
WR FKDQJH DQG WKH URXWHUV DUH GHVLJQHG WR SURYLGH
WKLV oH[LEOH FRQnJXUDWLRQ� 7KHUHIRUH� ZLWK DOO VRIW�
ZDUH ZULWWHQ HUURU IUHH DQG LQ DFFRUGDQFH ZLWK WKH
VSHFLnFDWLRQ� D XVHU FDQ FODLP D ERJXV DGGUHVV DQG
WKH WUXH LGHQWLW\ ZLOO EH XQWUDFHDEOH� $ 'R6 DWWDFN
FDOOHG ?/DQG� FDQ EH ODXQFKHG ZKHUH WKH VHQGLQJ DG�
GUHVV LV HTXDO WR WKH GHVWLQDWLRQ DGGUHVV DQG WKHUHE\
HVWDEOLVK FRPPXQLFDWLRQ LQ D ORRS RQ WKH YLFWLP PD�
FKLQH� ,I WKLV FRPPXQLFDWLRQ LV GHVLJQHG WR SDVV D ORW
RI WUDpF WKH YLFWLP
V UHVRXUFHV FDQ EH FRQVXPHG WDON�
LQJ WR LWVHOI DQG WKHUHE\ EORFN RXWVLGH FRQYHUVDWLRQV�
7KLV W\SH RI DWWDFN LV SRVVLEOH EHFDXVH WKH VSHFLn�
FDWLRQ GLG QRW GHVLJQ DQ\ DXWKHQWLFDWLRQ PHWKRGV WR
YHULI\ WKH VHQGHUV DGGUHVV�
7KH PRVW FRPPRQ W\SH RI 'R6 DWWDFN LV GHVLJQHG

WR DWWDFN D ZHOO GHVLJQHG SURWRFRO DQG D GHIHFW�IUHH
DSSOLFDWLRQ E\ JHQHUDWLQJ D ZRUNORDG ZKLFK FDQ QRW
EH VXVWDLQHG E\ WKH V\VWHP� $ FRPPRQ H[DPSOH RI
WKLV W\SH RI DWWDFN LV WKH ?6\Q oRRG� DWWDFN� 7KH
7&3 SURWRFRO LV GHVLJQHG WR SURYLGH UHOLDEOH FRP�
PXQLFDWLRQ IRU DQ DSSOLFDWLRQ� 7KLV PHDQV WKDW LI D
SDFNHW JHWV GURSSHG RQ WKH QHWZRUN� 7&3 ZLOO GH�
WHFW WKLV ORVH DQG UHTXHVW UHWUDQVPLVVLRQ� 7&3 VHQGV
WKH VHQGHU DQ DFNQRZOHGJPHQW RI UHFHLSW ZKHQ LW UH�
FHLYHV WKH GDWD� ,I WKH VHQGHU GRHV QRW UHFHLYH WKLV
DFNQRZOHGJPHQW ZLWKLQ D VSHFLnF WLPH SHULRG� WKH
SDFNHW LV UHWUDQVPLWWHG� 7R HVWDEOLVK WKH FRQQHFWLRQ�
WKH VHQGHU VHQGV D SDFNHW FDOOHG D 6<1 SDFNHW �WKLV
LV D UHTXHVW IRU V\QFKURQL]DWLRQ�� 8SRQ UHFHLSW� WKH
GHVWLQDWLRQ RU UHFHLYHU VHQGV DQ DFNQRZOHGJPHQW WKDW
LW UHFHLYHG WKH 6<1 UHTXHVW DQG DOVR VHQGV LWV RZQ
UHTXHVW IRU V\QFKURQL]DWLRQ �$&.�6<1�� 7KH RULJL�
QDO VHQGHU WKHQ DFNQRZOHGJHV WKH UHFHLSW RI WKH UH�
FHLYHUV 6<1� 7KLV LV FDOOHG D WKUHH ZD\ KDQGVKDNH�
2QFH WKLV LV FRPSOHWH� UHOLDEOH FRPPXQLFDWLRQ FDQ EH

)LJXUH �� 6\Q )ORRG DWWDFN

FRQGXFWHG� +RZHYHU� EHIRUH WKH KDQGVKDNH LV FRP�
SOHWH� WKH UHFHLYHU KDV QR LGHD KRZ ORQJ WKH SURSD�
JDWLRQ GHOD\ LV EHWZHHQ LWVHOI DQG WKH RWKHU PDFKLQH�
7KHUHIRUH� RQFH VHQGLQJ WKH $&.�6<1 SDFNHW� LW ZLOO
ZDLW ORQJHU WKDQ XVXDO �RIWHQ XS WR � PLQXWHV� WR UH�
FHLYH D UHVSRQVH� $Q DWWDFNHU FDQ WDNH DGYDQWDJH RI
WKLV ZDLW SHULRG E\ VHQGLQJ 6<1 UHTXHVW SDFNHWV DQG
QRW UHVSRQGLQJ WR WKH $&.�6<1 SDFNHWV� 6HH nJXUH
���� 7KH UHFHLYHU ZLOO KDYH WR VWRUH LQIRUPDWLRQ QHFHV�
VDU\ WR FRUUHODWH WKH H[SHFWHG $&. UHVSRQVH ZLWK WKH
SDFNHW VHQW� 7KHUH LV D OLPLWHG DPRXQW RI VSDFH DYDLO�
DEOH IRU WKLV VWRUDJH VR LI HQRXJK SDFNHWV DUH UHFHLYHG
WKLV VSDFH ZLOO EH H[KDXVWHG DQG WKH PDFKLQH ZLOO
FHDVH WR UHFHLYH DQ\ DGGLWLRQDO 6<1 UHTXHVW� 7KHUH�
IRUH� QR YDOLG FRQQHFWLRQV FDQ EH PDGH GXULQJ WKLV
SHULRG� 7KLV W\SH RI DWWDFN EDVLFDOO\ H[KDXVWV D OLP�
LWHG UHVRXUFH E\ SURGXFLQJ PRUH UHTXHVWV WKDQ WKH
PDFKLQHV H[SHFWV WR UHFHLYH�
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:H QRZ KDYH D JRRG XQGHUVWDQGLQJ RI WKH W\SHV
RI DWWDFNV WKDW ZH DUH DWWHPSWLQJ WR JXDUG DJDLQVW�
:H DUH FRQFHUQHG ZLWK DWWDFNV ZKLFK H[SORLW YDJXH�
QHVV DQG RPLVVLRQV LQ FRPPXQLFDWLRQ VSHFLnFDWLRQV
DQG DWWDFNV ZKLFK H[KDXVWV UHVRXUFHV� 6RIWZDUH GH�
IHFWV QHHG WR EH JXDUGHG LI WKH\ LQYROYH GHIHFWV LQ WKH
FRPPXQLFDWLRQV V\VWHP� %HIRUH SUHVHQWLQJ RXU VROX�
WLRQ� ZH ZLOO H[DPLQH RWKHU VROXWLRQV DQG LQYHVWLJDWH
WKHLU VWUHQJWKV DQG ZHDNQHVVHV�

� &RQYHQWLRQDO 3URWHFWLRQ

,Q WRGD\
V QHWZRUNV� WKHUH DUH VHYHUDO PHWKRGV RU
SURGXFWV ZKLFK DUH GHVLJQHG WR SUHFOXGH 'R6 DWWDFNV�
7KHVH PHWKRGV LQFOXGH GHSOR\LQJ nUHZDOOV WR UHVWULFW
LQFRPLQJ WUDpF� ,QWUXVLRQ GHWHFWLRQ V\VWHPV WR GH�
WHFW NQRZQ DWWDFNV� DQG QHWZRUN SXPSV WR PLQLPL]H
'R6 DWWDFNV LQ PXOWL�OHYHO VHFXUH V\VWHPV� :H ZLOO
H[DPLQH WKH EHQHnWV DQG GUDZEDFNV RI HDFK RI WKHVH
VROXWLRQV�

$ SRSXODU \HW RIWHQ LQHmHFWLYH PHDQV RI SURYLGLQJ
SURWHFWLRQ LV D nUHZDOO� $ nUHZDOO LV D ZRUNVWDWLRQ
GHSOR\HG EHWZHHQ WKH FRPSDQ\
V QHWZRUN DQG WKH ,Q�
WHUQHW� $ nUHZDOO FDQ H[DPLQH DQ\ SDFNHW PRYLQJ
EHWZHHQ WKH LQWHUQDO QHWZRUN DQG WKH ,QWHUQHW RU D
nUHZDOO FDQ EH FRQnJXUHG WR VHUYH DV D SUR[\ IRU FRP�
PXQLFDWLRQV� $ nUHZDOO LV GHVLJQHG WR OLPLW WKH LQ�
FRPLQJ WUDpF WKHUHE\ UHGXFLQJ WKH ULVN RI DQ DWWDFN�
+RZHYHU� DV PHQWLRQHG HDUOLHU LQ WKLV SDSHU� WKHUH
LV QR JXDUDQWHH WKDW WKH VRXUFH DGGUHVV LQ D SDFNHW
LV YDOLG VR DQ\ nOWHULQJ EDVHG RQ VRXUFH DGGUHVV LV
VXEMHFW WR YXOQHUDELOLWLHV� $ nUHZDOO DOVR SURYLGHV QR
PHWKRG RI OLPLWLQJ YDOLG WUDpF VXFK WKDW D PDFKLQH
LV QRW VLPSO\ RYHUZKHOPHG ZLWK UHTXHVWV�

)LUHZDOOV� KRZHYHU� DUH EDVHG XSRQ D YDOLG SUHPLVH�
,I WKHUH LV QR QHHG IRU WUDpF WR DFFHVV WKH QHWZRUN�
WKHUH LV QR UHDVRQ WR DOORZ WKH WUDpF RQ WKH QHW�
ZRUN� ,I RQO\ +773 �+\SHU7H[W 7UDQVIHU 3URWRFRO�
LV DOORZHG IURP WKH ,QWHUQHW� WKHUH LV QR QHHG WR SDVV
,&03 RU 8'3 WUDpF� 7KLV UHGXFHV WKH W\SH RI DW�
WDFNV ZKLFK FDQ EH WDUJHWHG WR WKH QHWZRUN� 7KLV
LQ QR ZD\ SURYLGHV D FRPSOHWH VROXWLRQ� &RQnJXULQJ
D nUHZDOO WR EORFN WUDpF EDVHG XSRQ VRXUFH DGGUHVV
SUHFOXGHV RQO\ WKH PRVW QRYLFH DWWDFNV ZKLOH FRQnJ�
XULQJ WKH nUHZDOO WR OLPLW WKH W\SH RI WUDpF DOORZHG

RQ WKH QHWZRUN UHGXFHV WKH DWWDFN VHW� 7KHUHIRUH�
OLPLWLQJ WKH W\SH RI WUDpF LV D EHQHnFLDO VROXWLRQ�
$ QHZHU PHWKRG IRU GHWHFWLQJ QHWZRUN DWWDFNV LV

WR PRQLWRU WKH QHWZRUN IRU NQRZQ DWWDFN VLJQDWXUHV
XVLQJ DQ ,QWUXVLRQ 'HWHFWLRQ 6\VWHP �,'6�� $Q DW�
WDFN VLJQDWXUH LV D VHTXHQFH RI HYHQWV ZKLFK LV NQRZQ
WR RFFXU SULRU WR DQ DWWDFN� )RU H[DPSOH� WKH ?3LQJ�
2�'HDWK� DWWDFN PHQWLRQHG HDUOLHU LQ WKLV SDSHU KDV
D VLJQDWXUH RI DQ ,&03 HFKR UHTXHVW ZLWK D SD\ORDG
H[FHHGLQJ ���� E\WHV� $Q ,' V\VWHP FRXOG EH FRQnJ�
XUHG WR PRQLWRU WKH QHWZRUN IRU VXFK D SDFNHW� ,I RQH
LV GHWHFWHG� WKH ,'6 FRXOG UHPRYH WKH SDFNHW IURP WKH
QHWZRUN DQG JHQHUDWH DQ DODUP LQGLFDWLQJ WKDW DQ DW�
WDFN KDV EHHQ GHWHFWHG� $Q ,' V\VWHP ZKLFK GURSV
SDFNHWV PDWFKLQJ NQRZQ DWWDFNV UHGXFHV WKH VHW RI
DWWDFNV EXW WKH DWWDFN VLJQDWXUH PXVW EH NQRZQ LQ
RUGHU WKH IRU WKH ,'6 WR EH HmHFWLYH� $WWDFNHUV DUH
GHYLVLQJ QHZ DWWDFNV HYHU\GD\ DQG WKHUH LV QR ZD\
RI NQRZLQJ WKH DWWDFN VLJQDWXUH XQWLO WKH DWWDFN KDV
DWWDFNHG DW OHDVW RQH VLWH�
,' V\VWHPV ZKLFK SROLFH WUDpF IRU DWWDFNV VLJQD�

WXUHV DUH NQRZQ DV NQRZOHGJH EDVHG V\VWHPV� ,I WKH
V\VWHP KDV WKH DELOLW\ WR OHDUQ DWWDFN VLJQDWXUHV� LW
LV FDOOHG D EHKDYLRU EDVHG ,' V\VWHP� 7KH FRQFHSW RI
OHDUQLQJ WKH DWWDFN VLJQDWXUHV VXFK WKDW WKH V\VWHP
UHPDLQV XS WR GDWH ZLWK OLWWOH KXPDQ LQWHUDFWLRQ LV
D ZLVH LGHD� 7KH SUREOHP LV WKDW WKLV OHDUQLQJ PXVW
WDNH SODFH LQ UHDO WLPH DV WKH SDFNHWV DUH WUDYHUVLQJ
WKH QHWZRUN� $Q\ GHOD\ LQ SURFHVVLQJ FDQ JUHDWO\
LPSDFW WKH TXDOLW\ RI VHUYLFH RU DOORZ IRU VHFXULW\ H[�
SRVXUHV� $QRWKHU SUREOHP ZLWK EHKDYLRU EDVHG ,'
V\VWHPV LV IDOVH SRVLWLYHV UHSRUWV� :KHQHYHU D V\V�
WHP DWWHPSWV WR OHDUQ D EHKDYLRU DW WKH VDPH WLPH
DV JXDUGLQJ DJDLQVW WKH EHKDYLRU LW UXQV WKH ULVN RI
IDOVHO\ LGHQWLI\LQJ DQ RFFXUUHQFH� ,Q PRVW QHWZRUNV�
WKH QXPEHU RI IDOVH SRVLWLYHV PXVW EH VXpFLHQWO\ ORZ
VR DV WR QRW GLVUXSW QRUPDO FRPPXQLFDWLRQV�
$ 1HWZRUN 3XPS KDV EHHQ XVHG WR SURWHFW 0/6

V\VWHPV IURP 'R6 DWWDFNV DQG SURYLGH VRPH OHYHO
TXDOLW\ RI VHUYLFH IRU LWV XVHUV >�@� $ PXOWL�OHYHO VHFXUH
V\VWHP �0/6� LV D V\VWHP LQ ZKLFK GHYLFHV DUH FDW�
HJRUL]HG DV KLJK RU ORZ� +LJK GHYLFHV DUH UHJDUGHG
DV WKH VHQVLWLYH PDFKLQHV ZKLFK VKRXOG QRW H[SRVH
LQIRUPDWLRQ WR PDFKLQHV RI D OHVVRU VHQVLWLYLW\ �ORZ
PDFKLQHV�� +LJK GHYLFHV DUH RQO\ DOORZHG WR VHQG DF�
NQRZOHGJPHQW LQIRUPDWLRQ WR ORZ GHYLFHV EXW WKH\
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FDQ FRPPXQLFDWH VHQVLWLYH GDWD ZLWK RWKHU KLJK PD�
FKLQHV� /RZ PDFKLQHV FDQ VHQG DQ\ OHYHO RI GDWD WR
DQ\ PDFKLQH� 7KH QHWZRUN PXVW HQVXUH WKDW KLJK PD�
FKLQHV GR QRW VHQG VHQVLWLYH GDWD WR ORZ PDFKLQHV XV�
LQJ D FRYHUW FKDQQHO� $ FRYHUW FKDQQHO LV D FRQQHFWLRQ
ZKLFK KLGHV GDWD ZLWKLQ YDOLG PHVVDJHV� )RU H[DPSOH�
D FRQnGHQWLDO nOH FRXOG EH VHQW E\WH E\ E\WH LQ WKH
VHTXHQFH QXPEHU nHOG RI HDFK DFNQRZOHGJPHQW PHV�
VDJH XQWLO WKH HQWLUH nOH LV WUDQVIHUUHG� 7KH QHWZRUN
SXPS LV GHVLJQHG WR SURWHFW DJDLQVW FRYHUW FKDQQHOV
DQG 'R6 DWWDFNV� &RYHUW FKDQQHOV DUH HOLPLQDWHG UH�
VWULFWLQJ KLJK PDFKLQHV IURP FRPPXQLFDWLQJ GLUHFWO\
ZLWK ORZ PDFKLQHV� $FNQRZOHGJPHQWV DUH VHQW WR WKH
ORZ PDFKLQHV GLUHFWO\ IURP WKH SXPS ZKLFK HOLPL�
QDWHV WKH SRVVLELOLWLHV RI D FRYHUW FKDQQHO IURP WKH
KLJK PDFKLQH� 8VH RI WKH SXPS DOVR HQDEOHV SHUIRU�
PDQFH PHWULFV VXFK DV WKURXJKSXW� IDLUQHVV DQG UHOL�
DELOLW\� 7KHVH PHDVXUHV DUH QHHGHG LQ RUGHU WR JXDUG
DJDLQVW GHQLDO RI VHUYLFH DWWDFNV� ,I D V\VWHP FDQ QRW
JXDUDQWHH D XVHU D FHUWDLQ SRUWLRQ RI UHVRXUFHV� WKH
XVHU DOZD\V UXQV WKH ULVN RI EHLQJ VWDUYHG IURP WKH
V\VWHP�
7KH QHWZRUN SXPS SURYLGHV FRQQHFWLYLW\ EHWZHHQ

ORZ PDFKLQHV DQG KLJK PDFKLQHV� 6HH nJXUH �� (DFK
ORZ PDFKLQH FRQQHFWV WR WKH QHWZRUN SXPS� 7KH
SXPS KDV D EXmHU IRU HDFK OLQN FRQQHFWLRQ� 7KHVH
EXmHUV FDQ GLmHU LQ VL]H IURP RQH OLQN WR DQRWKHU�
(DFK VORW LQ WKH EXmHU LV FDSDEOH RI VWRULQJ RQH PHV�
VDJH� $ ORZ PDFKLQH WUDQVPLWV D PHVVDJH GLUHFWHG
WR D KLJK PDFKLQH� 7KH QHWZRUN SXPS UHFHLYHV WKH
PHVVDJH LQ WKH FRUUHVSRQGLQJ LQSXW EXmHU� 0HVVDJHV
DUH UHPRYHG IURP WKH EXmHU DFFRUGLQJ WR D PD[�PLQ
VFKHGXOLQJ DOJRULWKP� 7KH PD[�PLQ VFKHGXOLQJ DO�
JRULWKP GLYLGHV WKH UDWHV HTXDOO\ LI WKH UHTXHVWV DUH
JUHDWHU WKDQ D SURSRUWLRQDO GLYLVLRQ RI WKH RXWSXW� ,I
D TXHXHV UDWH LV OHVV WKDQ DQ HTXDO GLYLVLRQ� LW ZLOO EH
IXOO\ VDWLVnHG DQG DQ\ UHPDLQLQJ EDQGZLGWK ZLOO EH
GLYLGHG HTXDOO\ DPRQJVW WKH UHPDLQLQJ TXHXHV� 0HV�
VDJHV DUH UHPRYHG IURP WKH EXmHU E\ D WUXVWHG ORZ
SURFHVV �7/3�� 7KLV SURFHVV GLUHFWV PHVVDJHV WR WKH
FRUUHVSRQGLQJ RXWSXW TXHXH EDVHG XSRQ WKH GHVWLQD�
WLRQ RI WKH PHVVDJH� :KHQ D PHVVDJH LV VXFFHVVIXOO\
SODFHG RQ WKH FRUUHFW RXWSXW TXHXH� WKH 7/3 VHQGV DQ
DFNQRZOHGJPHQW PHVVDJH EDFN WR WKH ORZ PDFKLQH� ,I
WKH LQSXW EXmHU LV IXOO� D ORZ PDFKLQH FDQ QRW VHQG
DQRWKHU PHVVDJH XQWLO D PHVVDJH LV UHPRYHG IURP WKH

)LJXUH �� 1HWZRUN 3XPS

EXmHU� 7KLV DOORZV WKH SXPS WR DFW DV D WKURWWOH IRU
WUDpF� ,I D KLJK GHYLFH LV LQ KHDY\ XVH� WKH 7/3 ZLOO
QRW EH DEOH WR SODFH WKH PHVVDJH RQ WKH RXWSXW EXmHU
XQWLO WKH KLJK GHYLFH KDV ZRUNHG WKUX LWV TXHXH� WKXV
WKH PDFKLQH FDQ QRW EH RYHUZKHOPHG E\ H[FHVVLYH
XVH�

6LQFH D PD[�PLQ TXHXLQJ DOJRULWKP LV XVHG WR IDLUO\
GLVWULEXWH PHVVDJHV� D 'R6 DWWDFN FDQ RQO\ EH VXF�
FHVVIXO LI DOO ORZ VLGHV FRRSHUDWH WR ODXQFK WKH DWWDFN�
,Q WKLV FDVH� DOO WKH ORZ VLGH PDFKLQHV DUH DWWDFNHUV
DQG WKXV QR PHDQLQJIXO PHVVDJH LV SUHFOXGHG IURP
WKH KLJK VLGH VR WKH DWWDFNHUV KDYH QRW EHHQ VXF�
FHVVIXO LQ GHQ\LQJ DQ\ VHUYLFH� 7KHUH DUH KRZHYHU
SUDFWLFDO OLPLWDWLRQV WR WKLV VROXWLRQ ZKLFK PDNH LW
LPSUDFWLFDO RXWVLGH RI WKLV VSHFLnF DSSOLFDWLRQ� )LUVW�
WKHUH PXVW EH D GHGLFDWHG OLQN DQG EXmHU FRPELQD�
WLRQ IRU HDFK ORZ VLGH PDFKLQH DQG HDFK KLJK VLGH
PDFKLQH� 7KLV LV UHTXLUHG WR HQVXUH IDLUQHVV DPRQJVW
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WKH PDFKLQHV� ,I ZH WULHG WR DSSO\ WKLV VROXWLRQ WR
DQ ,QWHUQHW FRQQHFWHG GHYLFH� WKH SRVVLEOH QXPEHU RI
FRQQHFWLRQV FRXOG H[FHHG D PLOOLRQ� &OHDUO\� WKH QXP�
EHU RI FRQQHFWLRQV LV D OLPLWLQJ IDFWRU RI WKH V\VWHP�
,Q DGGLWLRQ WR WKLV OLPLWDWLRQ� WKH QHWZRUN SXPS GRHV
QRW DQDO\VLV DQ\ RI WKH SDFNHWV IRU SRVVLEOH DWWDFNV� ,W
DVVXPHV WKDW D 'R6 DWWDFN ZLOO RQO\ RFFXU IURP RYHU�
ZKHOPLQJ WKH PDFKLQH DQG GRHV QRW FRQVLGHU DWWDFNV
EDVHG XSRQ IDXOW\ VRIWZDUH RU SURWRFRO RPLVVLRQV�

� 7KH 1R]]OH 6ROXWLRQ

7KH VROXWLRQ ZH SUHVHQW IRU SURWHFWLRQ IURP GHQLDO
RI VHUYLFH DWWDFNV LQFRUSRUDWHV PDQ\ RI WKH SRVLWLYH
IHDWXUHV RI WKH HDUOLHU PHQWLRQHG V\VWHPV ZLWKRXW WKH
GUDZEDFNV� ,W LV SULPDULO\ D FRPELQDWLRQ RI D nUHZDOO
DQG D QHWZRUN SXPS� /LNH D QHWZRUN SXPS� RXU GH�
YLFH ZLOO VHQG DFNQRZOHGJPHQWV DQG WKURWWOH WKH GDWD
WR WKH VHUYHUV� +RZHYHU� LQVWHDG RI D GHGLFDWHG OLQN
IRU HDFK LQFRPLQJ GHYLFH� RXU VROXWLRQ� WKH 1R]]OH�
KDV RQO\ RQH LQFRPLQJ OLQN IRU DOO PHVVDJHV DQG FDQ
GURS SDFNHWV LI WKH\ GR QRW PHHW VSHFLnHG FULWHULD�
VLPLODU WR D nUHZDOO�

$OO WUDpF IURP WKH XQWUXVWHG QHWZRUN PXVW SDVV
WKURXJK WKH QR]]OH WR UHDFK WKH SURWHFWHG UHVRXUFHV�
$ QR]]OH LV FRPSULVHG RI D VHULHV RI ?ULQJV� DSSOLHG
LQ D OD\HULQJ IDVKLRQ� $Q\ ULQJ LQ WKH QR]]OH FDQ EH
FRQnJXUHG WR EORFN WUDpF EDVHG XSRQ FHUWDLQ SUHGH�
nQHG FULWHULD VXFK DV VRXUFH DGGUHVV RU WUDpF W\SH
MXVW OLNH D nUHZDOO� ,W LV WKLV OD\HULQJ FRQFHSW ZKLFK
LV D XQLTXH GHVLJQ SRLQW ZKLFK GLmHUV IURP H[LVWLQJ
nUHZDOOV� /D\HULQJ LV D IDPLOLDU FRQFHSW DPRQJ FRP�
SXWHU VSHFLDOLVWV� 7KLV DOORZV WKHP WR EXLOG XSRQ
SUHYLRXV ZRUN� $GPLQLVWUDWRUV GHYHORS VHFXULW\ SRO�
LF\ IRU GLmHUHQW OD\HUV RI WKH SURWRFRO VWDFN DQG WKHQ
FRQnJXUH WKH ULQJV DFFRUGLQJO\� 7KLV OD\HULQJ ZLOO
HDVH WKH PDQDJHPHQW RI WKH QR]]OH DQG DOORZ GLmHU�
HQW SHUPLVVLRQV WR EH DVVRFLDWHG ZLWK GLmHUHQW ULQJV�
)RU H[DPSOH� ULQJV ZKLFK DUH DW WKH DSSOLFDWLRQ OD\HU
PD\ EH FRQnJXUDEOH E\ D QXPEHU RI DGPLQLVWUDWRUV
EXW ORZHU OHYHO ULQJV PD\ UHTXLUH H[WUD VHFXULW\� $Q
DGPLQLVWUDWRU FRXOG FRQnJXUH WKH ORZHU OHYHO ULQJV
ZLWK VSHFLDO SHUPLVVLRQ ZKLFK SURKLELWV FKDQJHV IURP
RWKHU DGPLQLVWUDWRUV� &XUUHQW nUHZDOO VROXWLRQ RQO\
SURYLGH D VLQJOH OHYHO RI DGPLQLVWUDWLYH VHFXULW\� $Q

DGPLQLVWUDWRU HLWKHU KDV DFFHVV WR WKH nUHZDOO RU QRW�
(DFK ULQJ KDV D WUXVWHG EXmHU DQG DQ XQWUXVWHG

EXmHU� 'DWD FDQ RQO\ EH SUHVHQWHG WR D ULQJ E\ SODF�
LQJ WKH PHVVDJH RQ WKH XQWUXVWHG EXmHU� (DFK ULQJ
KDV D FRQnJXUDEOH SROLF\ WR PRYH GDWD IURP WKH XQ�
WUXVWHG EXmHU WR WKH WUXVWHG EXmHU� $ VZHHS RI WKH
EXmHU ZLOO RFFXU SHULRGLFDOO\ WR PRYH LWHPV WR WKH
WUXVWHG EXmHU RU SHUIRUP ZKDWHYHU RSHUDWLRQ LV QHF�
HVVDU\ WR GHWHUPLQH LI WKH SDFNHW FDQ EH PRYHG WR
WKH WUXVWHG EXmHU� $ ULQJ FDQ EH FRQnJXUHG WR UH�
TXHVW DGGLWLRQDO LQIRUPDWLRQ IURP WKH VRXUFH WKHUHE\
JDWKHULQJ DGGLWLRQDO LQIRUPDWLRQ DERXW WKH VRXUFH WR
GHWHUPLQH WUXVWZRUWKLQHVV� )LJXUH � GHSLFWV D QR]]OH�
&RPPXQLFDWLRQ ZLWK WKH nQDO GHVWLQDWLRQ FDQ RQO\

RFFXU ZKHQ D SDFNHW LV RQ WKH WUXVWHG EXmHU� ,Q
WKLV FDVH� WKH ULQJ PXVW EH FRQnJXUHG WR FRPPXQL�
FDWH ZLWK WKH nQDO GHVWLQDWLRQ UDWKHU WKDQ SDVVLQJ
WKH SDFNHW WR D KLJKHU OHYHO ULQJ� ,I WKH ULQJ SROLF\
GRHV QRW VSHFLI\ WR FRPPXQLFDWH ZLWK WKH nQDO GHV�
WLQDWLRQ� WKH SDFNHW LV SDVVHG WR WKH XQWUXVWHG EXmHU
RI WKH QH[W KLJKHU ULQJ� 0XOWLSOH ULQJV FDQ EH FRQnJ�
XUHG WR FRPPXQLFDWH ZLWK WKH nQDO GHVWLQDWLRQ� )RU
H[DPSOH� LI D ULQJ KDV D SROLF\ WR SDVV ,&03 WUDpF
WKH nQDO GHVWLQDWLRQ� LW FDQ DOVR KDYH SROLFLHV WR SDVV
8'3� )73� RU DQ\ RWKHU FULWHULD� $Q DGPLQLVWUDWRU
VKRXOG DYRLG DPELJXRXV SROLFLHV WKRXJK� $ ULQJV SRO�
LF\ WR SDVV WR WKH XQWUXVWHG EXmHU RI D KLJKHU ULQJ LV
HYDOXDWHG EHIRUH SDVVLQJ D SDFNHW WR WKH GHVWLQDWLRQ
VR LI DQ DPELJXRXV SROLF\ LV FUHDWHG� WKH SDWK UHTXLU�
LQJ D KLJKHU OHYHO RI VHFXULW\ ZLOO EH WDNHQ� )RU H[DP�
SOH� LI D ULQJ DW WKH 7&3 OHYHO VSHFLnHV WR SDVV 7&3
VHVVLRQV WR WKH GHVWLQDWLRQ DQG SDVV 7&3 WUDpF WR
WKH QH[W KLJKHU ULQJ� DOO 7&3 WUDpF ZLOO EH SDVVHG WR
WKH KLJKHU OHYHO UDWKHU WKDQ WR WKH nQDO GHVWLQDWLRQ�
7KH PDLQ DGYDQWDJH WR WKH QR]]OH LV LWV DELOLW\ WR

OLPLW LQFRPLQJ WUDpF� (DFK ULQJ KDV D FRQnJXUDEOH
WKUHVKROG DQG PDLQWDLQV WKH DYHUDJH UHVSRQVH WLPH
IRU LWHPV KHOG RQ WKH XQWUXVWHG EXmHU� :KHQ WKH
nOOHG SRUWLRQ RI WKH WUXVWHG EXmHU UHDFKHV WKH WKUHVK�
ROG� WKH WLPHRXW YDOXH IRU LWHPV RQ WKH XQWUXVWHG
EXmHU ZLOO EH GHFUHDVHG XQWLO HLWKHU WKH nOOHG SRU�
WLRQ GURSV EHORZ WKH WKUHVKROG RU WKH WLPHRXW YDOXHV
UHDFKHV WKH DYHUDJH UHVSRQVH WLPH IRU WKH EXmHU� ,I
WKH WLPHRXW YDOXH UHDFKHV WKH DYHUDJH UHVSRQVH WLPH
IRU WKH EXmHU� D FOHDQLQJ VZHHS RI WKH EXmHU LV SHU�
IRUPHG� :KHQ D FOHDQLQJ VZHHS LV SHUIRUPHG� WKH
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QR]]OH FDQ EH FRQnJXUHG WR VHQG D PDQDJHPHQW DJHQW
DQ LQGLFDWLRQ WKDW D VZHHS LV RFFXUULQJ� 7KLV FDQ DOHUW
DQ DGPLQLVWUDWRU RI DQ DWWDFN RU D SHUIRUPDQFH SURE�
OHP� ,Q WKH FOHDQLQJ VZHHS� HDFK LWHP LV HLWKHU EH
PRYHG WR WKH WUXVWHG EXmHU RU GURSSHG DFFRUGLQJ WR
WKH ULQJV WUXVW SROLF\� ,I DQ LWHP LV ZDLWLQJ IRU VRPH
DGGLWLRQDO LQIRUPDWLRQ WR GHWHUPLQH LWV WUXVWZRUWKL�
QHVV� LW ZLOO EH GHHPHG DV XQWUXVWHG DQG GURSSHG�
2QO\ WUXVWHG WUDpF ZLOO UHPDLQ LQ DQ\ EXmHU RQ WKH
ULQJ DIWHU D FOHDQLQJ VZHHS� ,I WKHUH LV PRUH WUXVWHG
WUDpF WKDQ LV DOORZHG RQ WKH WUXVWHG EXmHU� H[FHVV
WUDpF ZLOO EH GURSSHG� 7KLV DOORZV WUXVWHG WUDpF
WR FRQWLQXH ZKHQ WKH V\VWHP LV XQGHU DWWDFN� $OVR�
ZKHQ XQGHU DWWDFN� SDFNHWV VLPLODU WR WKH DWWDFN VLJ�
QDWXUH DUH QRW DXWRPDWLFDOO\ SUHFOXGHG IURP FRPPX�
QLFDWLQJ ZLWK WKH nQDO GHVWLQDWLRQ� ,I WKH SDFNHW LV
UHFHLYHG DQ\WLPH RWKHU WKDQ ZKHQ D FOHDQLQJ VZHHS
LV SHUIRUPHG� WKH SDFNHW ZLOO KDYH DQ RSSRUWXQLW\ WR
SURYH LW LV WUXVWZRUWK\� 6LQFH FRPPXQLFDWLRQ ZLWK
FORVHU UHVRXUFHV ZLOO KDYH D ORZHU UHVSRQVH WLPH� WKHVH
FRPPXQLFDWLRQV DUH PRUH OLNHO\ WR EH DFFHSWHG DV
WUXVWHG WKDQ GHYLFHV ZLWK KLJKHU SURSDJDWLRQ GHOD\V�

$ VWDQGDUG LQSXW TXHXH FRQVLVWV RI D nUVW�LQ� nUVW�
RXW GHVLJQ DQG KDV D JHW DQG SXW IXQFWLRQ� *HW UH�

PRYHV WKH ROGHVW LWHP IURP WKH TXHXH DQG SXW SXVKHV
D QHZ LWHP LQWR WKH TXHXH� 2XU TXHXHV VWLOO XVH
WKH JHW DQG SXW IXQFWLRQV EXW WKH\ DFW GLmHUHQWO\�
2XU GDWD VWUXFWXUH LV DFWXDOO\ D TXHXH DQG D EXmHU�
7KH TXHXH FRQVLVWV RI WKH WUXVWHG WUDpF� RUGHUHG E\
D WLPHVWDPS RI ZKHQ LW ZDV SODFHG RQ WKH WUXVWHG
TXHXH� 7KH EXmHU FRQWDLQV FXUUHQWO\ XQWUXVWHG WUDI�
nF� ,W DOVR KDV D WLPHVWDPS DV WR ZKHQ LW ZDV SODFHG
LQ WKH EXmHU� 7KHUH LV D SROLF\ WKDW ZLOO VSHFLI\
ZKDW FULWHULD PXVW H[LVW RI WKH WUDpF WR EH FRQVLG�
HUHG WUXVWHG� $ JHW FDOO ZLOO UHPRYH WKH ROGHVW LWHP
IURP WKH WUXVWHG TXHXH� $IWHU WKH LWHP LV UHPRYHG�
LW ZLOO FUHDWH D WKUHDG WKDW ZLOO PRYH DV PXFK GDWD
DV SRVVLEOH IURP WKH XQWUXVWHG EXmHU WR WKH WUXVWHG
TXHXH� 7KH PRYH ZLOO RFFXU LI WKH GDWD KDV PHW WKH
FRQnJXUHG WUXVW SROLF\� ,I WKH WUXVWHG EXmHU H[FHHGV
LWV FRQnJXUHG WKUHVKROG� D FOHDQLQJ VZHHS RFFXUV� ,I
DQ\ XQWUXVWHG GDWD KDV EHHQ RQ WKH EXmHU IRU PRUH
WKDQ WKH WLPHRXW SHULRG� LW LV UHPRYHG� 'XULQJ D
SXW IXQFWLRQ� DQ LWHP LV LQVHUWHG LQWR WKH XQWUXVWHG
EXmHU� $IWHU WKH LWHP LV LQVHUWHG� LI WKH LWHP ZDV
XQWUXVWHG WUDpF �DFFRUGLQJ WR WKH SROLF\� D WKUHDG
LV FUHDWHG DQG WKH EXmHU LV VHDUFKHG IRU RWKHU WUDpF
ZKLFK PLJKW EHORQJ WR WKLV FRPPXQLFDWLRQ� ,I DGGL�
WLRQDO WUDpF LV IRXQG� DOO WKH WUDpF LQ WKLV FRPPXQL�
FDWLRQ LV HYDOXDWHG WR VHH LI LW PHHWV WKH WUXVW FULWHULD�
'XULQJ WKH SXW IXQFWLRQ� LI WKH LWHP FDQ QRW EH LQ�
VHUWHG RQWR WKH XQWUXVWHG EXmHU EHFDXVH WKH EXmHU LV
IXOO� D FOHDQLQJ VZHHS LV SHUIRUPHG�
7R GHPRQVWUDWH WKLV VROXWLRQ� ZH SUHVHQW DQ H[�

DPSOH RI DQ ,3 QR]]OH ZKLFK LV GHVLJQHG WR SUHYHQW
DOO WKH DWWDFNV SUHVHQWHG LQ WKLV SDSHU DQG FRQWURO
WKH DPRXQW RI WUDpF SUHVHQWHG WR D PDFKLQH WR DYRLG
'R6 EDVHG XSRQ RYHUXVH� 7KH nUVW ULQJ LQ WKH QR]�
]OH LV SODFHG EHWZHHQ WKH GDWD OLQN OD\HU DQG QHWZRUN
OD\HU� $OO LQFRPLQJ ,3 WUDpF ZLOO EH SODFHG RQ WKH
XQWUXVWHG EXmHU RI WKLV ULQJ� 6LQFH WKLV H[DPSOH LV
DQ ,3 QR]]OH� DOO QRQ�,3 WUDpF ZLOO HLWKHU DXWRPDW�
LFDOO\ EH EORFNHG RU SDVVHG WR WKH nQDO GHVWLQDWLRQ
EDVHG RQ WKH XVHU
V FRQnJXUDWLRQ� )RU WKLV H[DPSOH�
ZH ZLOO DVVXPH QRQ�,3 WUDpF LV EORFNHG� 2XU SROLF\
IRU WKH WUXVWHG EXmHU DW ULQJ � ZLOO EH WKDW DOO SDFNHW
IUDJPHQWV DUH SUHVHQW DQG RQO\ FRPSOHWH UHDVVHPEOHG
PHVVDJHV DUH SDVVHG WR WKH QH[W OHYHO� 7KHUHIRUH� LI
D SDFNHW IUDJPHQW LV UHFHLYHG� LW ZLOO EH KHOG LQ WKH
XQWUXVWHG EXmHU XQWLO DOO SDFNHWV DUH UHFHLYHG DQG UH�
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DVVHPEOHG RU XQWLO D WLPHRXW SHULRG KDV H[SLUHG�
7KH QH[W ULQJ OHYHO ZLOO KDYH � ULQJV� 2QH ZLOO EH

EHWZHHQ WKH ,3 OHYHO �QHWZRUN OD\HU� DQG WKH 7&3
OHYHO �7UDQVSRUW OD\HU�� 7KH RWKHU ULQJ DW WKLV OHYHO
LV EHWZHHQ WKH ,3 OHYHO DQG WKH ,&03 OHYHO� ,I D
PHVVDJH LV QRW D 7&3 PHVVDJH RU DQ ,&03 PHVVDJH�
ZH ZLOO FRQnJXUH RXU QR]]OH WR GURS WKH PHVVDJH� <RX
FRXOG SODFH DQRWKHU ULQJ LQ EHWZHHQ WKH 8'3 DQG ,3
OHYHOV LI GHVLUHG� ,Q RXU H[DPSOH� PHVVDJHV IURP WKH
WUXVWHG ,3 OHYHO �ULQJ �� FDQ RQO\ EH SDVVHG WR WKH
XQWUXVWHG EXmHU OHDGLQJ WKH 7&3 VWDFN RI ULQJ � RU
WKH XQWUXVWHG EXmHU OHDGLQJ WR WKH ,&03 VWDFN RI
ULQJ ��
2Q WKH 7&3 ULQJ �� 6<1 UHTXHVWV ZLOO EH NHSW RQ

WKH XQWUXVWHG EXmHU� $ 6<1 $&. ZLOO EH VHQW EDFN
WR WKH VRXUFH� ,I WKH PHVVDJH LV QRW D 6<1 $&.� WKH
PHVVDJH ZLOO EH SDVVHG WR WKH WUXVWHG EXmHU RI ULQJ
�� ,I WKH QR]]OH UHFHLYHV DQ $&. IRU WKH 6<1 $&.�
D FRQQHFWLRQ LV HVWDEOLVKHG ZLWK WKH nQDO GHVWLQDWLRQ
XVLQJ WKH WUXH VRXUFH DGGUHVV LQ WKH FRQQHFWLRQ HVWDE�
OLVKPHQW� 7KH QR]]OH ZLOO DFW DV D SUR[\� PDVTXHUDG�
LQJ DV WKH VRXUFH DGGUHVV WR WKH GHVWLQDWLRQ DQG DV
WKH GHVWLQDWLRQ WR WKH VRXUFH� XQWLO WKH FRQQHFWLRQ
LV HVWDEOLVKHG� 7KLV DOORZV WKH QR]]OH WR GHWHUPLQH
WUXVWZRUWKLQHVV ZLWKRXW H[SRVLQJ WKH VRXUFH WR SR�
WHQWLDO DWWDFNV� 2QFH WKH FRQQHFWLRQ LV HVWDEOLVKHG�
WKH 7&3 WUDpF LV FRQVLGHUHG WUXVWHG DQG WKH QR]�
]OH QR ORQJHU DFWV DV D SUR[\� ,I WKH VRXUFH DGGUHVV
IDLOV WR IXOO\ HVWDEOLVK D FRQQHFWLRQ ZLWKRXW D VSHFL�
nHG WLPH SHULRG� WKH QR]]OH ZLOO UHVHW WKH FRQQHFWLRQ
LV KDV HVWDEOLVKHG WR WKH VRXUFH�
$Q LQLWLDO WLPHRXW SHULRG RI � PLQXWHV ZLOO H[LVW

IRU WKH 6<1�$&. SDFNHWV� ,I WKH RFFXSLHG SRUWLRQ RI
WKH XQWUXVWHG EXmHU H[FHHGV WKH WKUHVKROG YDOXH� WKH
WLPHRXW YDOXH ZLOO EH GHFUHDVHG XQWLO HLWKHU WKH RF�
FXSLHG VSDFH RI EXmHU LV ORZHU WKDQ WKH WKUHVKROG RU
WKH PLQLPXP WLPHRXW YDOXH HTXDOV WKH DYHUDJH SURS�
DJDWLRQ GHOD\ IRU WKLV ULQJ� ,I WKH WLPHRXW UHDFKHV WKH
DYHUDJH SURSDJDWLRQ� D FOHDQLQJ VZHHS ZLOO EH SHU�
IRUPHG RQ WKH XQWUXVWHG EXmHU� ,I D PHVVDJH LV QRW D
6<1 UHTXHVW� LW ZLOO EH PRYHG WR WKH WUXVWHG EXmHU
HOVH LW ZLOO EH GLVFDUGHG�
,I WKH PHVVDJH LV DQ ,&03 UHTXHVW� LW ZLOO EH SODFHG

RQ WKH XQWUXVWHG EXmHU RI WKH ULQJ OHDGLQJ WR WKH
,&03 OD\HU� 7KLV OD\HU LV GHnQHG WR RQO\ WUXVW ,&03
HFKR PHVVDJHV ZKLFK FRQIRUP WR WKH DYHUDJH SDFNHW

)LJXUH �� 1R]]OH ([DPSOH

OHQJWK� 7KHUHIRUH� WKH WUXVWHG EXmHU ZLOO PDLQWDLQ DQ
DYHUDJH OHQJWK nHOG� ,I WKH UHTXHVW LV DQ ,&03 HFKR
�UHTXHVW RU UHSO\�� LW ZLOO EH PRYHG WR WKH WUXVWHG
EXmHU LI LW GRHV QRW H[FHHG WKH DYHUDJH OHQJWK SOXV
VRPH GHnQHG YDULDQFH� HOVH LW ZLOO EH GURSSHG�

5LQJ � RI RXU H[DPSOH ZLOO EH SODFHG EHWZHHQ WKH
7&3 OHYHO DQG WKH +773 OHYHO� ,Q RXU H[DPSOH� ZH
ZLOO RQO\ SDVV WUDpF WR RXU LQWHULRU ZHE VLWH LI LW LV D
+773 JHW UHTXHVW RU DQ ,&03 HFKR UHTXHVW� 7KHUH�
IRUH� LI LW LV D +773 JHW UHTXHVW� WKH PHVVDJH LV SDVVHG
WR WKH VRXUFH� RWKHUZLVH� WKH PHVVDJH LV GLVFDUGHG�

)URP RXU H[DPSOH� LW LV HDV\ WR VHH WKDW SDFNHW
IUDJPHQWDWLRQ DWWDFNV FDQ QRW EH ODXQFKHG DJDLQVW
WKH SURWHFWHG PDFKLQHV� EHFDXVH DOO SDFNHWV ZLOO EH
UHDVVHPEOHG DQG YHULnHG EHIRUH WKH\ DUH SDVVHG WR
WKHLU nQDO GHVWLQDWLRQ� $OVR� 6<1 oRRG DWWDFNV FDQ
QRW EH VXFFHVVIXOO\ ODXQFKHG VLQFH FRQQHFWLRQV DUH HV�
WDEOLVKHG IURP WKH QR]]OH EHIRUH WKH\ DUH HVWDEOLVKHG
ZLWK WKH nQDO GHVWLQDWLRQ� 7KH QR]]OH� LWVHOI� LV QRW
VXVFHSWLEOH WR D V\Q oRRG DWWDFN VLQFH LW KDV D OLP�
LWHG QXPEHU RI EXmHUV IRU LQFRPLQJ SDFNHWV� :KHQ
WKH EXmHU FURVVHG D SUHGHnQHG WKUHVKROG� WKH WLPH�
RXW YDOXH ZLOO EH GHFUHDVHG VR WKDW FRQQHFWLRQ UH�
TXHVW SDFNHWV DUH JLYHQ D ORZHU VHUYLFH UDWH WKDQ HV�

�



WDEOLVKHG FRQQHFWLRQV� 7KLV ZLOO DOORZ WUXVWHG WUDpF
WR FRQWLQXH WR EH SDVVHG ZKHQ XQGHU DWWDFN DQG QHZ
UHTXHVWV FDQ EH HVWDEOLVKHG LI WKH UHTXHVWLQJ PDFKLQH
KDV D JRRG UHVSRQVH WLPH� 7KH WLPHRXW YDOXH ZLOO
KDYH D PLQLPXP YDOXH RI WKH DYHUDJH SURSDJDWLRQ GH�
OD\� ,I WKH WLPHRXW LV UHGXFHG GRZQ WR WKLV PLQLPXP
YDOXH DQG WKH EXmHU VWLOO FRQWLQXHV WR nOO� D FOHDQLQJ
VZHHS ZLWK PRYH DOO FRQQHFWHG WUDpF WR WKH WUXVWHG
EXmHU DQG GLVFDUG DOO FRQQHFWLRQ UHTXHVWV� $ ?3LQJ�
RI�'HDWK� DWWDFN LV QRW SRVVLEOH VLQFH WKH ,&03 ULQJ
ZLOO PDLQWDLQ DQ DYHUDJH SDFNHW VL]H DQG GLVFDUG H[�
FHSWLRQDOO\ ODUJH SDFNHWV�

� )XWXUH ZRUN

&RQnJXULQJ D VHW RI ULQJV WR DFW DV D VHFXUH PHFKD�
QLVP FRXOG EH D GLpFXOW DQG WHGLRXV WDVN IRU D QHW�
ZRUN DGPLQLVWUDWRU� 7R UHGXFH WKH FRPSOH[LW\ DQG
ULVN RI PLVFRQnJXUDWLRQ� DSSOLFDWLRQV VKRXOG EH DO�
ORZHG WR FRQnJXUH DSSOLFDWLRQ OHYHO ULQJV� $ VWDQGDUG
VHW RI SDUDPHWHUV VXFK DV DYHUDJH GHOD\ DQG EXmHU
VL]HV ZLOO EH FRQnJXUHG E\ WKH DGPLQLVWUDWRU� (DFK
ULQJ ZLOO EH SURYLGH D PHWKRG IRU FRPPXQLFDWH ZLWK
VRXUFH GHYLFHV IURP WKH XQWUXVWHG EXmHU DQG WR GHVWL�
QDWLRQ GHYLFHV IURP WKH WUXVWHG EXmHU� 7KH DSSOLFD�
WLRQ ZLOO RQO\ QHHG WR VHW WKH SROLFLHV IRU WKH ULQJ� $
VHFXUH SURWRFRO PXVW EH HVWDEOLVKHG WR DXWKHQWLFDWH
DSSOLFDWLRQV DQG JUDQW PRGLnFDWLRQ ULJKWV WR SDUWLF�
XODU ULQJ OHYHOV� 7KLV ZRXOG DOORZ G\QDPLF FRQnJ�
XUDWLRQ RI WKH QR]]OH WR DOORZ IRU WUDQVLHQW WUXVWHG
FRPPXQLFDWLRQV� 6LQFH SHUPLVVLRQV DUH DVVRFLDWHG
ZLWK GLmHUHQW ULQJV� G\QDPLF FRQnJXUDWLRQ FDQ EH
DFKLHYHG ZLWKRXW H[SRVLQJ WKH QHWZRUN WR VHFXULW\
YXOQHUDELOLWLHV�

$ ULQJ PXVW EH DEOH WR SHUIRUP D FOHDQLQJ VZHHS
IDVWHU WKDQ WKH WLPH QHFHVVDU\ WR nOO ��� RI WKH EXmHU�
5LQJ EXmHU VL]HV DUH FRQnJXUDEOH DQG FOHDQLQJ VZHHS
WLPHV ZLOO GHSHQG RQ WKH SROLF\ LQ SODFH WR PRYH
GDWD IURP WKH XQWUXVWHG WR WKH WUXVWHG EXmHU� 'XH
WR WKHVH GHSHQGHQFLHV� PXFK ZRUN QHHGV WR EH SHU�
IRUPHG WR SURYLGH FRQnJXUDWLRQ UHVWULFWLRQ WKDW NHHS
WLPLQJ SUREOHPV IURP RFFXUULQJ�

7KH QR]]OH LWVHOI PXVW EH DEOH WR SDVV WUDpF IURP
WKH LQFRPLQJ LQWHUIDFH WR WKH RXWJRLQJ LQWHUIDFH IDVW
HQRXJK WKDW WKH EXmHUV GR QRW nOO XS GXH WR LWV RZQ

SHUIRUPDQFH ERWWOHQHFNV� %HFDXVH RI WKLV SRWHQWLDO
SUREOHP� WKH QXPEHU RI ULQJV VKRXOG EH NHSW WR D
PLQLPDO DPRXQW� 7KHUH PXVW EH D ZD\ RI FRPPXQL�
FDWLQJ WKH DYDLODEOH WKURXJKSXW WR WKH DGPLQLVWUDWRU�
&RPSDQLHV ZLOO EH UHOXFWDQW WR GHSOR\ D GHYLFH ZKLFK
LQKLELWV FRPPXQLFDWLRQ ZLWKRXW NQRZLQJ RI LWV SHU�
IRUPDQFH� 6LQFH WKH QR]]OH
V SHUIRUPDQFH LV GHSHQ�
GHQW RQ KRZ LW LV FRQnJXUHG� WKH PD[LPXP DQG PLQL�
PXP WKURXJKSXW PXVW EH JLYHQ WR WKH DGPLQLVWUDWRU�
:KHQ WKH QR]]OH LV GURSSLQJ WUDpF GXH WR D FOHDQLQJ
VZHHS� WKLV PHDQV WKDW HLWKHU WKH QHWZRUN LV XQGHU
DWWDFN RU WKH QR]]OH LV XQDEOH WR NHHS XS ZLWK WKH
LQFRPLQJ WUDpF� 7KH QR]]OH ZLOO JHQHUDWH DQ 6103
WUDS WR EH VHQW WR D PDQDJHPHQW GHYLFH VR WKDW WKH
DGPLQLVWUDWRU LV PDGH DZDUH RI WKH SRVVLEOH DWWDFN RU
SHUIRUPDQFH SUREOHP�

7KH ODVW SUREOHP ZKLFK QHHGV WR EH DGGUHVVHG LW
WKH RUGHU LQ ZKLFK ULQJV DUH HYDOXDWHG ZKHQ WKUHVK�
ROGV DUH H[FHHGHG� ,I ORZHU ULQJV DUH HYDOXDWHG nUVW�
DQ DWWDFN FRXOG EH VXFFHVVIXO� 5LQJV PXVW EH HYDO�
XDWHG IURP WKH KLJKHU OHYHOV GRZQ� 7KLV ZLOO DOORZ
WKH WUXH DWWDFN WR EH HOLPLQDWHG ZLWKRXW GURSSLQJ
XQQHFHVVDU\ WUDpF� :KHQ D QHZ ULQJ LV DGGHG LQWR
WKH V\VWHP� D FKHFN QHHGV WR EH SHUIRUPHG WR HQVXUH
FRQVLVWHQF\ ZLWK WKH H[LVWLQJ SROLFLHV�

5HIHUHQFHV

>�@ -RQDWKDQ .� 0LOOHQ� $ 5HVRXUFH $O�
ORFDWLRQ 0RGHO IRU 'HQLDO RI 6HUYLFH�
,Q ,((( &RPSXWHU 6RFLHW\ 6\PSRVLXP
RQ 5HVHDUFK LQ 6HFXULW\ DQG 3ULYDF\�
SDJHV �������� 3URFHHGLQJV�� �����

>�@ 'XUVW� &KDPSLRQ� :LWWHQ� 0LOOHU�
6SDJQXROR� 7HVWLQJ DQG (YDOXDWLQJ
&RPSXWHU ,QWUXVLRQ 'HWHFWLRQ 6\V�
WHPV� &RPPXQLFDWLRQ RI WKH $&0�
-XO\� ����� 9RO� �� 1R �� SS ������

>�@ 6FKXED� .UVXO� .XKQ� 6SDmRUG� HW� DO��
$QDO\VLV RI D 'HQLDO RI 6HUYLFH $WWDFN
RQ 7&3� ,Q ,((( 6\PSRVLXP RQ 6HFX�
ULW\ DQG 3ULYDF\� SDJHV �������� 3UR�
FHHGLQJV�� �����

�



>�@ &KH�)Q <X� 9LUJLO *OLJRU� $ )RUPDO
6SHFLnFDWLRQ DQG 9HULnFDWLRQ 0HWKRG
IRU WKH 3UHYHQWLRQ RI 'HQLDO RI 6HUYLFH�
,Q ���� ,((( 6\PSRVLXP RQ 6HFXULW\
DQG 3ULYDF\� SDJHV �������� 3URFHHG�
LQJV�� �����

>�@ .DQJ� 0RVNRZLW]� DQG /HH� $ 1HWZRUN
3XPS� ,((( 7UDQVDFWLRQV RQ 6RIWZDUH
(QJLQHHULQJ� 9RO� ��� 1R� �� 0D\ �����

>�@ .RONKRUVW� %�*�� 0DFLQD� $�-�� 'H�
YHORSLQJ HUURU�IUHH VRIWZDUH� ,(((
$HURVSDFH DQG (OHFWURQLFV 6\VWHPV
0DJD]LQH� 9RO��� ,VVXH ��� 1RY� �����
SS ������

>�@ &DUQRW� 0�� 'D6LOYD� &�� 'HKERQHL�
%�� 0HMLD� )�� (UURU�IUHH VRIWZDUH GH�
YHORSPHQW IRU FULWLFDO V\VWHPV XVLQJ
WKH %�0HWKRGRORJ\� 7KLUG ,QWHUQD�
WLRQDO 6\PSRVLXP RQ 6RIWZDUH 5HOLD�
ELOLW\ (QJLQHHULQJ� 3URFHHGLQJV�� ����
2FW� ����� SS� ��� � ����

>�@ &KPXUD� /�-�� 1RUFLR� $�)�� :LFLQVNL�
7�-�� (YDOXDWLQJ VRIWZDUH GHVLJQ SUR�
FHVVHV E\ DQDO\]LQJ FKDQJH GDWD RYHU
WLPH� ,((( 7UDQVDFWLRQV RQ 6RIWZDUH
(QJLQHHULQJ� 9RO� ��� ,VVXH �� -XO\ ����
SS� ��������

��


