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The Case Study

● Describe the Roles

● Describe the System

● Define the Security Policy

• Information Value

• Threat Environment

● Limit the Architectural Options

● Apply the Robustness Strategy Process
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Describe the Roles

● Deb Cooley - Facilitator

● Jim Osterritter - ISSE

● Steve Hirsch - Accreditor

● Teri Arber - Customer

● Audience - Jury
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Describe the System

NIPRNET

SIPRNET
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Describe the System

● There is a global, reliable, secret system
high network processing a wide variety of
data types.

● This network has an unreliable connection
to SIPRNET.
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Describe the System

● There are many small unconnected reliable
unclassified networks with unclassified
users processing highly formatted data.

● These networks have unreliable connections
to NIPRNET.
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Describe the System

● The goal is to provide a global, reliable,

unclassified network with unclassified users

processing highly formatted data.
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Current Security Policy

● Secret information must be protected
against unauthorized disclosure and
modification.

● Secret network must be available when
needed.

● Unclassified information does not require
protection.



8 December 99 IATF:  Robustness Strategy 

Desired Security Policy

● Secret information must be protected
against unauthorized disclosure and
modification.

● Secret and unclassified information must be
available when needed.
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Limit the Architectural Options

● Customer cannot afford to duplicate the
Secret network to offer a global
Unclassified network.

● Customer cannot afford to clear all
Unclassified users to Secret.

● Customer cannot change the Secret network
(e.g., can’t add security functions or change
operational policy).
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Limit the Architectural Options

● Tunnel Unclassified information through
Secret network

● Connect the two networks with Guards
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Robustness Strategy Process

● Determine the Value of Information

● Determine the Threat Environment

● Determine the Degree of Robustness

● Select Security Services

● Select Security Mechanisms

● Assess Residual Risk
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Determine Information Value

● V1:  Negligible adverse effects

● V2:  Minimal damage

● V3:  Some damage

● V4:  Serious damage

● V5:  Exceptionally grave damage
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Determine Information Value

● V1:  Negligible adverse effects

● V2:  Minimal damage

● V3:  Some damage

● V4:  Serious damage
● V5:  Exceptionally grave damage
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Determine Threat Environment

● T1:  Inadvertent or accidental

● T2:  Casual adversary, min. resources, little risk

● T3:  Adversary, minimal resources, significant risk

● T4:  Sophisticated, moderate resources, little risk

● T5:  Sophisticated, moderate resources, sig. risk

● T6:  Very sophist., abundant resources, little risk

● T7:  Very sophisticated, abundant resources,
significant risk
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Determine Threat Environment

● T1:  Inadvertent or accidental

● T2:  Casual adversary, min. resources, little risk

● T3:  Adversary, minimal resources, significant risk

● T4:  Sophisticated, moderate resources, little risk

● T5:  Sophisticated, moderate resources, sig. risk

● T6:  Very sophist., abund. resources, little risk

● T7:  Very sophisticated, abundant resources,
significant risk
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Determine Degree of Robustness

Threat LevelsInfo.
 Value T1 T2 T3 T4 T5 T6 T7

V1
SML1
EAL1

SML1
EAL1

SML1
EAL1

SML1
EAL2

SML1
EAL2

SML1
EAL2

SML1
EAL2

V2
SML1
EAL1

SML1
EAL1

SML1
EAL1

SML2
EAL2

SML2
EAL2

SML2
EAL3

SML2
EAL3

V3
SML1
EAL1

SML1
EAL2

SML1
EAL2

SML2
EAL3

SML2
EAL3

SML2
EAL4

SML2
EAL4

V4
SML2
EAL1

SML2
EAL2

SML2
EAL3

SML3
EAL4

SML3
EAL5

SML3
EAL5

SML3
EAL6

V5
SML2
EAL2

SML2
EAL3

SML3
EAL4

SML3
EAL5

SML3
EAL6

SML3
EAL6

SML3
EAL7
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Determine Degree of Robustness

Threat LevelsInfo.
 Value T1 T2 T3 T4 T5 T6 T7

V1
SML1
EAL1

SML1
EAL1

SML1
EAL1

SML1
EAL2

SML1
EAL2

SML1
EAL2

SML1
EAL2

V2
SML1
EAL1

SML1
EAL1

SML1
EAL1

SML2
EAL2

SML2
EAL2

SML2
EAL3

SML2
EAL3

V3
SML1
EAL1

SML1
EAL2

SML1
EAL2

SML2
EAL3
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EAL3

SML2
EAL4

SML2
EAL4

V4
SML2
EAL1

SML2
EAL2

SML2
EAL3

SML3
EAL4

SML3
EAL5

SML3
EAL5

SML3
EAL6

V5
SML2
EAL2

SML2
EAL3

SML3
EAL4

SML3
EAL5

SML3
EAL6

SML3
EAL6

SML3
EAL7
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Select Security Services

● Confidentiality

● Integrity

● Availability

● Identification and Authentication

● Access Control

● Accountability

● Non-Repudiation

● Security Management
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Select Security Services

● Confidentiality

● Integrity

● Availability

● Identification and Authentication

● Access Control

● Accountability

● Non-Repudiation

● Security Management
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Confidentiality Mechanisms
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Confidentiality Mechanisms
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Integrity Mechanisms
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Integrity Mechanisms
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Availability Mechanisms
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Availability Mechanisms
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Security Management Mechanisms
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Security Management Mechanisms
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Assurance Level

● Table points to EAL5
• semi-formally designed and tested
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Assess Residual Risk

● Having a lower assurance level may allow a
an undiscovered vulnerability to exist which
a sophisticated adversary could exploit to
pre-place malicious code in anticipation of a
crisis.

● Inadvertent flooding by legitimate users
could deny service to the Secret network.
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Summary

● Can we meet the desired security policy
with the selected security mechanisms?

● Is the residual risk acceptable?

● The strategy was useful in selecting security
mechanisms that are good enough.

● The next step in the development process
would be to define requirements.
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Questions?
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Backup Slides
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I&A Mechanisms
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Access Control Mechanisms
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6(&5(7
 FOHDUDQFH

 60/�

 >),36���@
OHYHO���RU
EHWWHU

 ODEHOV�ERXQG�WR
GDWD�KDYLQJ
 LQWHJULW\�DQG�ELQG�
LQJ�IXQFWLRQ�ERWK�DW
WKH�60/��OHYHO

 DFFHVV�FRQWURO
OLVWV��$&/V�

 ELQG�Z�60/�
FU\SWRJUDSKLF
DOJRULWKP

 HTXLYDOHQW�RI
723
6(&5(7
 FOHDUDQFH
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 $XGLW  ,QWUXVLRQ�'HWHFWLRQ

 ,GHQWLILFDWLRQ�DQG
$XWKHQWLFDWLRQ

 60/�
 LQIRUPDO�UHDFWLRQ
PHFKDQLVP

 VWDWLF�V\VWHP�ZLWK
LQIRUPDO�UHDFWLRQ
PHFKDQLVP

 VHH�,	$�WDEOH�IRU
60/�

 60/�
 IRUPDO�UHDFWLRQ
SODQ�DQG�VWUDWHJ\

 G\QDPLF�V\VWHP�ZLWK
IRUPDO�UHDFWLRQ
PHFKDQLVP

 VHH�,	$�WDEOH�IRU
60/�

 60/�

 IRUPDO�UHDFWLRQ
SODQ�DQG�VWUDWHJ\

 G\QDPLF��DGDSWLYH
V\VWHP�ZLWK�IRUPDO
UHDFWLRQ
 PHFKDQLVP

 VHH�,	$�WDEOH�IRU
60/�
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 6LJQDWXUH
 7UXVWHG�7KLUG

3DUW\
 $FFRXQWDELOLW\  ,	$  �$UFKLYH

 60/�

 VLJQ�ZLWK�60/�
FU\SWRJUDSKLF
DOJRULWKP

 VHH�,	$�7DEOH
IRU�60/��3HU�
VRQQHO�6HFXULW\

 VHH�$FFRXQWDELOLW\
WDEOH�IRU�60/�

 VHH�,	$�WDEOH
IRU�60/�

 LQIRUPDO�DUFKLYDO
SODQ��XVHU�EDFNV
XS�RZQ�NH\�RU
GDWD

 60/�
 VLJQ�ZLWK�60/�
FU\SWRJUDSKLF
DOJRULWKP

 VHH�,	$�7DEOH
IRU�60/��3HU�
VRQQHO�6HFXULW\

 VHH�$FFRXQWDELOLW\
WDEOH�IRU�60/�

 VHH�,	$�WDEOH
IRU�60/�

 IRUPDO�DUFKLYDO
SODQ��FHQWUDO
 �EDFN��XSV

 60/�
 VLJQ�ZLWK�60/�
FU\SWRJUDSKLF
DOJRULWKP

 VHH�,	$�7DEOH
IRU�60/��3HU�
VRQQHO�6HFXULW\

 VHH�$FFRXQWDELOLW\
WDEOH�IRU�60/�

 VHH�,	$�WDEOH
IRU�60/�

 IRUPDO�DUFKLYDO
SODQ��FHQWUDO�
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