Case Study:
r The IA:AIDE System at Two

Aaron L. 1. D.
on PRC
temin_aaron@prc.com




ya

Overview.

Background
Conceptual-Architecture
nitial-Design and Implementation
Results of Live Demonstrations

hanges for the Future
_onclusion




ya

Background

e+ | ess than4%: o]
attack, Less than 1% responded to the penetration

i penetrated systems detected an

o Attack correlation and attack prediction elusive

- Hard to differentiate between serious attacks and

“ankle-biters”

« Auto-parsing and query mechanisms needed across

DOD
emand-forra

ld-dissemination of detect |

terns

-~ No-technical capability for detecting wide-scale

attacks




IDE Is anradvanceo
g emgnsiraugn4ACID)jQuhe DoD

Imited lifespan program to demonstrate the
penefit of:

— Visual integration of existing sensors
— Correlation of multiple sensors

— Hierarchical/network distribution and correlation
of alerts across the DII




Intrusion
Detection Correlation

Firewall W 9
iNing

(=
S mmey
e

XTOs-Hmz

D
Visu tion

S ISR
Integrity

Virus I‘a

Checkers /|

moOo>mTxom-dzZ—

Law Enfercement Operations

Comm/Computers — Intel




Initial Design and Implementation

Sensor data passed

P\ {0 central-AIDE system

Secure ] -
Bridge / Normalization
et Radar
All data passed initially

to G2 for display and

correlation

G2

GUI
Correlation

6510 reports

usedtoquery archived

data for non-real time analysis

Data sent to Oracle Oracle DB
for archiving and

guery. viaweb _browser
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Results of Live Demonstrations
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Networks

Year 1: 7 nodes, 2 levels Year 2: 12 nodes, 3 levels
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Year One Accomplishments

S

=[rst
— Automated alert capability:

=

Between multiple services and agencies

o Between-multiple-sensors at the Services and agencie

mprovements to DOD capability

— Data-Display: Single display of multi-sensor alert:

— Communication: Secure reporting of events in real

time both laterally and vertically

— Database Storage: Single database for-all

Intrusion and anomalous event data
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Year Two Accomplishments

Three-tiered automated reporting structure including
multiple services and agencies

Automated CJCSI 6510 Reporting requirement

Secure Remote Access to local and regional intrusion
databases

Alert correlation across sensors and sites
Improvements to existing DOD: capability
= Web accessible alert database with built-in-guery capability
— Standardized alert and event times across sensors and sites




Warfighter Feedback

anagement

— Considerable improvement in the conduct and planning of
the demaonstration

o Technical
3 Best Aspects of AIDE

e Viewing multiple sensors in one place and the integration
of-‘commercial-sensorsin-particular

« Having web server access to the database
o Automatic 6510 reporting
— 3 Worst Aspects of AIDE

e User Interface difficult to use

 Performance problems
o Data needs to-be better displayed
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Changes for the Future

Data Flow
Correlation
-+ G2's Role
-~ » Oracle’s Role

o Visualization Tools
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Data Flow

Real
Secure )
Bridge / Normalization
— CIDFAETFIBWGfermat
Data Correlation-turned-overto-Oracle

“Query Table” for long term Correlation ‘
Oracle DB Query
EREE — Correlatedevent returned Table

to DB
Correlated Added

event returned rules_.and

to_.DB :
Mapping filtering
Data Correlated in DOS capability.
G2 for-immediate G 2 — SerwviceScan———

Real Time” Attack — Correlated-Event
Data. Data

Correlation turned Correlation

over to Oracle

“Temp-QUE™forlong

term Correlation
Correlation.in.G2 will consist of current tables. IV B 110\ VA =1
(updated), plus added “categories”. These

“categories” will be based on target, destination,
and type of data seen
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Correlation

_orrelate data from multiple sensors and
upport near-term and longer-term analysis
of collected data:

— Duplicate events across sensors
— Related events-within/across sensors
— Related events across sites
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G2's Role

__ Correlated event returned-to-DB

G2

Data Correlated in G2 for Immediate “Real Time” A Correlation

Data Correlation turned over to Oracle “Temp QUE” for long term
Correlation

- G2 correlates using current rules

added categories

_ategories of Attacks

ICMP Attacks Network Login

Hostlogin———— P Attacks

System Changes— TCP/UDP Attacks

Web Server Attacks SMTP (Email) Attacks

AVAL AV
"CP-Port-Activity Misc- Network Attacks

UDP Port Activity Telnet Attack:
Helle ACKS

=TP-Server Attacks




Oracle’s Role

__ Data Correlation turned over to Oracle
y “Temp QUE" for long term Correlation

o All'events assigned Oracle sequence number

e Sequenced events sent to Query Table

e set to be run at time Iinterval on table

e set can be different than G2’s

-~ Once event

‘riggered sent to <

ava

ront end

and database

o Filtering capabilities




Alert Trable

G2 Correlation New 6510 6510 Log

[] O O Messge

Destination IP

View Priority 1 2 3 Priority Change

Exx 11U

Attack Type or Signature

Source IP Destination Port Sensor

FTP Improper Address 0.0.0.1 128.132.39.22 21 15:22:33 07Aug99 RRS Net_Ranger

AN

. . AN . . AN
Site Status @ Sensor Status m Browser View ‘\‘JF Regional/Global View { Database Browser ‘\-‘:F




eb Browser to DB

File Edit “iew Go Communicator

Back  Forward  Reload Home Search  Metscape Prrirt Security Stop

" Bookmarks & Location: [ﬂ‘lttp:,-",-"fruit,cakes,-"aide,-"plsql,-”query. reduce_frame_set

‘ WishMail ‘ Contact ‘ People ‘ Yellovw Pages ‘ Do nload |"_|" Channzls

|
< - A @D = @ @ $ & ‘
|
|

GROUF BY DOMAIN GROUF BY DAY SOURCE DETAIL
Domsain Sessions Souwrce Day Port Sessions || ID Destination Signature Keyword Infomation Username
19267 6037 5 19267 60.37 06-0CT-1999 139 =3 3731 12813246.172 MEW_TCP _SESSICH_EST Confidence: high
3731 12813246.172 CLOSBE_TCP_SESSION
3956 12813246172 WEW_TCP_SESSICH_EST Confidence: high
3056 12813246172 CLOSE_TCP_SESSION
4101 128132.46.172 MEW_TCP _SESSICH_EST Confidence: high
4101 128132.46.172 CLOSBE_TCP_SESSION
4264 12813246.172 WEW_TCP_SESSICH_EST Confidence: high
4284 12813246172 CLOSE_TCP_SESSION
4376 128132.46.172 MEW_TCP _SESSICH_EST Confidence: high

Antomated Intrusion Detection Environment

AN

. . N
Browser View “JF Regional/Global View ‘\‘




3D Consolidated View

14 AIDE Browser - C:VAIDEAscenes\GOS5C ba
Edit Scene
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Conclusion

o |n the first two years |IA:AIDE has significant impact on
A adevelopments

~ |A:AIDE enhancements provide a system which:

— Optimizes the output of multiple types of intrusion detectio
tools

— Recelves and processes data beyond traditional intrusion
detection-toeol

— Provides an attack correlation and warning capability

— Provides an ability to detect patterns
indicating-wide scale-attack
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315 330-4988
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703 556-2108




