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Abstract

Uncorrupted log files are the critical system component
for computer forensics in case of intrusion and for real time
system monitoring and auditing. Protection from tampering
with information can be achieved using cryptographic func-
tions that provide authenticity, integrity, and confidentiality.
However, they cannot provide the prerequisite for any fur-
ther information processing, i.e.,information availability.
In this case, fault tolerant strategies can be of great help
improving information availability in case of accidental or
deliberate deletion.

In this paper we propose a system that increases log files
availability in case of software deletion by reliably and ef-
ficiently distributing the logs on multiple independent ma-
chines. The proposed scheme is more efficient than simple
replication, both from the storage space and the network
bandwidth points of view. The proposed system has been
implemented and its impact on performance has been mea-
sured. Since it operates as a postprocessor after log genera-
tion, the proposed system can be easily integrated with log-
ging systems that provide various cryptographic functions
for forensic purposes.

1. Introduction

One of the most common and serious consequences of
computer system compromise is data deletion, in particu-
lar log files deletion in order to cancel the intruder’s traces.
Adopting all the countermeasures to increase information
availability against users’ malicious behavior is one of the
basic tasks of any security system. Protection from tamper-
ing with information can be achieved using cryptographic
functions that provide authenticity, integrity, and confiden-
tiality. However, they cannot provide the prerequisite for
any further information processing, i.e.,information avail-
ability. Since information availability is the necessary pre-
condition to any further processing aimed at preserving

higher level properties such as integrity, authenticity, or
confidentiality, many efforts have been put forth on improv-
ing data availability. The most popular solution, i.e., any
type of RAID system [2], however, is of no help for the
case we consider in this paper. RAID systems operate at file
system level and are completely transparent at user level.
Therefore, executing an “rm -r / ” command would sim-
ply deleteall files and the related redundant information that
would allow to reconstruct lost data in case of single disk
failures.

In this paper we address the problem of preserving infor-
mation availability even after files are deleted using com-
mands such as “rm -r / ” in Unix system. The solution
we propose is an efficient answer to the problem of recov-
ering data after a successful and disastrous intrusion. From
this point of view, the approach proposed in this paper in-
creases availability in case ofsoftwareandhardwaremal-
functioning, as opposed to the RAID approach, which is
only intended to overcomehardwaremalfunctioning. Note
that the proposed solution cannot prevent an intruder from
turning off the logging facilities, but can limit the chances
that the intruder removes the logs of the activities performed
in order to gain access to the system.

Any reasonable proposal in the direction of increasing
data hw/sw availability requires the use of a set of indepen-
dent computers, hence of file systems, different from the
one whose data must be preserved. Replicating the data on
an independent machine, that is a machine that does not
share any hardware or software component with the one
where the data originally resides, is the simplest way of in-
creasing availability. Note that replication on independent
machines differs from RAID1 systems, i.e., RAID systems
that mirror all the information on a duplicate set of disks, as
both sets of disks in the latter provide a single logical file
system, while the former involves logically and physically
distinct systems. Replication on independent machines is
expensive in terms of disk space and network bandwidth
usage. Withn hosts, where the valuen depends upon the
importance of the stored information, the storage and band-



width requirements aren-fold the original one. Thus, the
higher the level of availability required in the presence of
(possibly) untrusted hosts, the higher the number of ma-
chines, which implies larger amounts of disk space and net-
work bandwidth. An alternative solution to increase data
availability, which at the same time guarantees also con-
fidentiality, is using Shamir’s Secret Sharing strategy [7].
However, Shamir’s algorithm is no better than simple repli-
cation as for the disk space occupation and bandwidth re-
quirement, since it leads to ann-fold increase in storage
space and network bandwidth requirement.

The solution to the problem of increasing data availabil-
ity we propose in this paper is both disk space and network
bandwidth efficient, as it is based on the Information Dis-
persal Algorithm [5]. The Information Dispersal Algorithm
allows to distribute a fileF in n pieces, each of sizejF j=m,
to multiple hosts such that it can be reconstructed using any
m < n such pieces, withn=m � 1. Because of the dimen-
sions of each piece, the overhead introduced in this case,
both at network and storage level, isjF jn=m. In this paper
we apply the Information Dispersal Algorithm to log files,
as they are the critical component of computer forensics
and post mortem analysis after computer intrusions as well
as “live” activities such as auditing and monitoring. Their
availability depends upon hardware reliability and system
security. Log files deletion may be caused by a system crash
or a successful system compromise. While using WORM
devices or printers is a viable solution against the latter [3],
it is of no use against hardware faults to which such devices
are as vulnerable as any other writable storage device. It
is well known that the level of hardware reliability can be
improved but can never reach 100%. Security on untrusted
machines is usually low and log files hardly ever survive in-
trusions. On the other hand, trusted machines are equally
subject to hardware faults, which may cause the loss of the
log files so that the actions preceding the fault cannot be
analyzed. Guaranteeing log files survival to either software
or hardware malicious events, that is guaranteeing log files
availability, is the critical property any secure logging ser-
vice implicitly relies upon. Once availability is guaranteed,
integrity, authenticity, and confidentiality can be added to
the service in order to make sure the information it provides
is reliable/trustworthy.

We realized a filter that increases data availability, based
on an optimized version of the Information Dispersal Algo-
rithm, as it is more efficient with respect to encoding time,
storage space, and network bandwidth usage than the orig-
inal one presented in [5]. Whenn hosts are used, the num-
berm of hosts,1 � m � n, that are sufficient to recon-
struct the original information can be set depending upon
the critical nature of the log files. However, unlike the Se-
cret Sharing scheme,m � 1 pieces may yield some infor-
mation about the original one, although heuristics can be

adopted that minimize the probability of such an event. The
filter can be applied to any log generating process, whose
output can be piped as input to the filter, or by applying it
to the log files after they are being written, as in the case
of web servers, ftp servers, routers, or system processes. A
prototype has been implemented that operates with the sys-
tem general purpose logging facilitysyslogd . Percentage
space reductions with respect to simple replication in the
range of 38% to 71% have been measured depending upon
the message types and degrees of availability, i.e., minimum
number of pieces necessary to reconstruct the original infor-
mation.

Once service availability is guaranteed, the logging ser-
vice can be enhanced in order to add integrity, authenticity,
and secrecy. Cryptographic functions, such as encryption,
digital signature, and (keyed) digest, can be easily added to
the system proposed in this paper, together with an adequate
key management system, either as a part of the application
or as an autonomous system, e.g., a Certification Authority.

This paper is organized as follows. Section 2 briefly re-
calls the Information Dispersal Algorithm in the optimized
version we developed. Section 3 presents the proposed filter
and Section 4 illustrates its implementation. Extensions for
forensic use are investigated in Section 5. Section 6 sum-
marizes our contribution and concludes the paper.

2. The Information Dispersal Algorithm

In this section we illustrate the mathematical aspects of
the Information Dispersal Algorithm, with particular em-
phasis on the optimized version we propose. Readers that
are more interested in system details can skip this section,
as it does not aid system understanding.

The Information Dispersal Algorithm (IDA) proposed by
Rabin [5] distributes, after a suitable encoding, a piece of
informationI of lengthjI j into n parts, anym of which are
sufficient in order to reconstruct the original informationI .
Thus, even ifk = n�m systems are compromised and the
pieces stored there are deleted, the original information can
still be reconstructed correctly and completely. IDA is space
efficient as the overall space occupation isjI jn=m, which is
close tojI j if n andm are chosen so thatn=m � 1.

In this work we designed and implemented a more ef-
ficient version than the original one, which we call accel-
erated IDA (aIDA). In aIDA the encoding scheme is based
on a Galois Field over28 instead of the finite fieldZ257

used in [5]. Such a choice impacts on the protocol execu-
tion performance as summations and bit-wise XOR on bytes
replace multiplications and summations on half words, re-
spectively, which are used in the original description. Fur-
thermore, it also impacts on the storage space required by
the encoding scheme. While the original scheme based on
Z257 encodes each byte in a two byte string, our scheme



maps bytes to bytes, thus halving the size of the dispersed
information produced by the original implementations. The
implemented version is described in what follows.

Let I be a sequence of charactersb1 : : : bN , N = jI j,
where each character is represented as an integer over a
range[0; B] andB = 255 if the usual 8-bit byte charac-
ter representation is used. Each characterbi can then be
represented as an elementgj of the Galois Field over28,
GF (28). Note that, because an 8-bit representation is used,
the proposed system can be used also with logging sys-
tems whose output has any binary format. Choosen vectors
ai = (ai1; : : : ; aim) 2 GF (28)m for 1 � i � n such that
every subset ofm different vectors are linearly independent
[5]. I can be divided inNm sequences, each of lengthm,

I = S1; S2; : : : ; SN=m

where

Si = g1+(i�1)m : : : gm+(i�1)m; i = 1; : : : ;
N

m

andgj 2 GF (28). I can then be encoded as the sequence
I1; I2; : : : ; In with Ii = ci1ci2 : : : ciN=m and

cik = (ai1 + g1+(k�1)m)� � � � � (aim + gkm) (1)

where+ and� are the summation over bytes and bit-wise
XOR operations, respectively. Note that sincejIij = jI j=m,
the sum of the lengthsjIij is jI jn=m � jI j if m is selected
such thatn=m � 1.

We now show how, with anym pieces out of the en-
tire sequence ofn, it is possible to reconstruct the com-
plete informationI . For ease of notation, letI1 : : : Im
be the sequence of available uncorrupted pieces and let
A= [aij ]; 1 � i; j � m, be them�m square matrix whose
i-th row is the vectorai defined before. Compute the in-
verse matrixA�1 and indicate thei-th row of A�1 with
�i = (�i1 : : : �im). Then in general, for1 � k � N=m,

bj = h�1[(�i1+c1k)�� � ��(�im+cmk)]; 1 � j � N (2)

wherei = j mod m; k = dj=me andh�1 is the func-
tion that maps each element inGF (28) to the correspond-
ing byte, which can be efficiently implemented with a table
lookup using the argument as index.I is encoded and split
using Eq. 1 and reconstructed using Eq. 2 after inverting
matrix A once and for all. Each equation requires2m op-
erations for each character, thus reconstructingI requires
N2m operations.

Table 1 shows a sample of performance measurements
of aIDA against IDA withn = 5 andm = 2 andm = 4
for various input strings. For each input size, the piece size
and the encoding times of the input string are given. Mea-
surements were collected on the SGI Origin 2000 used for
the experiments described in Section 4. The values reported

are the average over ten runs, in order to account for possi-
ble measurement instabilities. However, negligible standard
deviations were observed, so they are not reported. As the
tables show, the advantage of using aIDA becomes greater
as the input size increases or as the redundancy level in-
creases.

Table 1. Encoding times in msecs (a) and
piece size in bytes (b) using IDA and aIDA
for various input sizes with n = 5 and m = 2
and m = 4.

(a)

INPUT m = 2; n = 5 m = 4; n = 5

SIZE IDA aIDA IDA aIDA

70 0.226 0.176 0.216 0.172
140 0.365 0.298 0.326 0.275
210 0.498 0.419 0.444 0.384
280 0.633 0.541 0.563 0.492

(b)

INPUT m = 2; n = 5 m = 4; n = 5

SIZE IDA aIDA IDA aIDA

70 70 35 36 18
140 140 70 70 35
210 210 105 106 53
280 280 140 140 70

3. The Log Availability Filter

In this section we describe the software fault-tolerant
system we designed in order to increase log files availabil-
ity at low storage and network bandwidth cost. Our sys-
tem is a module that transparently operates on the system
generating the log information and processes it before it is
sent to the independent storing systems. Since the process-
ing phase is decoupled from log generation, the module can
be combined with any log generating routine. Because a
set of independent machines is used to store the processed
information, using such a filter protects both against hard-
ware failures of the individual storing machines and against
illegitimate software misuse thereof, such as deletion com-
mands executed with superuser privileges by a malicious
user. Appropriate security measures are assumed to be in
place on the machine generating the log files. If such mea-
sures were to be broken, i.e., the logging machine were to
be compromised, nothing could prevent the intruder to turn
off the Filter or the logging facility itself.

The Log Availability Filter is based on the distribution
of the log file on a set of possibly untrusted machines using
aIDA. By splitting the log file on different machines using
aIDA, both transmission and disk writing times decrease.
Increasing the number of devices the log file is written to
reduces the probability of hardware faults that will make the



log files unavailable, i.e., the probability that all the device
will break down, both at network and host level. Since the
storing machines are independent servers, the probability of
a hardware fault that will crash all of them decreases with
the product of the individual fault probabilities. Further-
more, when a set of independent machines different from
the one that generates the logs is used for storing the log
file, a number thereof, from which the log file can be recon-
structed, is reasonably expected to survive an intrusion. To
improve security, the storing machines can be connected to
the one generating the log entries on a serial line, so that
they are usually not visible to the Internet.

The system architecture comprises a server, whose ac-
tivities must be logged, that generates the log file and a set
of satellite independent machines that individually store a
piece of the log file. The Log Availability Filter transpar-
ently operates between the two, as illustrated in Fig. 1.
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Figure 1. A schematic view of the Log Avail-
ability Filter architecture. Dashed lines indi-
cate optional Filter phases.

The Filter operates in three steps, as log entries are gen-
erated. First, each log entry is time-stamped with the cur-
rent local time and IP address of the host that generated it.
The addition of such information is instrumental to ordered
log reconstruction, as different logging machines may send
their files to the same set of storing machines. However,
the time-stamp and IP address might be eliminated if the
logging service provides either of them or both already. In
the second step the time-stamped entry is processed with
aIDA producing a set of pieces, each one to be sent to a
different machine. Each such piece is identified by a se-
quence number that is used for log reconstruction. Note that
availability is achieved at log entry level, as log entries are
processed individually as they are generated, thus improv-
ing the granularity of fault-tolerance. In the third step each
piece is armored using only printing ASCII characters, e.g.,
with the Unix commanduuencode [4] or the standard en-
capsulation format MIME [1], as a protection against cor-
ruption as the piece travels through intersystem gateways
and character interpretation at the receiving host. Such a
phase is optional and can be skipped when it is guaranteed
that neither packet corruption nor early character interpre-

tation may occur. Finally, the storing machines receive the
pieces addressed to each of them and store them on disks.

With each entry being divided into as many pieces as
there are storing machines, for any given numbern of stor-
ing machines the number of piecesm that are needed in
order to reconstruct the original entry is a configuration pa-
rameter of the Filter. The trade-off existing between the
level of availability required and the level of confidentiality
offered as a by-product by the Filter translates into conflict-
ing requirements on the parameters of the encoding scheme.
High availability implies smallm, i.e., a small number of
servers is sufficient to reconstruct the file. In this case, a
large number of servers must be compromised in order to
completely delete the log file but access to a small num-
ber of servers allows an intruder to gain access to the log
file. On the other hand, with a largem, a large number of
servers is needed to reconstruct the file and to be able to
read it. In this case, a large number of servers must be com-
promised in order to have access to the file but it is enough
to compromise few hosts to make file reconstruction im-
possible. Thus, largem implies higher confidentiality and
lower availability. Note that, although aIDA does not of-
fer encryption protection, the encoding scheme used can be
adapted such that fewer thanm pieces yield almost no in-
formation about the original content. Therefore, confiden-
tiality is higher than with simple replication. Furthermore,
a largem contributes to the space and transmission time ef-
ficiency of the protocol, while a smallm increases the size
of the individual pieces distributed on the machines, thus
reducing the space efficiency of the protocol. The value
m = n=2 + 1 strikes a balance between the two issues. If
the log entries are encrypted, the level of availability can be
increased, thus reducingm, without exposing the log file to
confidentiality violations. Table 2 summarizes the proper-
ties of the encoding scheme as a function ofm.

Table 2. Properties of the aIDA encoding
scheme with respect to the number of pieces
m for a system with n, n > m, storing ma-
chines.

m availab. secrecy storage sp. bandwidth
small high low high high
large low high low low

4. Experimentation

In this section we present the results of an implemen-
tation of the Log Availability Filter in conjunction with
the general purpose logging facilitysyslogd available
in Unix systems. A porting to NT environments is also



planned, where the Filter must be adapted to interact with
theevent logging service , which collects system,
applications, and security logs.

We focus here on the log file generated by the system
routinesyslogd and illustrate how our Filter can be inte-
grated with such a routine. However, the Filter is general
enough to be integrated with other logging routines either
at system or at application level. Interface adjustments may
be necessary in order to read log entries with non-textual
format or that cannot be directly sent to the Filter instead or
before they are written to disk. Possible improvements to
our Filter are also discussed.

4.1. System Platform

The experimental platform comprises one log gener-
ating host and five storing hosts, as depicted in Fig. 2.
The logging machine is an SGI Origin 2000 with four
MIPS R10000 processors equipped with 1GB main mem-
ory, 32KB on chip data cache and 32 KB on chip instruc-
tion cache, 4 MB level 2 data/instruction cache. The five
storing machines are SGI O2 workstations connected on a
100 Mbps Ethernet LAN.

Availability
Filter

Log

M3M2M1

storing_machine1

syslogd syslogd

storing_machine5

syslogd

storing_machine3
storing_machine2

syslogd
syslogd

syslogd

log generating machine

storing_machine4

M1: kernel messages
M2: local host messages
M3: network messages

Figure 2. Experimental setting for the Log
Availability Filter with 5 storing machines.

The syslogd command is a general purpose logging
facility widely available on Unix systems [3]. Programs that
need to have information logged can generate a syslog mes-
sage. Syslogd reads the received message and logs it as a
single-line character string into a set of files or devices (such
as printers) or other hosts as described by the configuration
file /etc/syslog.conf . Log messages can be received
from one of three standard sources, indicated as M1, M2,
and M3 in Fig. 2: a special device (/dev/klog ) for mes-
sages generated by the kernel, a Unix domain socket for
messages generated by processes running on the local host,
and the UDP port 514 for messages generated over the (lo-
cal area) network by other machines. Five actions may be

specified in the configuration file: log to a file or device,
send a message to a user, send a message to all users, pipe
a message to a program, and send the message to the syslog
of another host.

Our system is configured as the program to which the se-
lected entry types are piped, according to the configuration
file specification. In the more general case, when piping
is not possible like with theevent logging service
in NT environments, the Filter can be adjusted so as to read
log records from the log files used by the application, as
they are written. The Filter takes care of sending the gen-
erated pieces for each entry to the destination hosts, where
the local syslogd will receive them and store them on disk.
Because the syslogd on the receiving host reads a charac-
ter at a time and aIDA uses an 8-bit code, the third step,
i.e., the armoring phase, is necessary in our case to prevent
character interpretation ahead of time.

4.2. Experimental Results

Results for experiments with 5 storing machines are pre-
sented in this section. For our case study, we have con-
sidered three types of syslog entries, namely those gener-
ated byrlogind for a remote login connection attempt,
named for a DNS query, andsendmail for an e-mail
message transmission or reception. Entry length varies de-
pending upon the host names that appear in it and whether
their symbolic or numerical name is resolved locally. The
rlogin entry we considered is 51 bytes long, thenamed
entry is 158 bytes long and thesendmail entry is 205
bytes long.

We first analyze the bandwidth requirements in terms of
message size. The time-stamp and host IP address add 19
bytes to each entry, thus the Filter actually operates on 70,
177, and 224 bytes long entries, respectively. Each of then
packets generated by aIDA for an entry is then piggybacked
with the packet sequence number and the Filter process ID,
for a total of eight additional bytes. Because of the way
syslogd works, the Filter is executed every time an entry
is generated on the logging host, thus each entry can be
uniquely associated with the process ID of the Filter exe-
cution that processed it. This information, together with the
packet sequence number, is necessary to correctly recon-
struct the original entry at the storing host, as syslogd uses
the UDP protocol, which does not guarantee order packet
delivery. Armoring each packet expands its size by a fur-
ther 35%. The original entry length, the time-stamped entry
length, and the size of the packets actually sent over the net-
work with and without armoring are reported in Table 3 for
each entry type. Note that, for the same input string length,
packet sizes differ from those reported in Table 1 because of
the eight bytes added to each packet that specify the packet
sequence number and the Filter process ID.



Table 3. Overall log entry size and individual
packet size in bytes for various availability de-
grees for the syslog entry type considered
when 5 storing machines are used. The size
of the armored packets is given in parenthe-
sis.

SIZE rlogind named sendmail
ORIGINAL 51 158 205

W/T ST & IP 70 177 224
m = 2; n = 5 43 (61) 97 (133) 120 (161)
m = 3; n = 5 32 (45) 67 (93) 83 (113)
m = 4; n = 5 26 (37) 53 (73) 64 (89)

Table 4 compares the total amount of bandwidth required
by our system for various availability degrees and by simple
replication using 5 hosts in both cases. In case of replica-
tion, we present results for time-stamped entries, in order
to compare the two systems on homogeneous data sets. As
the table shows, the proposed Filter is always more efficient
than replication, even if armoring is used. The advantage
of using our scheme with respect to replication is greater
when armoring is not necessary, as in this case the percent-
age space reduction of our system ranges from 38% to 71%.
However, when armoring is needed, the percentage space
reduction of our system is still worth its cost since it ranges
from 13% to 60%. In both cases, the minimum gain is for
the high availability case (i.e.,m = 2; n = 5) for short en-
tries (i.e.,rlogind ) and the maximum gain is for the low
availability case (i.e.,m = 4; n = 5) for long entries (i.e.,
sendmail andnamed).

Table 4. Total bandwidth requirements in
bytes for replication on 5 hosts and for three
availability degrees using the Log Availabil-
ity Filter, for plain and armored packets, with
time-stamped entries in all cases. The per-
centage storage reduction is given in paren-
thesis.

STRATEGY rlogind named sendmail
5 REPL. 350 885 1120

m = 2; n = 5, PL. 215 (38%) 485 (45%) 600 (46%)
m = 2; n = 5, AR. 305 (13%) 665 (24%) 805 (28%)
m = 3; n = 5, PL. 160 (54%) 335 (62%) 415 (63%)
m = 3; n = 5, AR. 225 (35%) 465 (47%) 565 (49%)
m = 4; n = 5, PL. 130 (62%) 265 (70%) 320 (71%)
m = 4; n = 5, AR. 185 (47%) 365 (58%) 445 (60%)

We now consider the execution time overhead introduced
by the Filter. Since some phases of the Filter are optional,
we have separately measured the times of each of them, so

as to be able to correctly identify the system bottleneck,
when the Filter is in place. The times (inmseconds) to add
the time-stamp and IP address, to process the entry with
aIDA, to armor all pieces, and finally to distribute the vari-
ous pieces over the network for the various entry types and
availability degrees are reported in Table 5. In order to ac-
count for possible measurement instabilities, each value is
the average over ten runs. However, negligible standard de-
viations were observed, so they are not reported.

As the table shows, the time to add the time-stamp and IP
address is basically constant, as expected since it does not
depend on the input size. Armoring the packets introduces a
very limited overhead, as the coding is a simple sequence of
bitwise operations. The relatively large execution times of
the aIDA phase1 is however one order of magnitude smaller
than the time to send out the packets. In fact, packet distri-
bution is the system bottleneck and it is greater than the sum
of the other components. Comparable, if not larger, times
would be spent in case of replication, and in case of remote
storing of log files, as suggested as a good security practice.
Therefore, we conclude that the cost of adding availability
to logging services in terms of processing overhead is not
an issue.

Table 5. Execution times in mseconds of the
phases of the Log Availability Filter for vari-
ous degrees of availability.

AVAIL . DEG. PHASE rlogind named sendmail

all ADD

cases T ST & IP 0.16 0.17 0.17

aIDA 0.2 0.40 0.49
m = 2; n = 5 ARMOR 0.018 0.030 0.037

SEND 2.3 2.3 2.3

aIDA 0.2 0.39 0.47
m = 3; n = 5 ARMOR 0.02 0.031 0.037

SEND 2.4 2.3 2.3

aIDA 0.2 0.40 0.46
m = 4; n = 5 ARMOR 0.021 0.033 0.039

SEND 2.1 2.0 2.0

4.3. Observations

We analyze here the proposed implementation and con-
sider possible improvements to our system. We concentrate
on the transmission aspects and on the logging mechanism.

Becausesyslogd uses the UDP protocol when trans-
mitting the log to a machine other than the one that gen-

1The execution times of aIDA are generally larger than those reported
in Table 1 because we account to aIDA the time for the allocation of some
data structures, which are used in subsequent phases and which are not
considered in the IDA vs aIDA comparison.



erated it, it is subject to packet loss. The use of our Fil-
ter provides tolerance also against UDP packet loss. The
degree of availability, which protects from log file dele-
tion in case of compromise of up to a certain number of
machines, applies to packet loss as well. However, UDP
packet loss may combine maliciously with system compro-
mise so that an entry may not be recoverable although fewer
thann � m systems have been compromised. When the
set of compromised hosts is disjoint or partially disjoint
from the set of hosts that have not received their portion
of log entry because of UDP packet loss, so that the union
of the two sets contains more thann � m machines, log
file reconstruction becomes impossible because fewer than
m machines have reliable data. Using a reliable transport
protocol, namely TCP, would guarantee the system against
packet loss, thus solving the problem of the combined ef-
fect of machine compromise and packet loss. The packet
size would also decrease, as the packet sequence number
and Filter process ID would not be necessary. In this case,
syslogd could not be used directly on the storing machine
as the packets recipient, since it listens on UPD port 514 by
definition. Ad hoc clients should be developed and installed
on the storing hosts that would receive the packets and pass
them along to the localsyslogd . The price of using a re-
liable transport protocol is paid with a performance degra-
dation, as TCP is slower than UDP. However, in a local area
network, where packet loss and retransmission are not fre-
quent, performance degradation is expected to be limited.

As Table 5 shows, transmission is the Filter bottleneck.
In order to optimize such a phase, we considered the possi-
bility of using the UDP based multicast service. With mul-
ticast communication, a single message is sent to a regis-
tered group of hosts participating in the multicast instead of
as many messages as there are hosts in the group. In this
case too, a receiving client on the storing machines would
be needed, assyslogd is not multicast enabled. Because
of the nature of the communications in the Filter, where
each recipient is sent a different message, multicast is not
the correct solution from a logical point of view. However,
it turns out to be a good solution from an implementation
point of view, since the time to send all packets reduces to
0.55msec on the average, about one fourth of the unicast
case, regardless of the availability degree, entry type, and
number of recipients, i.e., participating hosts. Although the
overall bandwidth requirement does not change with respect
to the unicast communication case, when using multicast all
messages are sent from a single socket, which explains why
the send time is roughly constant in this case. Thus, if mul-
ticast were used, all of the storing machines would see the
entire traffic for each log entry and would have to discard
the packets destined to other machines. If they kept them all
instead of dropping them, a further level of fault-tolerance
would be introduced as a by-product that would reduce the

chances of malicious combinations of UDP packet loss and
packet deletion due to machine compromise.

The measures reported in the previous section are rela-
tive to the Filter execution time but do not take into account
the time to launch its execution. The waysyslogd works
requires that, in case log entries are piped to a program, such
a program be executed every time an entry occurs. A more
efficient implementation that optimizes system overhead for
program startup every time it must be executed would con-
sider running the program (our Filter in this case) as a dae-
mon. Such an alternative would require to modify the stan-
dardsyslogd .

5. Logging as Evidence

A possible use of log files is to supply evidence in legal
proceedings in case of computer security incidents. Legal
acceptability of tracks as evidence depends upon admissi-
bility, i.e., the conformity to the jurisdiction’s legal rules,
and weight, i.e., the degree of understanding and convince-
ment for the court and judge(s). Admissibility strictly de-
pends upon the country’s body of laws regarding electronic
documents and their generation and storage. Availability
is the necessary prerequisite for legal evidence, although
it is not sufficient. Authentication and integrity, which are
usually among the requirements for legally valid electronic
documents, are also necessary, to guarantee the origin of the
logs and their non-modification [8]. Authentication of the
log generating machine and integrity checksums to detect
possible alterations of the logs, contribute to increase the le-
gal weight of log files. Confidentiality may be required for
privacy reasons, e.g., when the owner of the logging sys-
tem is not the owner of the information being stored as in
case of outsourced systems, but it does not add weight to
the evidence.

The Filter we have presented guarantees log availability
by distributing each log entry on a set of possibly untrusted
hosts so as to hamper log file destruction. The logs pro-
cessed with our Filter have no value as evidence in court,
as much as the standard ones. However, they can be given
legal weight if authentication of the logging machine and
integrity checks of the log entry are added in the Filter pro-
cessing, according to the jurisdiction’s legal rules. Regard-
less of the specific solution adopted, a trusted machine is
needed if log entry authentication is required. Different
strategies can be devised in order to obtain a secure, in
terms of confidentiality, integrity, and availability, log ser-
vice. Two are the scenarios we can envision.

We believe that the most elegant and complete solution
combines our Filter with the logging system such described
in [6]. Schneier’s system guarantees that in case of in-
trusion, an attacker will not be able to read nor alter or
delete undetectably log entries made before the intrusion.



A trusted host that interacts with the logging machine is
necessary for key management, which is limited to the ini-
tial sharing of a secret key with the logging machine from
which the chain of keys used for authentication, MAC com-
putation, and encryption is constructed, and the exchange of
the first session key of the chain. Note that the sophisticated
system proposed by Schneier guarantees the log confiden-
tiality and allows to grant log access on a role-based security
scheme, which is not a requirement for legal evidence.

The other scenario consists of a network of servers im-
plementing the IPSEC communication protocol where our
Filter is simply deployed as a log postprocessor. In this en-
vironment, log authentication and integrity can be achieved
at network level since cryptographic functions can be com-
puted using the session key established between the two
hosts during the authentication phase. The deployment of
our Filter in such an environment would complete the re-
quirements for log legal evidence with availability, as au-
thentication and integrity are provided by the environment
itself. The role of the trusted host of Schneier’s solution is
played by the CA that manages the host public keys. En-
cryption, although not necessary for legal purposes, could
be added either at application level or at network level.

6. Conclusions

The first step towards providing auditing capabilities that
can be exercised after system compromise is preventing
log file destruction, i.e., adding availability to log services.
Mechanisms that can help detect file alteration and prevent
unauthorized file reading complete the requirements for ef-
fective intrusion detection and auditing systems.

In this paper we have presented a software fault-tolerant
system that adds availability to any system logging facil-
ity. The proposed system is based on an original imple-
mentation of the Information Dispersal Algorithm, which
provides an efficient encoding scheme that significantly re-
duces storage space and network bandwidth requirements
with respect to the simple replication strategy. A prototype
was developed and the impact of its deployment in a real
environment was measured. A variety of long entry types
and degrees of availability have been considered and possi-
ble optimizations have been discussed. The application of
the proposed system to the design of a legally valid logging
system has been outlined and possible scenarios have been
illustrated.
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