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7KHUH� LV� D� ODUJH� QXPEHU� RI� VLWXDWLRQV� LQ� ZKLFK
FRPSXWHU� VHFXULW\� LV�XQSRSXODU�� ,Q� IDFW��FRPPRQ�XVHUV
GR� QRW� OLNH� WRR� PXFK� UHVWULFWHG� VHFXULW\� SROLFLHV�
8VDELOLW\�LV�RIWHQ�SUHIHUUHG�WR�VHFXULW\��0DQ\�XVHUV�ZDQW
WR� EH� IUHH� WR� XVH� WKHLU� FRPSXWHUV� WR� UXQ� XQWUXVWHG
DSSOLFDWLRQV��0RUHRYHU��LW�LV�QRW�SRVVLEOH�WR�UHTXLUH�WKDW
HYHU\� FRPSXWHU� XVHU� LV� D� VHFXULW\� H[SHUW�� $V� D
FRQVHTXHQFH�� LW� LV�YHU\�HDV\� IRU�KDFNHUV� WR�JDLQ�DFFHVV
WR� D� FRPSXWHU� V\VWHP�� DQG� WR� SHUIRUP� D� QXPEHU� RI
XQDXWKRUL]HG�RSHUDWLRQV�

,Q� WKLV� SDSHU� ZH� IRFXV� RQ� WKH� SUREOHP� RI� V\VWHP
LQWHJULW\��7KHUH�DUH�VRPH�DSSOLFDWLRQV� LQ�ZKLFK� V\VWHP
LQWHJULW\�LV�DW�OHDVW�DV�LPSRUWDQW�DV�SULYDF\�DQG�VHUYLFH
DYDLODELOLW\�� )RU� WKLV� SXUSRVH�� ZH� KDYH� GHVLJQHG� DQG
LPSOHPHQWHG� 7UXVWHG%R[�� D� NHUQHO�OHYHO� LQWHJULW\
FKHFNHU� WKDW� FDQ� EH� XVHG� WR� HQIRUFH� D� YHU\� UHVWULFWHG
VHFXULW\� SROLF\� DQG� WKDW� DOORZV� XVHUV� WR� XVH� WKH� VDPH
V\VWHP�WR�SHUIRUP�XQWUXVWHG�RSHUDWLRQV�

�� ,QWURGXFWLRQ

1RZDGD\V�DQ�LQFUHDVLQJ�DPRXQW�RI�FULWLFDO�WDVNV�DUH
FDUULHG� RXW� XVLQJ� FRPSXWHU� V\VWHPV�� )RU� WKLV� UHDVRQ�
FRPSXWHU� VHFXULW\� LV�� DQG� ZLOO� EH�� D� SULPDU\� JRDO� LQ
PDQ\� PRGHUQ� FRPPHUFLDO� DQG� JRYHUQPHQWDO
RUJDQL]DWLRQV�� $� ORW� RI� ZRUN� KDV� EHHQ� GRQH� LQ� UHFHQW
\HDUV� WR� SURWHFW� V\VWHPV� DJDLQVW� GLIIHUHQW� NLQGV� RI
DWWDFNV�

,Q� VSLWH� RI� WKH� SURJUHVV� LQ� WKH� ILHOG� RI� FRPSXWHU
VHFXULW\�� WKHUH� DUH� VRPH� UHDO� OLIH� VLWXDWLRQV� LQ� ZKLFK
XVHUV� DUH� QRW� SURWHFWHG� HQRXJK� ZKHQ� WKH\� FDUU\� RXW
FULWLFDO�RSHUDWLRQV�

7KH�PDLQ� UHDVRQ� LV� WKDW�� LQ� JHQHUDO�� FRPPRQ� XVHUV
DUH� QRW� FRPSXWHU� VHFXULW\� H[SHUWV�� ,Q� PRVW� VLWXDWLRQV�
WKH\� DUH� QRW� HYHQ� FRPSXWHU� H[SHUWV�� 6XFK� D� ODFN� RI
H[SHUWLVH�LV�UHDOO\�KHOSIXO�IRU�KDFNHUV��EHFDXVH�FRPPRQ
XVHUV� FDQ� KDUGO\� UHDOL]H� WKDW� WKH� V\VWHP� KDV� EHHQ
FRPSURPLVHG�

0RUHRYHU�� D� UHVWULFWHG� VHFXULW\� SROLF\� LV� RIWHQ
LPSUDFWLFDO�EHFDXVH�LW�ZRXOG�OLPLW�WRR�PXFK�WKH�XVDELOLW\
RI�WKH�V\VWHP��,Q�PDQ\�RUJDQL]DWLRQV�WKHUH�LV�WKH�QHHG�RI
XVLQJ�WKH�VDPH�SHUVRQDO�FRPSXWHU�WR�HGLW�GRFXPHQWV��WR

VXUI� WKH� :HE�� WR� H[FKDQJH� H�PDLO�� WR� UXQ� PXOWLPHGLD
DSSOLFDWLRQV��DQG�WR�SHUIRUP�FULWLFDO�WDVNV�

)RU�H[DPSOH��LW�LV�D�FRPPRQ�SUDFWLFH�WR�XVH�WKH�VDPH
SHUVRQDO�FRPSXWHU�WR�UXQ�XQWUXVWHG�DSSOLFDWLRQV��VXFK�DV
DSSOLFDWLRQV�GRZQORDGHG� IURP� WKH�QHWZRUN�� DQG� WR�EX\
SURGXFWV� WKURXJK� VLWHV� RIIHULQJ� H�FRPPHUFH� VHUYLFHV�
7KLV� FRPPRQ� SUDFWLFH� FDQ� EH� YHU\� GDQJHURXV�� IRU
VHYHUDO� KDFNHU¶V� WRRONLWV� DUH� ZLGHO\� DYDLODEOH� WKURXJK
WKH�,QWHUQHW��%\�XVLQJ�WKHVH�WRRONLWV��KDFNHUV�FRXOG�EUHDN
LQWR� V\VWHPV� DQG� UHSODFH� FULWLFDO� RSHUDWLQJ� V\VWHP
FRPSRQHQWV�WR�JDLQ�UHPRWH�FRQWURO�RI�WKH�V\VWHP�DQG�WR
OHDYH�KLGGHQ�EDFNGRRUV�IRU�IXWXUH�DFFHVV�

1HW%XV�>17%@�DQG�%DFN2ULILFH�>%.2@�DUH�MXVW�WZR
H[DPSOHV�RI�VRIWZDUH�WRROV�WKDW�FDQ�EH�XVHG�E\�KDFNHUV
WR� KDYH� WKH� FRPSOHWH� FRQWURO� RI� WKH� YLFWLP
V� SHUVRQDO
FRPSXWHU�� 6XFK� SURJUDPV� FDQ� LQIHFW� DQ\� FRPSXWHU
UXQQLQJ�:LQGRZV����DQG�:LQGRZV�17�E\�LQVWDOOLQJ
WKHPVHOYHV� DV� KLGGHQ� V\VWHP� FRPSRQHQWV�� 2Q� PDQ\
KDFNHU� :HE� VLWHV� LW� LV� H[SODLQHG� KRZ� WR� XVH� DQ\
H[HFXWDEOH� SURJUDP� DV� D� WURMDQ� KRUVH� WR� LQIHFW� D
:LQGRZV� V\VWHP� XVLQJ� 1HW%XV� RU� %DFN2ULILFH�� 6RPH
VRIWZDUH� WRROV� DUH� HYHQ� SXEOLFO\� DYDLODEOH� WR� VLPSOLI\
WKLV�WDVN��2QFH�WKH�V\VWHP�KDV�EHHQ�LQIHFWHG��KDFNHUV�FDQ
UHPRWHO\�UHDG�DOO�NH\VWURNHV��UHDG�DQG�XSORDG�ILOHV��HWF�
RQ�WKH�LQIHFWHG�PDFKLQH�

6LPLODUO\�� WRROV� VXFK�DV�5RRWNLW� >9(1@�FDQ�EH�XVHG
WR� DWWDFN� 81,;� V\VWHPV� DQG� WR� LQVWDOO� PRGLILHG
YHUVLRQV� RI� FULWLFDO� V\VWHP� FRPSRQHQWV� LQ� VXFK� D� ZD\
WKDW�LW�LV�YHU\�KDUG�WR�GHWHFW�WKHLU�SUHVHQFH�

&RPSDQLHV� SXVKLQJ� RQ� H�FRPPHUFH� VHUYLFHV
DGYHUWLVH� WKH� DEVROXWH� VHFXULW\� RI� DOO� FRPPXQLFDWLRQV
ZLWK� WKHLU� VHUYHUV� EHFDXVH� WKH\� DUH� XVLQJ� VWURQJ
HQFU\SWLRQ��1HYHUWKHOHVV��WKH\�QHYHU�VD\�WKDW�HQFU\SWLRQ
LV�XVHOHVV�LI�WKH�FOLHQW�KDV�EHHQ�FRPSURPLVHG��7KHUHIRUH�
PRVW�XVHUV�GR�QRW�HYHQ�NQRZ�WKDW�WKHLU�V\VWHP�FRXOG�EH
UHPRWHO\� FRQWUROOHG� E\� D� KDFNHU� WKDW�� E\SDVVLQJ� DOO
FU\SWRJUDSKLF� SURWHFWLRQV�� FRXOG� UHDG� DOO� NH\VWURNHV�
LQFOXGLQJ�SDVVZRUGV��FUHGLW�FDUG�QXPEHU��DQG�VR�RQ�

,Q�WKLV�ZRUN�ZH�IRFXV�RQ�V\VWHP�LQWHJULW\��7KHUH�LV�D
QXPEHU� RI� VLWXDWLRQV� LQ� ZKLFK� FRPSURPLVLQJ� FULWLFDO
V\VWHP� FRPSRQHQWV�� DSSOLFDWLRQ� RU� GDWD� FDQ� FDXVH
VHULRXV�GDPDJHV��)RU�H[DPSOH��WKHUH�DUH�VRPH�FRXQWULHV
LQ� ZKLFK� WKH� GLJLWDO� VLJQDWXUH� OHJLVODWLRQ� VWDWHV� WKDW
GLJLWDO� VLJQDWXUHV� FDQ� EH� XVHG� WR� VLJQ� OHJDO� VWDWHPHQWV�
VXFK� DV� FRQWUDFWV� RU� FRPPHUFLDO� DJUHHPHQWV�� ,Q� WKHVH



FRXQWULHV�� D� FRPSURPLVHG� V\VWHP� UXQQLQJ� D� PRGLILHG
YHUVLRQ� RI� WKH� GLJLWDO� VLJQDWXUH� VRIWZDUH� UXQ� E\� D
PDQDJHU�FRXOG� OHDG� WR� ORVV�RI�PRQH\�RU�RWKHU�NLQGV�RI
WURXEOHV��6LPLODUO\��D�FRPSURPLVHG�:HE�VHUYHU� VHUYLQJ
KDFNHG�SDJHV�FRXOG�VHULRXVO\�GDPDJH� WKH�SXEOLF� LPDJH
RI�D�FRPSDQ\�

,Q�6HFWLRQ����ZH�GLVFXVV�WKH�SUREOHP�RI�SURWHFWLQJ�D
XVHU�DJDLQVW�D�FRPSURPLVHG�V\VWHP��)LUVW��ZH�JR�WKURXJK
VRPH� W\SLFDO� DSSURDFKHV� WR� WKH� SUREOHP�� 7KHQ�� ZH
H[SODLQ�ZK\�WKRVH�DSSURDFKHV�DUH�VWLOO�XQVDWLVIDFWRU\� WR
HQVXUH� D� KLJK�OHYHO� RI� SURWHFWLRQ� DJDLQVW� H[SHULHQFHG
LQWUXGHUV��,Q�6HFWLRQ����ZH�SUHVHQW�RXU�VROXWLRQ��'HWDLOV
DERXW� WKH� LPSOHPHQWDWLRQ�DUH�SURYLGHG� LQ�6HFWLRQ���� ,Q
6HFWLRQ� �� DQG� 6HFWLRQ� ��� UHVSHFWLYHO\�� ZH� VKRZ� VRPH
H[DPSOHV� RI� DSSOLFDWLRQV� DQG� ZH� GLVFXVV� VRPH
OLPLWDWLRQV�RI�RXU�VROXWLRQ��,Q�6HFWLRQ����ZH�FRPSDUH�RXU
ZRUN� ZLWK� RWKHU� H[LVWLQJ� VROXWLRQV�� )LQDOO\�� ZH
VXPPHUL]H� RXU� IXWXUH� SODQV� DQG� ILQLVK� ZLWK� RXU
FRQFOXVLRQV�

�� ,V�:KDW�<RX�6HH�:KDW�<RX�7KLQN�,W�,V"

,Q� WKH� SDVW� \HDUV� FRPSXWHU� V\VWHPV� KDYH� FRQVWDQWO\
JURZQ� LQ� FRPSOH[LW\��$ERXW� ILIWHHQ� \HDUV� DJR� SHUVRQDO
FRPSXWHUV�ZHUH� HTXLSSHG�ZLWK� D� YHU\� VLPSOH� KDUGZDUH
DQG�D�SULPLWLYH��VLQJOH�WDVN�RSHUDWLQJ�V\VWHP�WKDW�FRXOG
UXQ�LQ�D�IHZ�NLORE\WHV�RI�PHPRU\��7KH�QXPEHU�RI�XVHUV
SHUIRUPLQJ�FULWLFDO�WDVNV�E\�PHDQV�RI�VXFK�V\VWHPV�ZDV
YHU\�ORZ�

$�PRGHUQ�SHUVRQDO�FRPSXWHU�LV�OLNHO\�WR�KDYH�WHQV�RI
DSSOLFDWLRQV� LQVWDOOHG�� VHYHUDO� JLJDE\WHV� RI� KDUG� GLVN
VWRUDJH�� DQG� KXQGUHGV� RI� V\VWHP� FRPSRQHQWV� VSUHDG
DFURVV� WKH�ILOH�V\VWHP��0RVW�RSHUDWLQJ�V\VWHPV�DUH�DEOH
WR�UXQ�PRUH�DSSOLFDWLRQV�DW�WKH�VDPH�WLPH��DQG�DUH�EDVHG
RQ�DQ�RSHQ�DUFKLWHFWXUH�WR�EH�HDVLO\�H[WHQGHG��6LPLODUO\�
HYHQ� WKH� VLPSOHVW� DSSOLFDWLRQ� FDQ�KDYH� D�YHU\� FRPSOH[
VWUXFWXUH�DQG�EH�PDGH�RI�VHYHUDO�FRPSRQHQWV�VSUHDG�RXW
LQ�WKH�V\VWHP�

$V� D� FRQVHTXHQFH�� LW� LV� YHU\� KDUG� WR� GHWHFW�ZKDW� LV
UHDOO\� JRLQJ� RQ� ZKHQ� WKH� V\VWHP� LV� UXQQLQJ�� )URP� D
XVHU¶V�SRLQW�RI� YLHZ�� WKH� FRPSXWLQJ� HQYLURQPHQWV� ORRN
VLPSOHU�WR�XVH�EHFDXVH�RI�WKH�SURJUHVV�RI�JUDSKLFDO�XVHU
LQWHUIDFHV�� 7KH� GUDZEDFN� LV� WKDW� D� PRGHUQ� V\VWHP� LV
PXFK�PRUH�FRPSOH[�WKDQ�WKRVH�LQ�XVH�ILIWHHQ�\HDUV�DJR�
2I�FRXUVH��DV�FRPSOH[LW\�LQFUHDVHV�VHFXULW\�LV�KDUGHU� WR
HQIRUFH�

(YHQ� LI�D� V\VWHP� LV� YHU\� FDUHIXOO\� FRQILJXUHG�DQG�D
JRRG� VHFXULW\� SROLF\� LV� VRPHKRZ� HQIRUFHG�� D� VLQJOH
PLVWDNH�PDGH�E\�DQ�LQH[SHULHQFHG�XVHU�RU��ZRUVH��E\�WKH
V\VWHP� DGPLQLVWUDWRU� FRXOG� FRPSURPLVH� WKH� VHFXULW\� RI
WKH�ZKROH�V\VWHP��RU�VRPH�SDUWV�RI�LW��$�VLQJOH�DFFHVV�WR
WKH� V\VWHP� E\� DQ� XQWUXVWHG� HQWLW\� LV� VXIILFLHQW� WR� KLGH
IUDXGXOHQW�FRGH�LQ�WKH�PHDQGHUV�RI�WKH�V\VWHP�

7KH� EDVLF� SUREOHP� LV� WKDW�� ZKLOH� PXFK� HIIRUW� KDV
EHHQ�PDGH�WR�SURWHFW�WKH�V\VWHP�E\�XQDXWKRUL]HG�XVHUV�
QRW� WRR� PXFK� FDUH� KDV� EHHQ� WDNHQ� IRU� WKH� FRQYHUVH�
$OPRVW� DOO� PRGHUQ� RSHUDWLQJ� V\VWHPV� SURYLGH
DXWKHQWLFDWLRQ� DQG� DFFHVV� FRQWURO� PHFKDQLVPV�
+RZHYHU�� WR� WKH� EHVW� RI� RXU� NQRZOHGJH�� WKHUH� LV� QR
ZLGHO\� XVHG� RSHUDWLQJ� V\VWHP� WKDW� SURYLGHV� D� EXLOW�LQ
PHFKDQLVP� IRU� WKH� XVHU� WR� DXWKHQWLFDWH� WKH� RSHUDWLQJ
V\VWHP� LWVHOI�� LWV� FULWLFDO� FRPSRQHQWV�� DQG� DOO� UXQQLQJ
DSSOLFDWLRQV�

&RPPRQ� XVHUV�� IRU� H[DPSOH�� DUH� XVHG� WR
³DXWKHQWLFDWH´� DSSOLFDWLRQV� WKURXJK� WKHLU� XVHU� LQWHUIDFH�
1RERG\�� RI� FRXUVH�� ORRNV� DW� WKH� ELQDU\� FRGH� RI� DQ
DSSOLFDWLRQ� WR� FKHFN� WKDW� WKH� DSSOLFDWLRQ� LWVHOI� LV� GRLQJ
H[DFWO\� ZKDW� LW� KDV� WR� GR�� +RZ� FDQ� XVHUV� EH� VXUH� WKDW
WKH\� DUH� QRW� SHUIRUPLQJ� FULWLFDO� RSHUDWLRQV� RQ� D
FRPSURPLVHG�V\VWHP"

0DQ\� VROXWLRQV� KDYH� EHHQ� SURSRVHG� WR� DGGUHVV� WKLV
SUREOHP�� $� QXPEHU� RI� FXUUHQWO\� DYDLODEOH� WRROV�
JHQHUDOO\� UHIHUUHG� WR� DV� DXGLW� WRROV�� IDOO� LQWR� WKH
IROORZLQJ�FDWHJRULHV�

• �LQWHJULW\�FKHFNHUV��SURJUDPV�WKDW�FRPSXWH�D
FU\SWRJUDSKLF�VLJQDWXUH�IRU�HDFK�FULWLFDO�V\VWHP
FRPSRQHQW�RU�DSSOLFDWLRQ��DQG�FRPSDUH�WKH
VLJQDWXUH�DJDLQVW�D�SUHYLRXVO\�FUHDWHG�GDWDEDVH�

• �DQWL�YLUXV�SURJUDPV��SURJUDPV�WKDW�WU\�WR�LGHQWLI\
DQG�EORFN�LQIHFWLQJ�SURJUDPV�E\�LQVSHFWLQJ�WKH
FRQWHQW�RI�ILOHV�FRPLQJ�IURP�DQ�H[WHUQDO�VRXUFH
�H�J���D�GLVNHWWH�RU�WKH�QHWZRUN���7KH\�WU\�WR
PDWFK�WKH�FRQWHQW�RI�ILOHV�ZLWK�VWULQJV�RI�ELWV
IURP�D�GDWDEDVH�RI�NQRZQ�YLUXVHV�

• �VWDWLF�DXGLW�WRROV��SURJUDPV�WKDW�FKHFN�IRU�V\VWHP
PLVFRQILJXUDWLRQ�

1RWH�WKDW�VRPH�WRROV�IDOO�LQ�PRUH�WKDQ�RQH�FDWHJRU\�
)RU�H[DPSOH��VRPH�DQWL�YLUXV�SURJUDPV�LQFOXGH�LQWHJULW\
FKHFNLQJ�FDSDELOLWLHV�

:H� FODLP� WKDW� QRQH� RI� WKH� DERYH� DSSURDFKHV
SURYLGHV� D� VDWLVIDFWRU\� VROXWLRQ� WR� WKH� SUREOHP� RI
SURWHFWLQJ�V\VWHPV�XVHG�WR�SHUIRUP�KLJKO\�FULWLFDO�WDVNV�

$�VXLWDEOH�FRQILJXUHG�LQWHJULW\�FKHFNLQJ�WRRO�VKRXOG
DOZD\V� EH� XVHG� LQ� D� VLWXDWLRQ� LQ� ZKLFK� ZH� ZDQW� WR� EH
VXUH� WKDW� D� V\VWHP� FRQILJXUDWLRQ� GRHV� QRW� FKDQJH� RYHU
WKH� WLPH�� 6XFK� WRROV� FDQ� EH� XVHG� IRU� PRQLWRULQJ� WKH
H[HFXWDEOH� SURJUDPV� RI� WKH� RSHUDWLQJ� V\VWHP�
FRQILJXUDWLRQ�ILOHV��DQG�DSSOLFDWLRQV��7KH�SUREOHP�LV�WKDW
PRVW�RI�WKHP�GR�QRW�SHUIRUP�FRQWLQXRXV�PRQLWRULQJ��EXW
WKH\� KDYH� WR� EH� SHULRGLFDOO\� UXQ� E\� WKH� DGPLQLVWUDWRU�
7KH\� FDQ� EH� XVHIXO� WR� GLVFRYHU� WKDW� D� ILOH� KDV� EHHQ
PRGLILHG��EXW�WKH\�FDQQRW�SUHYHQW�XVLQJ�PRGLILHG�ILOHV�

7KH� OLPLW� RI� DQWL�YLUXV� SURJUDPV� LV� WKDW� WKH\� FDQ
VXFFHVVIXOO\�UHFRJQL]H�RQO\�NQRZQ�FRPSXWHU�YLUXVHV��RU
VRPH� NQRZQ� EHKDYLRUDO� � SDWWHUQV� �H�J��� DWWHPSWV� WR



UHSODFH� WKH� ERRW� VHFWRU��� 7KH\� DUH� QRW� JXDUDQWHHG� WR
ZRUN� DJDLQVW� QHZ� DQG� VWLOO�QRW�FODVVLILHG� YLUXVHV��0RVW
RI� DQWL�YLUXV� SURJUDPV�� IRU� H[DPSOH�� FDQ� GHWHFW
%DFN2ULILFH�DQG�1HW%XV��EXW�WKH\�ZRXOG�SUREDEO\�IDLO�WR
GHWHFW�YDULDQWV�RI�WKRVH�VS\�SURJUDPV�

6LPLODUO\�� VWDWLF� DXGLW� WRROV� SURYLGH� D� YDOXDEOH� KHOS
WR�GLVFRYHU�VRPH�NQRZQ�DWWDFNV��EXW�WKH\�FDQ�GR�QRWKLQJ
LI� WKH� DWWDFN� KDV� QRW� EHHQ� FODVVLILHG� \HW�� $QRWKHU
SUREOHP�LV�WKDW�PDQ\�RI�WKHP�GR�QRW�SHUIRUP�FRQWLQXRXV
PRQLWRULQJ�� EXW� WKH\� QHHG� WR� EH� UXQ� E\� WKH� V\VWHP
DGPLQLVWUDWRU�� )LQDOO\�� ZH� PXVW� VD\� WKDW� VXFK� WRROV� GR
QRW� JHQHUDOO\� FKHFN� ZKHWKHU� DQ� DSSOLFDWLRQ� KDV� EHHQ
FRPSURPLVHG�

,Q�DGGLWLRQ� WR� WKH� DERYH�SUREOHPV��PRVW� DXGLW� WRROV
VXIIHU� IURP� DQ� LQKHUHQW� OLPLWDWLRQ�� WKH\� UHO\� RQ� WKH
XQGHUO\LQJ� RSHUDWLQJ� V\VWHP�� $Q� H[SHULHQFHG� KDFNHU
FRXOG�UHSODFH�RU�LQWHUFHSW�FULWLFDO�V\VWHP�FDOOV�WR�GHFHLYH
DQ� DXGLWLQJ� WRRO�� )RU� H[DPSOH�� LW� FRXOG� EH� SRVVLEOH� WR
FKDQJH�WKH�RSHQ�V\VWHP�FDOO�LQ�VXFK�D�ZD\�WKDW�ZKHQ�WKH
DXGLWLQJ� WRRO� UHTXHVWV� D� FRPSURPLVHG� ILOH�� WKH� V\VWHP
FDOO�UHWXUQV�WKH�RULJLQDO�YHUVLRQ�RI�WKH�ILOH��(YHQ�EHWWHU�
WKH� FRPSURPLVHG� RSHUDWLQJ� V\VWHP� FRXOG� LQWHUFHSW� DOO
XVHU�UHTXHVWV�IRU�WKH�H[HFXWLRQ�RI�WKH�DXGLW�WRRO�DQG�UXQ
D�IDNH�YHUVLRQ�RI�WKH�DXGLW�WRRO�LWVHOI�

,W�LV�SRVVLEOH�WR�FRPSURPLVH�WKH�RSHUDWLQJ�V\VWHP�LQ
D�QXPEHU�RI�ZD\V��2QFH�DQ�LQWUXGHU�RU�D�WURMDQ�KRUVH�KDV
JDLQHG�VXSHUXVHU�SULYLOHJHV��WKHUH�LV�QRWKLQJ�WR�GR��HYHQ
XVLQJ�DFWLYH�DXGLW�WRROV��(YHU\WKLQJ�WKDW�UXQV�EHIRUH�WKH
DXGLW� WRRO� LV�H[HFXWHG� FRXOG� DWWDFN� WKH� DXGLW� WRRO� LWVHOI�
)RU� H[DPSOH�� WKH� V\VWHP� DGPLQLVWUDWRU� KDV� JHQHUDOO\
HQRXJK� SRZHU� WR� NLOO� DQ\� SURFHVV�� DQG� WR� UHSODFH� DQ\
H[HFXWDEOH� SURJUDP�� 7KXV�� LI� ZH� DVVXPH� WKDW� QR
HQFU\SWHG�ILOH�V\VWHP�LV�XVHG�RQ� WKH�YLFWLP¶V�FRPSXWHU�
WKHQ�DQ�LQWUXGHU�WKDW�JDLQV�SK\VLFDO�DFFHVV�WR�WKH�V\VWHP
FRXOG� LQVWDOO� WKH� KDUG� GULYH� RU� DQRWKHU� V\VWHP�� DQG
PRGLI\�DQ\�DXGLW�WRRO�E\�XVLQJ�D�UDZ�GLVN�HGLWLQJ�WRRO�

�� 7KH�7UXVWHG%R[�$SSURDFK

7KH� VROXWLRQ� ZH� GHVFULEH� LV� VXLWDEOH� IRU� D� ODUJH
QXPEHU� RI� VLWXDWLRQV� LQ� ZKLFK� XVHUV� GR� QRW� QHHG� WR
SHUIRUP�XQVDIH�DQG�FULWLFDO�RSHUDWLRQV�DW�WKH�VDPH�WLPH�
6XFK�VLWXDWLRQV�DUH�IDLUO\�FRPPRQ��VRPH�XVHUV�XVH�WKHLU
SHUVRQDO� FRPSXWHU�PRVW�RI� WKH� GD\� WR�ZULWH� GRFXPHQWV
DQG��RFFDVLRQDOO\��WKH\�KDYH�WR�LVVXH�GLJLWDO�VLJQDWXUHV��D
FRPSDQ\� :HE� VHUYHU� UXQQLQJ� LV� SHUIRUPLQJ� D� FULWLFDO
WDVN��L�H��VHUYLQJ�³RIILFLDO´�:HE�SDJHV�DSSURYHG�E\� WKH
FRPSDQ\� LWVHOI��� DQG� VRPHWLPHV� WKH�:HE�PDVWHU�KDV� WR
XSGDWH�SDJHV�DQG�SHUIRUP�DGPLQLVWUDWLYH�WDVNV�

8QGHU� WKHVH� FLUFXPVWDQFHV�� WKH� 7UXVWHG%R[
DSSURDFK�KDV�WKH�IROORZLQJ�DGYDQWDJHV�

• �XVHUV�FDQ�EH�HIIHFWLYHO\�SURWHFWHG�DJDLQVW�KLJKO\
PRWLYDWHG�LQGLYLGXDOV�WKDW�FRXOG�VRPHKRZ
UHSODFH�DQ\�ILOH�LQ�WKH�ILOH�V\VWHP�

• �XVHUV�FDQ�XVH�WKH�VDPH�V\VWHP��DW�GLIIHUHQW�WLPHV�
ERWK�IRU�XQVDIH�RSHUDWLRQV�DQG�KLJKO\�FULWLFDO
WDVNV�

• �WKH�UROH�RI�WKH�VHFXULW\�DGPLQLVWUDWRU�LV�VHSDUDWHG
IURP�WKH�UROH�RI�WKH�V\VWHP�DGPLQLVWUDWRU��WKH
V\VWHP�DGPLQLVWUDWRU�GRHV�QRW�HYHQ�QHHG�WR�EH�D
WUXVWHG�HQWLW\�

• �LW�LV�SRVVLEOH�WR�HQIRUFH�D�UHVWULFWHG�VHFXULW\�SROLF\
IRU�FULWLFDO�WDVNV�

• �WKHUH�LV�QR�QHHG�WR�PRGLI\�H[LVWLQJ�DSSOLFDWLRQV�WR
EH�DZDUH�RI�QHZ�VHFXULW\�PHFKDQLVPV�

• �WKHUH�LV�QR�QHHG�WR�NHHS�D�V\VWHP�XVHG�IRU�FULWLFDO
WDVNV�LQ�D�VHFXUH�ORFDWLRQ�ZLWK�UHVWULFWHG�DFFHVV�

• �LW�LV�LQH[SHQVLYH�DQG�SUDFWLFDO�

:H� GLVWLQJXLVK� WZR� VHFXULW\� SROLFLHV�� D� UHOD[HG
SROLF\� DQG� D� UHVWULFWHG� SROLF\�� FRUUHVSRQGLQJ� WR� WZR
V\VWHP�VWDWHV��WKH�XQWUXVWHG�VWDWH�DQG�WKH�WUXVWHG�VWDWH�

V\VWHP�ERRWHG�XVLQJ
ERRW�ORDGHU���7%�NHUQHO�

7%�NHUQHO�ORDGV�DQG
DXWKHQWLFDWHV��VELQ�LQLW�

VHFXULW\�DGPLQ�SXEOLF�NH\�LV
SDVVHG�WR��VELQ�LQLW�

LQLW�DXWKHQWLFDWHV�WKH
V\VWHP�LQWHJULW\�GDWDEDVH
DQG�ORDGV�LW�LQWR�WKH�NHUQHO

ERRW�SURFHVV�FRPSOHWHG�ORDGLQJ
RSHUDWLQJ�V\VWHP�PRGXOHV��FRQILJXUDWLRQ�ILOHV��ERRW
H[HFXWDEOHV��HWF���DQ\�FRPSRQHQW�FDQ�EH�XVHG�RQO\�LI

LWV�KDVK�PDWFKHV�WKH�YDOXH�VWRUHG�LQ�WKH
V\VWHP�LQWHJULW\�GDWDEDVH

ERRW�ILQLVKHG��UHVWULFWLRQ�RQ�URRW
H[HFXWDEOHV�LV�HQDEOHG

)LJXUH����7UXVWHG%R[�NHUQHO�ERRW�SURFHVV



:KHQ�LQ�XQWUXVWHG�VWDWH��WKH�VHFXULW\�SROLF\�FRXOG�EH
UHOD[HG� LQ� IDYRU� RI� XVDELOLW\�� 8VHUV� FRXOG� KDYH
SHUPLVVLRQ� WR� GRZQORDG� DQG� UXQ� XQVDIH� DSSOLFDWLRQV
IURP�WKH�QHWZRUN��WR�HQDEOH�GDQJHURXV�QHWZRUN�VHUYLFHV�
WR�DOORZ�V\VWHP�DFFHVV�WR�RWKHU�XVHUV��DQG�VR�RQ��,Q�UHDO
OLIH��LW�LV�YHU\�FRPPRQ�WKDW�XVHUV�KDYH�VXFK�UHTXLUHPHQWV
IRU�WKHLU�DFWLYLW\�

,W� LV� REYLRXV�� KRZHYHU�� WKDW� D� V\VWHP� UXQQLQJ� LQ
XQWUXVWHG� VWDWH� FDQ� EH� HDVLO\� FRPSURPLVHG�� )RU� WKLV
UHDVRQ��XVHUV�DUH� UHTXLUHG� WR� VZLWFK� WR� WKH� WUXVWHG� VWDWH
ZKHQ� WKH\� KDYH� WR� SHUIRUP� FULWLFDO� WDVNV�� 7R� HQWHU� LQ
WUXVWHG�PRGH� WKH� XVHU� KDV� WR� VKXWGRZQ� WKH� V\VWHP� DQG
ERRW� ZLWK� D� 7UXVWHG%R[� NHUQHO� �7%� NHUQHO��� 7KLV� LV
QHFHVVDU\� EHFDXVH� DQ\� SDUW� RI� WKH� V\VWHP� FRXOG� KDYH
EHHQ�PRGLILHG��LQFOXGLQJ�WKH�RSHUDWLQJ�V\VWHP�LWVHOI�

$�7%�NHUQHO�LV�EDVHG�RQ�D�UHJXODU�NHUQHO�WKDW�KDV�EH
PRGLILHG�WR�HQIRUFH�WKH�UHVWULFWHG�SROLF\��2XU�SURWRW\SH
LV�EDVHG�RQ�D�81,;�NHUQHO��EXW�PRVW�FRQFHSWV�DSSO\� WR
RWKHU�RSHUDWLQJ�V\VWHPV�DV�ZHOO�

7KH�7UXVWHG%R[�NHUQHO� � KDV�EHHQ� SUHYLRXVO\� VWRUHG
RQ� ERRWDEOH� PHGLD� �H�J�� D� GLVNHWWH�� WKDW� PXVW� EH� NHSW
IURP�WKH�XVHU�LQ�D�VDIH�SODFH��7KH�7%�NHUQHO�FRQWDLQV�D
PLQLPDO� NHUQHO� UHTXLUHG� WR� ERRW� WKH� V\VWHP� DQG� DFFHVV
WKH� ILOH� V\VWHP�� 1RWH� WKDW� WKH� LQWHJULW\� RI� WKH� ZKROH
V\VWHP�UHOLHV�RQ�WKH�LQWHJULW\�RI�WKH�ERRW�PHGLD�

2QFH� WKH� NHUQHO� KDV� EHHQ� ORDGHG�� LW� YHULILHV� WKH
LQWHJULW\� RI� WKH� �VELQ�LQLW� H[HFXWDEOH�� 8QGHU� WKH
81,;� RSHUDWLQJ� V\VWHP�� �VELQ�LQLW� LV� WKH� ILUVW
SURJUDP�WKDW�LV�UXQ�DW�ERRW�WLPH�E\�WKH�NHUQHO��DQG�LW� LV
UHVSRQVLEOH� WR�FRPSOHWH� WKH�ERRW�SURFHVV��7KH� LQWHJULW\
RI� �VELQ�LQLW� � LV� YHULILHG� FRPSDULQJ� LWV� PHVVDJH�
GLJHVW�ZLWK� WKH�FRUUHVSRQGLQJ�PHVVDJH�GLJHVW� VWRUHG�RQ
WKH�ERRW�PHGLD�

:KHQ� �VELQ�LQLW� LV� ODXQFKHG�� WKH� 7%� NHUQHO
SDVVHV� WKH�SXEOLF�NH\�RI� WKH� VHFXULW\�DGPLQLVWUDWRU�DV�D
FRPPDQG�OLQH�RSWLRQ�

�VELQ�LQLW��SN�SXEOLF�NH\

1RWH�WKDW�WKH�SXEOLF�NH\�LV�VWRUHG�RQ�WKH�ERRW�PHGLD�
WKHUHIRUH� LW� FRPHV� IURP�D� WUXVWHG�VRXUFH��7KH�PRGLILHG
YHUVLRQ�RI�LQLW�XVHV� WKH�SXEOLF�NH\� WR�DXWKHQWLFDWH� WKH
V\VWHP� LQWHJULW\� GDWDEDVH�� D� GDWDEDVH� FRQWDLQLQJ� WKH
PHVVDJH�GLJHVW� RI� DOO� FULWLFDO� ILOHV�� LQFOXGLQJ
H[HFXWDEOHV��NHUQHO�PRGXOHV��FRQILJXUDWLRQ�ILOHV��HWF�

�1H[W��LQLW�ORDGV�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�LQWR
WKH�NHUQHO�DQG�FRQWLQXHV�D�QRUPDO�ERRW�SURFHVV��.HUQHO
PRGXOHV� FDQ� EH� ORDGHG�� VHUYLFHV� VWDUWHG�� DQG� VR� RQ�
+RZHYHU�� VLQFH�ZH�DUH� VWDUWLQJ� D� WUXVWHG� V\VWHP� WKDW� LV
VWRUHG� RQ� DQ� XQWUXVWHG� ILOH� V\VWHP� �H[FHSW� WKH� ERRW
NHUQHO��� HYHU\� VLQJOH� FRPSRQHQW� LV� DXWKHQWLFDWHG� XVLQJ
WKH�PHVVDJH�GLJHVW�IURP�WKH�V\VWHP�LQWHJULW\�GDWDEDVH��,I
WKH�PHVVDJH�GLJHVW� IRU� D� ILOH� GRHV� QRW�PDWFK� WKH� YDOXH

VWRUHG�LQ�WKH�V\VWHP�GDWDEDVH��WKH�NHUQHO�UHIXVHV�WR�RSHQ
WKH�ILOH�

7KH�GLDJUDP�LQ�ILJXUH���VXPPDUL]HV�WKH�WUXVWHG�ERRW
SURFHVV�� ,Q� WKH� UHVW� RI� WKLV� VHFWLRQ� ZH� GHVFULEH� WKH
UHVWULFW�VHFXULW\�SROLF\�WKDW�FDQ�EH�HQIRUFHG�XVLQJ�WKH�7%
NHUQHO��SOXV�VRPH�RWKHU�GHWDLOV�

�����6HFXULW\�3ROLF\�LQ�7UXVWHG�0RGH

7KH� 7%� NHUQHO� GLVWLQJXLVKHV� EHWZHHQ� WUXVWHG� ILOHV
�L�H�� ILOHV� OLVWHG� LQ� WKH� V\VWHP� LQWHJULW\� GDWDEDVH�� DQG
XQWUXVWHG� ILOHV� �WKH� UHPDLQLQJ� ILOHV��� ,Q� DGGLWLRQ� WR� WKH
VWDQGDUG� VHFXULW\� PHFKDQLVPV� RI� WKH� XQGHUO\LQJ
RSHUDWLQJ� V\VWHP�� WKH� 7%� NHUQHO� LPSRVHV� D� QXPEHU� RI
UHVWULFWLRQV� FRQFHUQLQJ� SURJUDP� H[HFXWLRQ� DQG� ILOH
V\VWHP� DFFHVV�� ,Q� SDUWLFXODU�� DQ� DSSOLFDWLRQ� FDQ� EH
H[HFXWHG�LI�DQG�RQO\�LI�

• �WKH�XVHU�LV�DXWKRUL]HG�WR�UXQ�WKH�DSSOLFDWLRQ�
DFFRUGLQJ�WR�WKH��VWDQGDUG�VHFXULW\�PHFKDQLVPV
RI�WKH�XQGHUO\LQJ�RSHUDWLQJ�V\VWHP�

• �WKH�DSSOLFDWLRQ�LV�OLVWHG�LQ�WKH�V\VWHP�LQWHJULW\
GDWDEDVH�

• �WKH�DSSOLFDWLRQ�PHVVDJH�GLJHVW�PDWFKHV�WKH
PHVVDJH�GLJHVW�VWRUHG�LQ�WKH�V\VWHP�LQWHJULW\
GDWDEDVH�

)XUWKHUPRUH�� DQ� DSSOLFDWLRQ� FDQ� EH� H[HFXWHG� ZLWK
VXSHUXVHU� SULYLOHJHV� LI� DQG� RQO\� LI� LW� PHHWV� WKH� DERYH
UHTXLUHPHQWV�DQG�LV�PDUNHG�ZLWK�WKH�VXSHU�RSWLRQ�LQ�WKH
V\VWHP� LQWHJULW\� GDWDEDVH�� 7KLV� UHVWULFWLRQ� KDV� EHHQ
DGGHG� EHFDXVH� DSSOLFDWLRQV� UXQQLQJ� ZLWK� VXSHUXVHU
SULYLOHJHV�DUH�VR�SRZHUIXO�WKDW�FDQ�E\SDVV�PDQ\�VHFXULW\
PHFKDQLVPV��HVSHFLDOO\�RQ�81,;�V\VWHPV��7KH�VHFXULW\
DGPLQLVWUDWRU� FDQ� OLPLW� WR� WKH� PLQLPXP� WKH� VHW� RI
VXSHUXVHU� DSSOLFDWLRQV� WKDW� FDQ� EH� H[HFXWHG� LQ� WUXVWHG
PRGH�VHWWLQJ� WKH�VXSHU�RSWLRQ�RQO\� IRU� WKH�DSSOLFDWLRQV
UHTXLUHG� WR�SHUIRUP�WKH�FULWLFDO� WDVNV�� ,W� LV�SRVVLEOH�� IRU
H[DPSOH�� WR� QRW� SHUPLW� WKH� H[HFXWLRQ� RI� DQ\� VKHOO�ZLWK
URRW�SHUPLVVLRQ��1RWH� WKDW� WKLV� LV�D�VWURQJ� UHVWULFWLRQ� WR
WKH� FRPPRQ� RSHUDWLQJ� V\VWHP� SROLF\�� ZKHUH� WKH
VXSHUXVHU�FDQ�H[HFXWH�HYHU\�DSSOLFDWLRQ�

6LQFH� VRPH� DSSOLFDWLRQV�PD\� QHHG� WR� UXQ�ZLWK� URRW
SULYLOHJHV�GXULQJ�WKH�ERRW�SURFHVV��H�J���ELQ�VK�FDQ�EH
QHHGHG� WR� VWDUW� VRPH� GDHPRQV��� WKH� UHVWULFWLRQ� RQ� WKH
H[HFXWLRQ� RI� VXSHUXVHU� DSSOLFDWLRQV� PXVW� EH� H[SOLFLWO\
HQDEOHG� XVLQJ� D� QHZ� V\VWHP� FDOO�� WER[BVHWBVWDWH�� 6XFK
V\VWHP�FDOO� LV� XVHG� WR� UDLVH� WKH�7%� VWDWH� IURP�ERRWLQJ�
WKDW� LV� WKH� LQLWLDO� VWDWH�� WR� UXQQLQJ�� WKDW� LV� WKH� QRUPDO
VWDWH�LQ�ZKLFK�WKH�XVHU�ZRUNV�

$� FRUUHFWO\� FRQILJXUHG� V\VWHP� VKRXOG� UDLVH� WKH
H[HFXWLRQ� VWDWH� WR� UXQQLQJ� RQFH� WKH� ERRW� SURFHVV� KDV
EHHQ�FRPSOHWHG�WR�HQDEOH�WKH�UHVWULFWLRQ�RQ�H[HFXWDEOHV
WKDW�UXQ�ZLWK�URRW�SHUPLVVLRQ�



1RWH� WKDW� WKH� V\VWHP� FDOO� KDV� EHHQ� LPSOHPHQWHG� LQ
VXFK� D� PDQQHU� WKDW�� RQFH� WKH� VWDWH� KDV� EHHQ� UDLVHG� WR
UXQQLQJ��LW�FDQQRW�EH�FKDQJHG�IRU�WKH�UHVW�RI�WKH�VHVVLRQ�

$V� IDU� DV� QRQ�H[HFXWDEOH� ILOHV� DUH� FRQFHUQHG�� WKH
SROLF\� LV� VOLJKWO\�GLIIHUHQW��7KH�7%�NHUQHO� DXWKRUL]HV� D
UHJXODU� SURFHVV� WR� RSHQ� D� ILOH� ZLWK� UHDG� SHUPLVVLRQ� LI
DQG�RQO\�LI�

• �WKH�ILOH�GRHV�QRW�DSSHDU�LQ�WKH�V\VWHP�LQWHJULW\
GDWDEDVH��L�H��LW�LV�DQ�XQWUXVWHG�ILOH��

RU
• �WKH�ILOH�DSSHDUV�LQ�WKH�V\VWHP�LQWHJULW\�GDWDEDVH

DQG�LWV�PHVVDJH�GLJHVW�PDWFKHV�WKH�GLJHVW�LQ�WKH
FRQILJXUDWLRQ�ILOH�

3HUPLVVLRQ�WR�RSHQ�XQWUXVWHG�ILOHV�LV�JUDQWHG�VR�WKDW
LW� LV�SRVVLEOH� WR�UXQ�D� ODUJH�QXPEHU�RI�DSSOLFDWLRQV� WKDW
ZRUN� RQ� QHZO\� JHQHUDWHG� ILOHV� RU� DFFHVV� WR� ILOHV
PRGLILHG� GXULQJ� WKH� WUXVWHG� VHVVLRQ�� )RU� H[DPSOH�� D
OLQNHU�QHHGV�WR�DFFHVV�ILOHV�FUHDWHG�E\�D�FRPSLOHU��6LQFH
VXFK� ILOHV� KDYH� EHHQ� FUHDWHG� GXULQJ� WKH� FXUUHQW� WUXVWHG
VHVVLRQ�� WKH\� DUH� QRW� VWRUHG� LQ� WKH� V\VWHP� LQWHJULW\
GDWDEDVH��WKDW�PXVW�H[LVW�DW�ERRW�WLPH���1RWH�WKDW��XQOLNH
UHJXODU� ILOHV�� H[HFXWDEOH� ILOHV� FDQ� EH� RQO\� H[HFXWHG� LI
WKH\�H[LVW�DW�ERRW�WLPH�

7KH�DXWKRUL]DWLRQ�WR�RSHQ�XQWUXVWHG�ILOHV�FDQ�OHDG�WR
VHFXULW\�SUREOHPV�LQ�VRPH�FLUFXPVWDQFHV��)RU�H[DPSOH�
LI� RXU� DSSOLFDWLRQ� QHHGV� D�SHUO� LQWHUSUHWHU� WR� UXQ�� RQFH
ZH�PXVW� DXWKRUL]H� WKH� H[HFXWLRQ�RI� WKH�SHUO� LQWHUSUHWHU
LQ� WUXVWHG� PRGH�� ,Q� WKLV� ZD\�� LW� ZRXOG� EH� SRVVLEOH� WR
H[HFXWH� DQ\� SHUO� VFULSW�� EHFDXVH� WKH� H[HFXWLRQ� RI� D
VFULSW�� IURP� D� NHUQHO� SRLQW� RI� YLHZ�� FRUUHVSRQGV� WR� DQ
³RSHQ´�RSHUDWLRQ��DQG�QRW�WR�DQ�³H[HFXWLRQ´�RSHUDWLRQ��
+RZHYHU��ZH�ZDQW�WR�KDYH�D�VWULFW�FRQWURO�RQ�WKH�VHW�RI
SURJUDPV� WKDW� FDQ� EH� H[HFXWHG� �UHJDUGOHVV� RI� WKH� IDFW
WKDW�WKH\�DUH�ELQDU\�SURJUDPV�RU�VFULSWV���7R�DGGUHVV�WKLV
LVVXH�� DQ� HQWU\� LQ� WKH� V\VWHP� LQWHJULW\� GDWDEDVH� IRU� DQ
H[HFXWDEOH�SURJUDP�FDQ�EH�PDUNHG�ZLWK� D� VSHFLDO� IODJ�
RSHQBRQO\BWUXVWHG��DQG�WKH�IROORZLQJ�UXOH�KROGV�

• �WKH�7%�NHUQHO�DXWKRUL]HV�D�SURFHVV�PDUNHG�ZLWK�D
RSHQBRQO\BWUXVWHG�IODJ�WR�RSHQ�D�ILOH�IRU�UHDGLQJ
LI�DQG�RQO\�LI�WKH�ILOH�DSSHDUV�LQ�WKH�V\VWHP
LQWHJULW\�GDWDEDVH�DQG�LWV�PHVVDJH�GLJHVW�PDWFKHV
WKH�GLJHVW�LQ�WKH�FRQILJXUDWLRQ�ILOH�

7KH� ODVW�FRQVWUDLQW�DOORZV� WKH�VHFXULW\�DGPLQLVWUDWRU
WR�VDIHO\�DXWKRUL]H�WKH�H[HFXWLRQ�RI�LQWHUSUHWHUV��EHFDXVH
LW� HQRUPRXVO\� UHGXFHV� WKH� ULVN� WKDW� XVHUV� UXQ� WURMDQ
KRUVHV�KLGGHQ�LQVLGH�XQWUXVWHG�VFULSWV�

,W� LV� HDV\� WR�XQGHUVWDQG� WKDW� WKH�7%�NHUQHO� VWURQJO\
UHOLHV� RQ� WKH� LQWHJULW\� RI� DQ\� H[HFXWDEOH�� OLEUDU\�

FRQILJXUDWLRQ�ILOHV�HWF��WKDW�LV�XVHG�ZKHQ�WKH�V\VWHP�LV�LQ
WUXVWHG�VWDWH��)RU�WKLV�UHDVRQ��WKH�7%�NHUQHO�UXOH�LPSRVHV
WKLV�DGGLWLRQDO�UHVWULFWLRQ�

• �LW�LV�QRW�SRVVLEOH�WR�FKDQJH�DQ\�ILOH��H[HFXWDEOH�RU
QRW��WKDW�DSSHDUV�LQ�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�

$V�IDU�DV�GLUHFWRULHV�DUH�FRQFHUQHG�� LW� LV�SRVVLEOH� WR
VLJQ�WKH�FRQWHQW�RI�D�GLUHFWRU\��L�H��WR�VLJQ�WKH�OLVWLQJ�RI�D
GLUHFWRU\�DW�D�JLYHQ�WLPH��$�GLUHFWRU\�OLVWHG�LQ�WKH�V\VWHP
LQWHJULW\�GDWDEDVH�LV�VDLG�WR�EH�D�WUXVWHG�GLUHFWRU\��+HUH
DUH�WKH�OLPLWDWLRQV�LPSRVHG�E\�WKH�7%�NHUQHO�IRU�WUXVWHG
GLUHFWRULHV�

• �LW�LV�QRW�SRVVLEOH�WR�FKDQJH�WKH�FRQWHQW�RI�D�WUXVWHG
GLUHFWRU\��H�J��DGGLQJ�RU�UHPRYLQJ�ILOHV�IURP�WKDW
GLUHFWRU\��

• �LW�LV�QRW�SRVVLEOH�WR�RSHQ�IRU�OLVWLQJ�D�WUXVWHG
GLUHFWRU\�ZKRVH�VLJQDWXUH�GRHV�QRW�PDWFK�WKH
YDOXH�VWRUHG�LQ�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�

• �D�WUXVWHG�GLUHFWRU\�FDQ�RQO\�FRQWDLQ�WUXVWHG�ILOHV
DQG�RWKHU�WUXVWHG�GLUHFWRULHV�

7KH� VLJQDWXUH� RI� D� GLUHFWRU\� LV� XVHIXO� WR� DYRLG� DQ\
FKDQJH�WR�WKH�ERRW�SURFHVV��8QGHU�PDQ\�81,;�V\VWHPV�
LQ� IDFW�� WKH� ERRW� SURFHVV� LV� FDUULHG� RXW� UXQQLQJ� DOO
SURJUDPV� EHORQJLQJ� WR� VRPH� VSHFLDO� GLUHFWRULHV� �H�J�
�HWF�UF�G��� 7KH� VHFXULW\� DGPLQLVWUDWRU� FDQ� ³VLJQ´� D
SDUWLFXODU�ERRW�SURFHVV�VLJQLQJ� WKHVH�GLUHFWRULHV�DQG�DOO
FRQWDLQHG�H[HFXWDEOHV�

)LQDOO\�� IRU� DQ\� RSHUDWLRQ� QRW� PHQWLRQHG� KHUH�� WKH
QRUPDO�DFFHVV�FRQWURO�SROLF\�RI� WKH�RSHUDWLQJ�V\VWHP� LV
DSSOLHG�

�� ,PSOHPHQWDWLRQ�'HWDLOV

$V� D� SURRI� RI� FRQFHSW�� ZH� KDYH� GHYHORSHG� DQ
H[SHULPHQWDO� SURWRW\SH� RI� WKH� 7%� NHUQHO� EDVHG� RQ� D
PRGLILHG�YHUVLRQ�RI� WKH�/LQX[�NHUQHO��7KH�SURWRW\SH� LV
QRW� PHDQW� WR� EH� D� FRPSOHWH� DQG� KLJKO\�VHFXUH
LPSOHPHQWDWLRQ��EXW�LW�LV�XVHIXO�WR�HYDOXDWH�WKH�XVDELOLW\
RI� D� V\VWHP� UXQQLQJ� LQ� WUXVWHG� VWDWH�� $W� WKH� WLPH� RI
ZULWLQJ�� WKH� SURWRW\SH� � GRHV� QRW� LPSOHPHQW� LQWHJULW\
FKHFNLQJ�IRU�GLUHFWRULHV�DQG�RWKHU�PLQRU�GHWDLOV�

$� VXEVWDQWLDO� ZRUN� KDV� EHHQ� GRQH� RQ� WKH� /LQX[
NHUQHO� WR� FKDQJH� WKH� VHPDQWLFV� RI� VRPH� V\VWHP� FDOOV
�RSHQ� DQG� H[HFYH�� DQG� WR� DGG� QHZ� V\VWHP� FDOOV�� 7KH
FKDQJHV� WR� WKH� /LQX[� NHUQHO� FDQ� EH� VXPPDUL]HG� DV
IROORZV�

• �DQ�LPSOHPHQWDWLRQ�RI�WKH�6+$�DOJRULWKP�KDV�EHHQ
DGGHG�DW�NHUQHO�OHYHO�



• �D�QHZ�ERRW�WLPH�SDUDPHWHU�KDV�EHHQ�DGGHG��WKH
QHZ�SDUDPHWHU�LV�XVHG�WR�SDVV�WKH�PHVVDJH�GLJHVW
RI�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�WR�WKH�NHUQHO�

• �WKH�RSHQ�DQG�WKH�H[HFYH�V\VWHP�FDOOV�KDYH�EHHQ
PRGLILHG�WR�LPSOHPHQW�WKH�SROLF\�GHVFULEHG�LQ
WKH�SUHYLRXV�VHFWLRQ�

• �D�V\VWHP�FDOO��DGGBVLGBHQWU\��KDV�EHHQ�DGGHG��WKLV
V\VWHP�FDOO�LV�XVHG�E\�WKH�WUXVWHGBLQLW�SURJUDP�WR
ORDG�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�LQWR�WKH�7%
NHUQHO�

• �D�QHZ�V\VWHP�FDOO��WER[BVHWBVWDWH��KDV�EHHQ�DGGHG
WR�HQDEOH�WKH�UHVWULFWLRQ�RQ�URRW�H[HFXWDEOHV�

)XUWKHUPRUH�� ZH� KDYH� REWDLQHG� WKH� WUXVWHG�LQLW
SURJUDP�PRGLI\LQJ�WKH�QRUPDO�LQLW�SURJUDP�WR�DFFHSW�DQ
H[WUD�SDUDPHWHU� �WKH�VHFXULW\� DGPLQLVWUDWRU�SXEOLF�NH\��
DXWKHQWLFDWH�WKH�V\VWHP�LQWHJULW\�GDWDEDVH�DQG�WR�ORDG�LW
LQWR�WKH�NHUQHO��,Q�SDUWLFXODU�

• �WKH�7%�NHUQHO�UXQV�WUXVWHG�LQLW�SDVVLQJ�WKH�SXEOLF
NH\�VWRUHG�RQ�WKH�WUXVWHG�ERRW�PHGLD�

• �WUXVWHG�LQLW�SDVVHV�WKH�SXEOLF�NH\�WR�D
FU\SWRJUDSKLF�PRGXOH�WKDW�YHULILHV�WKH�VLJQDWXUH
RI�WKH�V\VWHP�LQWHJULW\�GDWDEDVH��7KH
FU\SWRJUDSKLF�PRGXOH�LV�VWDWLFDOO\�OLQNHG��WR
DYRLG�WUXVWLQJ�H[WHUQDO�OLEUDULHV�RU�SURJUDPV�

• �WUXVWHG�LQLW�UHSHDWHGO\�LQYRNHV�WKH�DGGBVLGBHQWU\
V\VWHP�FDOO�WR�SDVV�HDFK�HQWU\�WR�WKH�7%�NHUQHO�

• �DIWHU�WKDW�WKH�ODVW�HQWU\�KDV�EHHQ�SDVVHG�WR�WKH�7%
NHUQHO��WUXVWHG�LQLW�FDOOV�DGGBVLGBHQWU\�SDVVLQJ�D
VSHFLDO�SDUDPHWHU�WKDW�VWRSV�WKH�NHUQHO�IURP
DFFHSWLQJ�IXUWKHU�HQWULHV��,Q�WKLV�ZD\��LW�LV�QRW
SRVVLEOH�IRU�RWKHU�SURJUDPV�WR�DGG�QHZ�HQWULHV
WKDW�DUH�QRW�VWRUHG�LQ�WKH�V\VWHP�LQWHJULW\
GDWDEDVH�

• �WUXVWHG�LQLW�FRPSOHWHV�WKH�QRUPDO�ERRW�SURFHVV�
• �DIWHU�WKH�ERRW�SURFHVV�KDV�EHHQ�FRPSOHWHG��WKH

IROORZLQJ�LQYRFDWLRQ�

�WER[BVHWBVWDWH�7%2;B67$7(B5811,1*��

HQDEOHV�WKH�UHVWULFWLRQ�WR�UXQ�DV�URRW�RQO\
H[HFXWDEOHV�WKDW�KDYH�EHHQ�PDUNHG�ZLWK�WKH�VXSHU
IODJ�

7KH� VLJQDWXUH� RI� WKH� V\VWHP� LQWHJULW\� GDWDEDVH� LV
YHULILHG�XVLQJ�D�SXEOLFO\�DYDLODEOH�LPSOHPHQWDWLRQ�RI�WKH
56$�DOJRULWKP�>56$@�XVLQJ�D�0'��KDVK�DOJRULWKP��2I
FRXUVH�� DQ\� RWKHU� DOJRULWKP� FDQ� EH� XVHG� ZLWK� PLQLPDO
FKDQJHV�� DFFRUGLQJ� WR� WKH� VHFXULW\� UHTXLUHPHQWV� RI� D
SDUWLFXODU�DSSOLFDWLRQ�

7KH�ERRW�GLVNHWWH� LV� SUHSDUHG�FRS\LQJ�RQ� LW� WKH�7%
NHUQHO�DQG�WKH�/LQX[�/RDGHU��/,/2���6LQFH�WKH�VHFXULW\
DGPLQLVWUDWRU� SXEOLF� NH\� LV� WRR� ORQJ� WR� EH� SDVVHG� DV� D
NHUQHO� SDUDPHWHU�� LW� KDV� EHHQ� KDUG�FRGHG� LQWR� WKH� 7%
NHUQHO��&XUUHQWO\��WKLV�UHTXLUHV�WKDW�WKH�NHUQHO�LV�SDUWLDOO\
UH�FRPSLOHG�ZKHQ� WKH�SXEOLF�NH\� LV�FKDQJHG��&KDQJLQJ
WKH�SXEOLF�NH\��KRZHYHU�� VKRXOG�QRW�KDSSHQ� IUHTXHQWO\�
+RZHYHU�� ZH� KDYH� SODQQHG� WKH� GHYHORSPHQW� RI
PDLQWHQDQFH�WRROV�WR�VLPSOLI\�WKH�SURFHVV�RI�VWRULQJ�WKH
SXEOLF�NH\�RQ�WKH�ERRW�PHGLD�

7KH� V\VWHP� LQWHJULW\� GDWDEDVH� LV� VWRUHG� LQWR� D� WH[W
ILOH���HWF�V\VLQWGE��$�V\VWHP�LQWHJULW\�GDWDEDVH�HQWU\
KDV�WKH�IROORZLQJ�IRUPDW�

KDVK�ILOHSDWK�>VXSHU@>DOZD\V@>RSHQBRQO\BWUXVWHG@

7KH� KDVK� YDOXH� LV� DQ� $6&,,� UHSUHVHQWDWLRQ� RI� WKH
PHVVDJH�GLJHVW� IRU� ILOHSDWK�� 7KH� RSWLRQDO� VXSHU

NH\ZRUG�PHDQV� WKDW� WKH� ILOH� FDQ� EH� H[HFXWHG�ZLWK� URRW
SULYLOHJHV�� 7KLV� NH\ZRUG� LV�PHDQLQJOHVV� LI� WKH� ILOH� KDV
QR� H[HFXWH� SHUPLVVLRQ�� 7KH� DOZD\V� NH\ZRUG� FDQ� EH
RSWLRQDOO\�VSHFLILHG�WR�IRUFH� LQWHJULW\�YHULILFDWLRQ�HYHU\
WLPH� WKH� ILOH� LV� RSHQ�� 7KLV� NH\ZRUG� LV� UHODWHG� WR� DQ
RSWLPL]DWLRQ� WKDW� LV� H[SODLQHG� LQ� WKH� VXEVHFWLRQ
³3HUIRUPDQFH� ,PSURYHPHQWV´�� )LQDOO\�� WKH
RSHQBRQO\BWUXVWHG�NH\ZRUG�LV�XVHG�WR�VSHFLI\�WKDW�WKH
H[HFXWDEOH�ILOH�FDQ�DFFHVV�RQO\�ILOHV�OLVWHG�LQ�WKH�V\VWHP
LQWHJULW\�GDWDEDVH�

6RPH� VDPSOH� HQWULHV� DUH� VKRZQ� LQ� ILJXUH� ��� 7KH
FU\SWRJUDSKLF�VLJQDWXUH�RI�WKH�V\VWHP�LQWHJULW\�GDWDEDVH
LV�VWRUHG�LQWR�WKH��HWF�V\VLQWGE�VLJ�ILOH�

�����3HUIRUPDQFH�,PSURYHPHQWV

,QYRNLQJ�D�PHVVDJH�GLJHVW�FDOFXODWLRQ�IRU�HDFK�RSHQ
DQG� H[HFYH� V\VWHP� FDOO� LQYRFDWLRQ� LQWURGXFHV� D
SHUIRUPDQFH�RYHUKHDG��VLQFH�WKHVH�V\VWHP�FDOOV�DUH�XVHG

IE�������I��E�EII����I��IF���HEGGG��������VELQ�LQLW

E�E��DG���EF���G��FE���DHFH��HIIGH����E���HWF�V\VORJ�FRQI

�GG�D��G�EHF���������FI����F������D�H��H��HWF�UF�G�

��F��I��DH����D�II�FD�H����HHFH�I�GE�EI���ELQ�SLQJ�VXSHU

HF���E�F��D��E�F���H�EFDI�FFFH�F�G��H�����PQW�QIV�GDWD�DOZD\V

D��G�H�HHI�E����G����IHH����������H��H�F��XVU�ELQ�SHUO�VXSHU��RSHQBRQO\BWUXVWHG

)LJXUH����([DPSOH�RI�V\VWHP�LQWHJULW\�GDWDEDVH�HQWULHV



YHU\�IUHTXHQWO\��,Q�RUGHU�WR�JUHDWO\�UHGXFH�WKLV�RYHUKHDG�
ZH�KDYH�DGRSWHG�WKH�IROORZLQJ�RSWLPL]DWLRQ��HDFK�ILOH�WR
EH�DXWKHQWLFDWHG�LV�DXWKHQWLFDWHG�RQO\�WKH�ILUVW�WLPH�LW�LV
DFFHVVHG�� 7KHQ� WKH� ILOH� LV� PDUNHG�� IRU� WKH� UHVW� RI� WKH
WUXVWHG� VHVVLRQ�� DV�DXWKHQWLFDWHG��1R� RWKHU� FKHFNV� ZLOO
EH� SHUIRUPHG� DIWHU� WKDW� WKH� ILOH� LV� PDUNHG� DV
DXWKHQWLFDWHG�XQWLO�WKH�QH[W�V\VWHP�VKXWGRZQ�

1RWH�WKDW��VLQFH�LW�LV�QRW�SRVVLEOH�WR�RSHQ�IRU�FKDQJHV
D� ILOH� OLVWHG� LQ� WKH� V\VWHP� LQWHJULW\� GDWDEDVH�� WKH
DXWKHQWLFDWHG� ILOH� ZLOO� QRW� FKDQJH� LWV� FRQWHQWV� IRU� WKH
ZKROH� VHVVLRQ�� +RZHYHU�� LW� LV� SRVVLEOH� WR� GLVDEOH� WKLV
RSWLPL]DWLRQ� IRU� VRPH� ILOHV� VSHFLI\LQJ� WKH� DOZD\V

NH\ZRUG� LQ� WKH�V\VWHP� LQWHJULW\�GDWDEDVH�� ,Q� VXFK�FDVH�
WKH�ILOH�ZLOO�EH�FKHFNHG�DW�HDFK�DFFHVV�

)XUWKHU�SHUIRUPDQFH� LPSURYHPHQWV�FRXOG�EH�JDLQHG
XVLQJ�D�IDVWHU�LPSOHPHQWDWLRQ�RI�WKH�6+$�DOJRULWKP��RU
D� IDVWHU� PHVVDJH�GLJHVW� DOJRULWKP�� 3HUIRUPDQFH�
KRZHYHU��ZDV� D� VHFRQGDU\� LVVXH� UHVSHFW� WR� VHFXULW\� IRU
WKH� NLQGV� RI� DSSOLFDWLRQV� ZH� KDG� LQ� PLQG� GXULQJ� WKH
GHVLJQ�RI�7UXVWHG%R[�

�� ([DPSOHV�RI�$SSOLFDWLRQV

$V� H[SODLQHG� LQ� WKH� SUHYLRXV� VHFWLRQV�� 7UXVWHG%R[
SURYLGHV�D�YDOXDEOH�KHOS�WR�UXQ�DSSOLFDWLRQV�LQ�D�WUXVWHG
HQYLURQPHQW� ZLWKRXW� XVLQJ� GHGLFDWHG� PDFKLQHV� ZLWK� D
YHU\� UHVWULFWHG� DQG� FRQWUROOHG� DFFHVV�� 2QFH� WKH� V\VWHP
KDV� EHHQ� FRUUHFWO\� FRQILJXUHG�� LW� FDQ� EH� XVHG� HYHQ� E\
LQH[SHUW�XVHUV�ZLWKRXW�WRR�PDQ\�UHVWULFWLRQV��7KHLU�RQO\
UHVSRQVLELOLW\� LV� WR� SHUIRUP� KLJKO\� FULWLFDO� WDVNV� LQ
WUXVWHG� PRGH� DQG� WR� NHHS� WKH� ERRW� PHGLD� LQ� D� VHFXUH
SODFH�

$Q�H[DPSOH�RI�DSSOLFDWLRQ�LQ�ZKLFK�7UXVWHG%R[�FDQ
EH� UHDOO\� KHOSIXO� WR� VROYH� D� ORW� RI� VHFXULW\� DQG
DGPLQLVWUDWLYH� LVVXHV� LV� WKH� JHQHUDWLRQ� RI� GLJLWDO
VLJQDWXUHV�� :H� FDQ� LPDJLQH� WKH� IROORZLQJ� VFHQDULR�� D
QXPEHU� RI� XVHUV� LQ� WKH� VDPH� RUJDQL]DWLRQ� XVH� GLJLWDO
VLJQDWXUHV� WR� VLJQ� FULWLFDO� GRFXPHQWV�� VXFK� DV� ILQDQFLDO
WUDQVDFWLRQV�RU�FRQWUDFWV��7KH�VDPH�XVHUV��KRZHYHU��XVH
WKHLU�SHUVRQDO�FRPSXWHUV� IRU�RWKHU� WDVNV�� VXFK�DV�ZRUG�
SURFHVVLQJ��H�PDLO�H[FKDQJH�DQG�,QWHUQHW�VXUILQJ�

7KH� VFHQDULR� GHVFULEHG� LV� YHU\� FRPPRQ�� DV� GLJLWDO
VLJQDWXUH� LV� EHFRPLQJ� YHU\� SRSXODU� LQ� PDQ\� PRGHUQ
RUJDQL]DWLRQV��$�VHFXULW\�DGPLQLVWUDWRU�LV�UHVSRQVLEOH�WR
VHW� XS�� RQ� D� LVRODWHG� PDFKLQH� �GLVFRQQHFWHG� IURP� WKH
QHWZRUN� DQG� UXQQLQJ� LQ� VLQJOH�XVHU� PRGH��� D� VDIH
HQYLURQPHQW� ZLWK� WKH� PLQLPXP� VHW� RI� DSSOLFDWLRQV
UHTXLUHG�IRU�WKH�WUXVWHG�PRGH��7KH�VDIH�HQYLURQPHQW�FDQ
LQFOXGH�� IRU� H[DPSOH�� D� GRFXPHQW� YLHZHU� �VXFK� DV� D
+70/�EURZVHU���D� VPDUW�FDUG�GULYHU�DQG�D� VRIWZDUH� WR
GLJLWDOO\�VLJQ�GRFXPHQWV�

$IWHU� WKDW� DOO� WKH� VRIWZDUH� KDV� EHHQ� FDUHIXOO\
YHULILHG�� WKH� VHFXULW\� DGPLQLVWUDWRU� FDQ� XVH� WKH
DSSURSULDWH� PDLQWHQDQFH� WRROV� WR� FUHDWH� WKH� V\VWHP

LQWHJULW\� GDWDEDVH� DQG� WKH� ERRW� GLVNHWWHV� WKDW� ZLOO� EH
GLVWULEXWHG�WR�DOO�HPSOR\HHV�

7KH�V\VWHP�DGPLQLVWUDWRU�FDQ�WKDQ�LQVWDOO�WKH�WUXVWHG
FRQILJXUDWLRQ��DORQJ�ZLWK� WKH�V\VWHP� LQWHJULW\�GDWDEDVH�
DQG�DOO�QHWZRUN�FRQQHFWHG�PDFKLQHV�WKDW�QHHG�WR�UXQ�WKH
WUXVWHG� HQYLURQPHQW�� $V� SUHYLRXVO\� SRLQWHG� RXW�� WKH
VHFXULW\�DGPLQLVWUDWRU�DQG� WKH�V\VWHP�DGPLQLVWUDWRU�FDQ
EH� WZR� GLIIHUHQW� HQWLWLHV�� DQG� WKH� V\VWHP� DGPLQLVWUDWRU
FRXOG�HYHQ�EH�XQWUXVWHG��2QFH�XVHUV�KDYH�JRW�WKHLU�ERRW
PHGLD�� LQ� IDFW�� WKH� LQWHJULW\� RI� WKH� VXEV\VWHP� XVHG� IRU
FULWLFDO�RSHUDWLRQV�ZLOO�EH�DXWRPDWLFDOO\�FKHFNHG�

7KHUH�LV�QR�ZD\�WKH�V\VWHP�DGPLQLVWUDWRU�FDQ�LQVWDOO
D� PRGLILHG� FRQILJXUDWLRQ� �DVVXPLQJ� WKDW� WKH� VDIH
FRQILJXUDWLRQ�KDV�EHHQ�FRUUHFWO\�FKRVHQ��RI�FRXUVH��

8VHUV�FDQ�QRZ�SHUIRUP�WKHLU�UHJXODU�WDVNV�ERRWLQJ�LQ
XQWUXVWHG�PRGH�� IRU� H[DPSOH�� WKH\� FDQ� HGLW� GRFXPHQWV
DQG�GRZQORDG�GRFXPHQWV�WR�EH�VLJQHG�IURP�WKH�QHWZRUN�
3HULRGLFDOO\��H�J��WZLFH�D�GD\��WKH\�ERRW�LQ�WUXVWHG�PRGH�
YLHZ� WKH�GRFXPHQWV�ZLWK� WKH� DXWKHQWLFDWHG�YLHZHU�� DQG
VLJQ�WKHP�XVLQJ�D�VPDUW�FDUG�

1RWH� WKDW� LQ� D� VLPLODU� VFHQDULR� WKH� UHVSRQVLELOLW\� RI
WKH�V\VWHP�DGPLQLVWUDWRU�LV�JUHDWO\�UHGXFHG��+H�PXVW�QRW
NHHS� XQGHU� FRQVWDQW� PRQLWRULQJ� D� ODUJH� QXPEHU� RI
FULWLFDO�ZRUNVWDWLRQV�DQG��RQ�WKH�RWKHU�KDQG��XVHUV�GRQ
W
KDYH� WR� WUXVW� WKH� V\VWHP� DGPLQLVWUDWRU� ZKHQ� WKH\� VLJQ
FULWLFDO�GRFXPHQWV��$V�IDU�DV�XVHUV�SUHVHUYH�WKH�LQWHJULW\
RI� WKH�ERRW�PHGLD�� WKHUH� LV�QR�QHHG� WR�SUHYHQW�SK\VLFDO
DFFHVV�WR�WKHLU�ZRUNVWDWLRQV�ZKHQ�WKH\�DUH�QRW�UXQQLQJ�LQ
WUXVWHG�PRGH�

$QRWKHU�VLWXDWLRQ�LQ�ZKLFK�7UXVWHG%R[�FDQ�EH�ZRUWK
XVLQJ� LV� IRU� UXQQLQJ� VSHFLDOL]HG� VHUYHUV�� L�H�� VHUYHUV
UXQQLQJ� D� UHVWULFWHG� QXPEHU� RI� DSSOLFDWLRQV�� ([DPSOHV
DUH�FULWLFDO�:HE�VHUYHUV�RU� ILUHZDOOV��5XQQLQJ�D� V\VWHP
OLNH�D�:HE�VHUYHU�LQ�WUXVWHG�PRGH�FRXOG�JUHDWO\�OLPLW�WKH
SRWHQWLDO�GDPDJH�E\�DQ�LQWUXGHU�WKDW�JDLQV�XQDXWKRUL]HG
DFFHVV�WR�WKH�V\VWHP��,Q�WKH�SDVW�PRQWKV��IRU�H[DPSOH��D
QXPEHU�RI�:HE�VLWHV�KDYH�EHHQ�KDFNHG��$�W\SLFDO�DWWDFN
FRQVLVWV� RI� D� UHSODFHPHQW� RI� VRPH� :HE� SDJHV� ZLWK� D
PRGLILHG�YHUVLRQ�RI�WKH�VDPH�SDJHV��7KLV�NLQG�RI�DWWDFN
FDQ� VHULRXVO\� GDPDJH� WKH� FUHGLELOLW\� RI� D� ODUJH
RUJDQL]DWLRQ�

,I�D�7%�NHUQHO�LV�XVHG�WR�UXQ�WKH�:HE�VHUYHU�DQG�WKH
:HE�SDJHV�DUH�DGGHG�WR�WKH�V\VWHP�LQWHJULW\�GDWDEDVH��LW
ZRXOG�EH�YLUWXDOO\�LPSRVVLEOH�WR�E\SDVV�WKH�NHUQHO�OHYHO
LPSRVHG�UHVWULFWLRQV�WR�PRGLI\�WUXVWHG�ILOHV�

/LNHZLVH�� LW� ZRXOG� EH� UHDOO\� KDUG� WR� PRGLI\� WKH
FRQILJXUDWLRQ�RI�D�ILUHZDOO�WKDW�UXQV�RQ�WKH�WRS�RI�D�7%
NHUQHO��$�VHFXULW\�FRPSDQ\�FRXOG� LQVWDOO� DQG�FRQILJXUH
ILUHZDOOV�ZKRVH� FRQILJXUDWLRQ� FDQQRW� EH�PRGLILHG� HYHQ
E\� WKH� FXVWRPHU�� ,Q� WKLV� ZD\�� LW� VKRXOG� EH� SRVVLEOH� WR
DYRLG� D� SRWHQWLDO� GLVSXWH� DERXW� D� ILUHZDOO
PLVFRQILJXUDWLRQ��VLQFH�WKH�ILUHZDOO�FRXOG�RQO\�UXQ�ZLWK
WKH�SURYLGHG�FRQILJXUDWLRQ�



�� /LPLWDWLRQV�RI�7UXVWHG%R[

'HVSLWH� WKH� YDOXDEOH� KHOS� RI� 7UXVWHG%R[� LQ� WKH
SURWHFWLRQ� RI� V\VWHP� LQWHJULW\�� LW� KDV� VRPH� LQKHUHQW
OLPLWDWLRQV�

)URP� D� VHFXULW\� SRLQW� RI� YLHZ�� RQH� RI� WKH� PRVW
IXQGDPHQWDO� OLPLWDWLRQV� LV� WKDW� 7UXVWHG%R[� GRHV� QRW
DXWKHQWLFDWH�WKH�KDUGZDUH�DQG�WKH�ILUPZDUH��,Q�SDUWLFXODU
WKH�VRIWZDUH� WKDW� LV�H[HFXWHG�ZKHQ� WKH�V\VWHP�VWDUWV�XS
DQG� WKDW� LV� UHVSRQVLEOH� IRU� VWDUWLQJ� WKH� ERRW� SURFHVV
�FDOOHG� %,26� RQ� ,QWHO�EDVHG� PDFKLQHV��� FDQQRW� EH
DXWKHQWLFDWHG��DV�LW�LV�ORDGHG�EHIRUH�WKH�NHUQHO�

,I� WKH�KDUGZDUH�RU� WKH� ILUPZDUH� LV� FRPSURPLVHG�� LQ
IDFW��WKH�XVHU�FDQQRW�EH�VXUH�WKDW�WKH�NHUQHO�WKDW�LV�ORDGHG
XSRQ�VWDUW� XS� LV� WKH� WUXVWHG�NHUQHO� WKDW� LV� VWRUHG�RQ� WKH
ERRW�GLVNHWWH��/DWHVW�SHUVRQDO�FRPSXWHUV�KDYH�D�VRIWZDUH
XSJUDGDEOH� %,26�� DQG� VHYHUDO� FRPSXWHU� YLUXVHV� GR
VLJQLILFDQW�GDPDJH�RYHUZULWLQJ� WKH�V\VWHP�%,26��7KXV�
D� SRVVLEOH� DWWDFN� WR� WKH� 7UXVWHG%R[� V\VWHP� FRXOG� EH
GRQH�UHSODFLQJ�WKH�V\VWHP�%,26�ZLWK�D�PRGLILHG�YHUVLRQ
WKDW�� IRU� H[DPSOH�� SHUIRUPV� D� GLIIHUHQW� ERRWVWUDS
SURFHVV�� 6LQFH� WKH� DXWKHQWLFDWLRQ� VWDUWV� RQO\� DIWHU� WKDW
WKH�NHUQHO�KDV�EHHQ�ORDGHG��WKHUH�LV�QR�DXWKHQWLFDWLRQ�RI
WKH�XQGHUO\LQJ�OD\HUV�

V\VWHP�%,26

H[SDQVLRQ�520V

ERRW�EORFN

RSHUDWLQJ�V\VWHP

OLEUDULHV

DSSOLFDWLRQV

$(*,6

7UXVWHG%R[

)LJXUH����7UXVWHG%R[�DQG�WKH�$(*,6�DUFKLWHFWXUH

7KLV�SUREOHP� LV�GLVFXVVHG�DQG�DGGUHVVHG� LQ� >$5%@�
WKDW�SURSRVHV�D�VHFXUH�ERRWVWUDS�DUFKLWHFWXUH��7KH�VHFXUH
ERRWVWUDS� SURFHVV�� FDOOHG� $(*,6�� HQVXUHV� WKH� LQWHJULW\
RI� WKH� ERRWVWUDS� FRGH� FRPSXWLQJ� D� FU\SWRJUDSKLF� KDVK
IRU� WKH� V\VWHP� %,26�� DQ\� RWKHU� ILUPZDUH� �HJ�� JUDSKLF
FDUG�DQG�GLVN�FRQWUROOHUV��DQG�WKH�ERRW�VHFWRU��7KH�KDVK
YDOXHV� DUH� FRPSDUHG� ZLWK� D� VLJQDWXUH� DVVRFLDWHG� ZLWK
HDFK� FRPSRQHQW� DQG� VWRUHG� RQ� D� UHDG�RQO\� PHPRU\�
$(*,6�UHOLHV�RQ�D� WUXVWHG�V\VWHP�520��FRQWDLQLQJ� WKH
YHULILFDWLRQ� FRGH� DQG� WKH� FU\SWRJUDSKLF� FHUWLILFDWHV�� $
EDVLF�DVVXPSWLRQ��RI�FRXUVH��LV�WKDW�QR�XQDXWKRUL]HG�XVHU
FDQ� DFFHVV� WKH� V\VWHP� PRWKHUERDUG� DQG� UHSODFH� WKH
520�

6LQFH� $(*,6� DGGUHVVHV� WKH� SUREOHP� RI� YDOLGDWLQJ
DQ\� OD\HU� WKDW� LV� QRW� FKHFNHG� E\� 7UXVWHG%R[�� LW� LV
SRVVLEOH� WR� VD\� WKDW� XVLQJ� ERWK� RI� WKHP� RQ� WKH� VDPH
V\VWHP�ZRXOG� EH� D� JUHDW� VHFXULW\� HQKDQFHPHQW�� ,Q� WKLV
VFHQDULR��$(*,6�ZRXOG�EH�UHVSRQVLEOH�IRU�HQVXULQJ� WKH
LQWHJULW\� RI� WKH� ILUPZDUH� ERRWVWUDS� SURFHVV�� DQG
7UXVWHG%R[�ZRXOG�HQVXUH� WKH� LQWHJULW\�RI� WKH�RSHUDWLQJ
V\VWHP�GXULQJ�WKH�UHVW�RI�WKH�ERRW�SURFHVV�DQG�ZKHQ�WKH
V\VWHP�LV�UXQQLQJ��DV�VKRZQ�LQ�ILJXUH���

$QRWKHU�VHFXULW\�SUREOHP�ZLWK�7UXVWHG%R[�LV�WKDW� LW
FDQ�EH�VXEMHFW�WR�GHQLDO�RI�VHUYLFH�DWWDFNV��,I�DQ�LQWUXGHU
FKDQJHV� RU� UHPRYHV� DQ\� VLJQHG� H[HFXWDEOH� ILOH�� IRU
H[DPSOH��WKH�V\VWHP�ZLOO�QRW�H[HFXWH�WKDW�ILOH�LQ�WUXVWHG
PRGH��+RZHYHU��WKLV�LV�D�PLQRU�SUREOHP�LI�FRPSDUHG�WR
WKH� GDPDJH� RI� UXQQLQJ� D� FRPSURPLVHG� H[HFXWDEOH
GXULQJ� FULWLFDO� WDVNV�� 7KH� V\VWHP� DGPLQLVWUDWRU� VKRXOG
NHHS�D�EDFNXS�FRS\�RI�DQ\�VLJQHG�ILOH�WR�TXLFNO\�UHFRYHU
D� FRPSURPLVHG� V\VWHP�� $OWHUQDWLYHO\�� LW� FRXOG� EH
SRVVLEOH� WR�XVH�VDPH�VROXWLRQ�GLVFXVVHG� IRU� WKH�$(*,6
DUFKLWHFWXUH� LQ� >$5%�@�� This solution is based on a
trusted repository, that can either be an expansion ROM
board that contains verified copies of the required soft-
ware, or it can be a network host. In the case of
TrustedBox, the network host solution could be used,
using a protocol with strong authentication to ensure the
integrity of transferred data.

$QRWKHU� SRVVLEOH� DWWDFN� WR� D� 7UXVWHG%R[� V\VWHP
FRXOG� EH� SHUIRUPHG� PRGLI\LQJ� WKH� ZDUP�UHERRW
SURFHGXUH�RI�WKH�RSHUDWLQJ�V\VWHP�LQ�XQWUXVWHG�VWDWH�� ,Q
IDFW�� D� FRPSURPLVHG� RSHUDWLQJ� V\VWHP� FRXOG� ³SUHWHQG´
WKDW�LV�GRLQJ�D�ZDUP�UHERRW�DQG�WKDW�LW�LV�ORDGLQJ�WKH�7%
NHUQHO�� $V� D� FRQVHTXHQFH�� WKH� XVHU� FRXOG� HUURQHRXVO\
EHOLHYH� WKDW� WKH� V\VWHP� LV� LQ� WUXVWHG� VWDWH� DQG� FRXOG
SHUIRUP�FULWLFDO� WDVNV�ZKLOH� WKH�FRPSURPLVHG�V\VWHP� LV
UXQQLQJ�� )RU� WKLV� UHDVRQ�� ZH� VWURQJO\� UHFRPPHQG� WKDW
WKH�WUXVWHG�PRGH�ERRW�VKRXOG�EH�RQO\�SHUIRUPHG�DIWHU�D
FRPSOHWH� V\VWHP� SRZHU�RII�� 8QIRUWXQDWHO\�� ZH� GR� QRW
NQRZ�DQ\�ZD\�WR�LPSRVH�WKDW�XVHUV�HQWHU�LQ�WUXVWHG�PRGH
DIWHU�D�FROG�ERRW�

)LQDOO\�� WKHUH� LV�D�SRWHQWLDO� VHFXULW\�SUREOHP�GXH� WR
WKH�QHHG�WR�DOORZ�XVHUV�ERRWLQJ�IURP�DQ�H[WHUQDO�PHGLD�
,Q� PDQ\� VLWXDWLRQV� XVHUV� DUH� QRW� SHUPLWWHG� WR� ERRW� D
V\VWHP� IURP� D� GLVNHWWH�� DV� WKH\� FRXOG� ERRW� ZLWK� DQ
RSHUDWLQJ� V\VWHP� WKDW� DOORZV� WR� DFFHVV� WKH� ILOH� V\VWHP
E\SDVVLQJ� DOO� VHFXULW\� FKHFNV�� 6LQFH�ZH� FDQQRW� LPSRVH
WKLV� UHVWULFWLRQ�� RQH� SRVVLEOH� VROXWLRQ� LV� WR� XVH
7UXVWHG%R[� LQ� FRPELQDWLRQ� ZLWK� D� FU\SWRJUDSKLF� ILOH
V\VWHP��VXFK�DV�>&)6@��RU�XVLQJ�D�VSHFLDO�ERRW�GHYLFH��DV
H[SODLQHG� LQ� WKH� 6HFWLRQ� ³)XWXUH� :RUNV´�� $QRWKHU
SRVVLEOH� VROXWLRQ� LV� WKH� XVDJH� RI� D� PRGLILHG� V\VWHP
%,26�WKDW�DXWKHQWLFDWHV�WKH�ERRW�PHGLD��VR�WKDW�LW�LV�QRW
SRVVLEOH�WR�ERRWVWUDS�ZLWK�D�GLIIHUHQW�RSHUDWLQJ�V\VWHP�

)URP�D�SUDFWLFDO�SRLQW�RI� YLHZ�� D�PDMRU� SUREOHP� LV
WKH�QHHG� WR�UHERRW� WKH� V\VWHP� WR�HQWHU� LQ� WUXVWHG�PRGH�



7KLV�FRXOG�EH�D�VHULRXV�SUREOHP�LI�WKH�DFWLYLW\�UHTXLUHV�D
IUHTXHQW� VZLWFK� EHWZHHQ� FULWLFDO� WDVNV� DQG� QRQ�FULWLFDO
WDVNV��7KLV�LV�DQ�LQKHUHQW�OLPLWDWLRQ�RI�RXU�DSSURDFK��WKDW
GRHV�QRW�ILW�YHU\�ZHOO�LQ�VXFK�VLWXDWLRQV�

,W�FRXOG�EH�SRVVLEOH�WR�VHW�XS�D�FRQILJXUDWLRQ�ILOH� WR
UXQ� DV� PDQ\� DSSOLFDWLRQV� DV� SRVVLEOH� LQ� WUXVWHG� PRGH�
EXW�WKHUH�DUH�VRPH�WDVNV� WKDW�FDQQRW�EH�SHUIRUPHG�ZLWK
VXFK� D� UHVWULFWHG� VHFXULW\� SROLF\�� 2QH� H[DPSOH� LV
VRIWZDUH�GHYHORSPHQW��LW�LV�QRW�SRVVLEOH�WR�FRPSLOH�DQG
UXQ� DSSOLFDWLRQV� LQ� WUXVWHG� PRGH�� EHFDXVH� DQ\� ELQDU\
JHQHUDWHG�GXULQJ�WKH�WUXVWHG�VHVVLRQ�FDQQRW�DSSHDU�LQ�WKH
FRQILJXUDWLRQ� ILOH� DQG�� WKXV�� FDQQRW� EH� H[HFXWHG�� $
WUXVWHG� VHVVLRQ�� KRZHYHU�� FRXOG� EH� XVHG� WR� FRPSLOH
VHFXUH�DSSOLFDWLRQV�RU�VHW�XS�VDIH�VFULSWV�ZLWKRXW�UXQQLQJ
WKHP�

�� ([LVWLQJ�6ROXWLRQV

0DQ\� DYDLODEOH� VHFXULW\� WRROV� WU\� WR� DGGUHVV� WKH
SUREOHP�RI�V\VWHP�LQWHJULW\��2QH�RI�WKH�PRVW�SRSXODU�LQ
WKH�81,;�ZRUOG� LV�SUREDEO\�7ULSZLUH� >.,0@��7ULSZLUH
KHOSV� WKH� V\VWHP� DGPLQLVWUDWRU� WR� GHWHFW� ILOH� WDPSHULQJ
E\� FRPSDULQJ� WKH� FU\SWRJUDSKLF� VLJQDWXUH� RI� HDFK
SURWHFWHG� ILOH� DJDLQVW� D� VLJQDWXUH� VWRUHG� LQ� D� GDWDEDVH�
6HYHUDO� VLJQDWXUH� DOJRULWKPV� FDQ� EH� FKRVHQ�� LQFOXGLQJ
0'��>0'�@��0'��>0'�@�DQG�6+$�>6+$@��7R�SUHYHQW
WKH�GDWDEDVH� IURP�EHLQJ� DOWHUHG�� WKH� DXWKRUV� VXJJHVW� WR
VWRUH� LW� RQ� VRPH� WDPSHU�SURRI�PHGLD�� 6LPLODU� WRROV� DUH
$73�>$73@��WKDW�HPSOR\V�D�GXDO�VLJQDWXUH�����ELW�&5&
DQG�0'���WR�YHULI\�ILOHV��DQG�%LQDXGLW�>%63@�

&236� LV� DQ� LQWUXVLRQ� GHWHFWLRQ� WRRO� WKDW� FKHFNV� D
81,;�KRVW�IRU�ZHOO�NQRZQ�YXOQHUDELOLWLHV�LQ�WKH�V\VWHP
VHW� XS�� ,W� IRFXVHV� RQ� WKLQJV� OLNH� LQDSSURSULDWH
SHUPLVVLRQV� VHW� RQ� ILOHV� DQG� GLUHFWRULHV�� PLVVLQJ� RU
LQDGHTXDWH� SDVVZRUG� VHFXULW\�� SRWHQWLDOO\� GDQJHURXV
VHWXLG�SURJUDPV�DQG�VLPLODU�SUREOHPV��$IWHU�LWV�UHOHDVH�
&236�KDV�EHHQ�H[WHQGHG�WR�LQFOXGH�DQ�LQWHJULW\�FKHFNHU�
WKH� FUFBFKHFN� SURJUDP�� EDVHG� RQ� D� VLPSOH� &5&
FKHFNVXP�RI�WKH�ILOHV�EHLQJ�PRQLWRUHG�

$V� SUHYLRXVO\� SRLQWHG� RXW�� D� PDLQ� GLVDGYDQWDJH� RI
VXFK� WRROV� LV� WKDW� WKH\� UHO\� RQ� WKH� LQWHJULW\� RI� WKH
RSHUDWLQJ� V\VWHP� DQG� RWKHU� FULWLFDO� SURJUDPV�� (YHQ� LI
VXFK� WRROV� DUH� VWRUHG� RQ� D� UHDG�RQO\� PHGLD�� LW� LV� YHU\
VLPSOH�� IRU� H[DPSOH�� WR�PRGLI\� WKH� VRXUFH� FRGH� RI� DQ\
SXEOLF� GRPDLQ� VKHOO� WR� WUDS� DQ\� LQYRFDWLRQ� RI
�XVU�ELQ�FRSV� RU� �XVU�ELQ�WULSZLUH� DQG� H[HFXWH� D
WDPSHUHG�YHUVLRQ�RI�VXFK�WRROV��$QRWKHU�GLVDGYDQWDJH�LV
WKDW�WUDGLWLRQDO�WRROV�KDYH�WR�EH�UXQ�SHULRGLFDOO\�DQG�WKH\
FDQQRW� JXDUDQWHH� D� FRQVWDQW� LQWHJULW\� RI� WKH� V\VWHP�
7KHUHIRUH�� VXFK� WRROV� DUH� D� YDOXDEOH� KHOS� WR� GHWHFW
WDPSHULQJ�DIWHU�LW�KDSSHQV��UDWKHU�WKDQ�SUHYHQWLQJ�LW��$V
H[SODLQHG� LQ� WKH� SUHYLRXV� VHFWLRQV�� WKH� 7UXVWHG%R[
DSSURDFK�SURYLGHV� D� FRQVWDQW�PRQLWRULQJ�RI� WKH� V\VWHP
GXULQJ�WKH�H[HFXWLRQ�LQ�WUXVWHG�PRGH�

'RPDLQ�DQG�7\SH�(QIRUFHPHQW��'7(��>:$/@�LV�DQ
DFFHVV� FRQWURO� WHFKQRORJ\� WKDW� DLPV� WR� PLQLPL]H� WKH
GDPDJH� URRW� SURJUDPV� FDQ� FDXVH� LI� VXEYHUWHG�� $Q
RSHUDWLQJ� V\VWHP� SURYLGLQJ� '7(� FDQ� EH� FRQILJXUHG� WR
HQIRUFH� D� UHVWULFWHG� VHFXULW\� SROLF\� WR� FRQILQH� URRW
SURJUDPV�LQ�GRPDLQV�IURP�ZKLFK�WKH\�FDQ�DFFHVV�RQO\�D
VXEVHW� RI� V\VWHP� REMHFWV� �ILOHV�� GHYLFHV�� HWF���� 6RPH
LPSOHPHQWDWLRQV� RI� '7(� DUH� DYDLODEOH�� IRU� H[DPSOH� DV
H[WHQVLRQV�RI� D�81,;�NHUQHO��$� GUDZEDFN� RI� WKH�'7(
DSSURDFK� LV� WKDW�� WR� EH� HIIHFWLYH�� VRPH� V\VWHP
DSSOLFDWLRQV�VKRXOG�EH�PRGLILHG�WR�IXOO\�WDNH�DGYDQWDJH
RI�'7(�PHFKDQLVPV�

6LQFH�'7(�GRHV�QRW�DGGUHVV� WKH�SUREOHP�RI� V\VWHP
LQWHJULW\�� LWV� DSSURDFK� LV� FRPSOHPHQWDU\� WR� WKH
7UXVWHG%R[�DSSURDFK��$Q� LPSOHPHQWDWLRQ�RI�'7(� LQ� D
7%� NHUQHO� FRXOG� EH� XVHIXO� WR� EHWWHU� GHILQH� D� UHVWULFWHG
VHFXULW\�SROLF\�UHTXLUHG�WR�FDUU\�RXW�FULWLFDO�WDVNV�

$Q�H[DPSOH�RI� VHFXULW\�DSSOLFDWLRQ� WKDW� LV�EDVHG�RQ
WZR� GLIIHUHQW� NHUQHOV� LV� 6LGHZLQGHU� >7+2@�
6LGHZLQGHU��LV�DQ�,QWHUQHW�ILUHZDOO�EDVHG�RQ�D�PRGLILHG
YHUVLRQ�RI�%'6�26�81,;�WKDW�LQFOXGHV�'7(��,W�XVHV�DQ
RSHUDWLRQDO� NHUQHO�� ZLWK� '7(� HQDEOHG�� DQG� DQ
DGPLQLVWUDWLYH� NHUQHO�� LQ� ZKLFK� VHFXULW\� SROLF\� FKHFNV
DUH�E\SDVVHG��6\VWHP�PDLQWHQDQFH� WDVNV� DUH� SHUIRUPHG
XQGHU�WKH�DGPLQLVWUDWLYH�NHUQHO��WKDW�FDQ�EH�VWDUWHG�E\�D
XVHU� WKDW� LV� ³SK\VLFDOO\´� FRQQHFWHG� WR� WKH� V\VWHP� DQG
RQO\�DIWHU�VKXWWLQJ�GRZQ�WKH�RSHUDWLRQDO�NHUQHO�

7KH� GLIIHUHQFH� EHWZHHQ� WKH� 6LGHZLQGHU� DQG� WKH
7UXVWHG%R[� DSSURDFK� LV� WKDW� WKH� 6LGHZLQGHU� V\VWHP
DGPLQLVWUDWRU� KDV� WR� EH� WUXVWHG�� 7KLV� EHFDXVH� DQ\
VRIWZDUH� PRGLILHG� RU� LQVWDOOHG� E\� WKH� V\VWHP
DGPLQLVWUDWRU� ZRUNLQJ� LQ� DGPLQLVWUDWLYH� PRGH� ZLOO� EH
H[HFXWHG� LQ� RSHUDWLRQDO� PRGH�� 8VLQJ� 7UXVWHG%R[�
LQVWHDG��QRERG\�EXW� WKH� VHFXULW\�DGPLQLVWUDWRU�FDQ�DOWHU
WKH�FRQILJXUDWLRQ�WKDW�ZLOO�EH�XVHG�LQ�WUXVWHG�PRGH��2QO\
WKH� VHFXULW\� DGPLQLVWUDWRU� FDQ� DXWKRUL]H� FKDQJHV� WR� WKH
V\VWHP�LVVXLQJ�D�GLJLWDO�VLJQDWXUH�IRU�WKH�V\VWHP�LQWHJULW\
GDWDEDVH�� 7KH� 6LGHZLQGHU� DSSURDFK� FDQ� EH� JRRG� IRU� D
ILUHZDOO�� WKDW� LV� QRUPDOO\� QRW� DFFHVVHG� E\� XQWUXVWHG
XVHUV��ZKHUHDV�RXU�DSSURDFK�LV�VXLWDEOH�IRU�V\VWHPV�WKDW
DUH�QRUPDOO\�XVHG�WR�UXQ�XQWUXVWHG�DSSOLFDWLRQV�

�� )XWXUH�:RUNV

:H� DUH� DFWLYHO\� ZRUNLQJ� RQ� RXU� SURWRW\SH� RI� WKH
7UXVWHG%R[� NHUQHO� WR� IXOO\� LPSOHPHQW� DOO� GLVFXVVHG
LVVXHV�� )XUWKHUPRUH�� ZH� DLP� WR� SURYLGH� DGPLQLVWUDWLYH
WRROV�WR�VLPSOLI\�WKH�WDVN�RI�WKH�VHFXULW\�DGPLQLVWUDWRU��WR
XSGDWH� WKH� V\VWHP� LQWHJULW\� GDWDEDVH�� WR� FUHDWH� WKH
WUXVWHG� ERRW� GLVNHWWH� DQG� WR� VHW� XS� DQ� DSSURSULDWH
VHFXULW\�SROLF\�

$Q� LQWHUHVWLQJ� IXWXUH� GLUHFWLRQ� ZRXOG� EH� WKH
LQWHJUDWLRQ� RI� WKH� 7UXVWHG%R[� DSSURDFK� ZLWK� RWKHU
NHUQHO�OHYHO� VROXWLRQV� WR� LPSURYH� 81,;� VHFXULW\�� VXFK



DV�'7(�DQG�FDSDELOLWLHV�>025@��$OVR��ZH�DUH�SODQQLQJ
WKH� LQWHJUDWLRQ� RI� 7UXVWHG%R[� ZLWK� WKH� $(*,6
DUFKLWHFWXUH��GLVFXVVHG�LQ�VHFWLRQ���

)LQDOO\�� ZH� DUH� LQYHVWLJDWLQJ� WKH� SRVVLELOLW\� WR� XVH
VSHFLDO� ERRW� GHYLFHV�� VXFK� DV� 3&0&,$� FDUGV�� WR� ERWK
DXWKHQWLFDWH�WKH�XVHU�WKDW�SHUIRUPV� WKH�V\VWHP�ERRW�DQG
WR�UHGXFH�WKH�ULVN�WKDW�WKH�ERRW�PHGLD� LV� WDPSHUHG��7KH
ILUPZDUH� VKRXOG� DXWKHQWLFDWH� WKH� 3&0&,$� FDUG�� ORDG
WKH�7%�NHUQHO�IURP�WKH�3&0&,$�FDUG�DQG�VWDUW�D�UHJXODU
ERRW� SURFHVV�� 7KH� 3&0&,$� FDUG� ZRXOG� DOVR� EH� VDIHU
WKDQ� D� WUDGLWLRQDO� GLVNHWWH� WR� VWRUH� WKH� WUXVWHG� ERRW
PHGLD�� EXW� ZLWK� WKH� GUDZEDFN� RI� DGGLWLRQDO� KDUGZDUH
FRVWV�

�� &RQFOXVLRQV

:H� KDYH� GHVLJQHG� DQG� LPSOHPHQWHG� D� VHFXUH
RSHUDWLQJ� HQYLURQPHQW� WKDW� FDQ� UXQ� RQ� WKH� WRS� RI� DQ
XQWUXVWHG�ILOH�V\VWHP�WR�SHUIRUP�KLJKO\�FULWLFDO�WDVNV�LQ�D
VDIH�PDQQHU�

7KDQNV� WR� LWV� PHFKDQLVPV� WR� GHILQH� D� UHVWULFWHG
VHFXULW\� SROLF\�� D� ZHOO� FRQILJXUHG� V\VWHP� UXQQLQJ� LQ
WUXVWHG� PRGH� LV� PXFK� KDUGHU� WR� DWWDFN� FRPSDUHG� WR� D
FRQYHQWLRQDO�V\VWHP��HVSHFLDOO\�IRU�LQWUXGHUV�WKDW�DLP�DW
PRGLI\LQJ�WKH�V\VWHP�FRQILJXUDWLRQ�RU�UHSODFLQJ�V\VWHP
FRPSRQHQWV�� 2Q� WKH� RWKHU� KDQG�� WKH� RQO\� XVHU
UHVSRQVLELOLW\� LV� WR� VWDUW� WKH� V\VWHP�ZLWK� D� WUXVWHG� ERRW
PHGLD�

,I� WKH� VHFXULW\� DGPLQLVWUDWRU� DQG� WKH� V\VWHP
DGPLQLVWUDWRU�DUH�GLVWLQFW�HQWLWLHV��IXUWKHUPRUH��XVHUV�GR
QRW� KDYH� WR� WUXVW� WKH� V\VWHP� DGPLQLVWUDWRU�� DV� QRUPDOO\
KDSSHQV�

7KH� DELOLW\� WR� ERRW� LQ� XQWUXVWHG�PRGH� RU� LQ� WUXVWHG
PRGH�� VR� WKDW� WKH� VDPH� V\VWHP� FDQ� EH� XVHG� ERWK� IRU
XQVDIH�DQG�VHFXUH�RSHUDWLRQV��PDNHV�7UXVWHG%R[�D�YHU\
LQWHUHVWLQJ�DQG� LQH[SHQVLYH�VROXWLRQ�IRU�D� ODUJH�QXPEHU
RI�DSSOLFDWLRQ�ILHOGV�

'LJLWDO�VLJQDWXUH�V\VWHPV�DQG�VHFXUH�VHUYHUV�DUH�MXVW
WZR�FDVHV�LQ�ZKLFK�7UXVWHG%R[�FRXOG�EH�DGRSWHG��EXW�LW
ZRXOG�EH�YHU\�HDV\� WR� WKLQN� DERXW� D�QXPEHU�RI� VLPLODU
VLWXDWLRQV�

5HIHUHQFHV
>:$/@�:DONHU�.��0��HW�DO��� �&RQILQLQJ�5RRW�3URJUDPV�ZLWK
'RPDLQ� 7\SH� (QIRUFHPHQW� �'7(���� LQ� 3URFHHGLQJV� RI� 6L[WK
86(1,;�6HFXULW\�6\PSRVLXP��6DQ�-RVH��&DOLIRUQLD��������

>.,0@� .LP� *�� +��� 6SDIIRUG� (�� +��� �7KH� 'HVLJQ� DQG
,PSOHPHQWDWLRQ�RI�7ULSZLUH��D�)LOH�6\VWHP�,QWHJULW\�&KHFNHU��
LQ� 3URFHHGLQJV� RI� �QG� � $&0� &RQIHUHQFH� RQ� &RPSXWHU� DQG
&RPPXQLFDWLRQV�6HFXULW\�������

>%'*@� %DGJHU� /�� HW� DO�� ³$� 'RPDLQ� DQG� 7\SH� (QIRUFHPHQW
81,;�3URWRW\SH´��86(1,;�&RPSXWLQJ�6\VWHPV��9RO����1R�
��������

>7+2@� 7KRPVHQ� '�� -��� ³6LGHZLQWHU�� &RPELQLQJ� 7\SH
(QIRUFHPHQW� DQG� 81,;´�� 3URF�� ��WK� &RPSXWHU� 6HFXULW\
$SSOLFDWLRQ�&RQIHUHQFH��2UODQGR��)/��������

>9(1@� 9HQHPD� :��� ³5RRW� .LW´�� 3UHVHQWDWLRQ� DW� 685)QHW
&(57�1/�6*&�6(&�66&�:RUNVKRS��0D\������

>)$5@� )DUPHU� '��� ³7KH� &236� 6HFXULW\� &KHFNHU� 6\VWHP´�
3URFHHGLQJV� RI� WKH� 6XPPHU� ����� 86(1,;� &RQIHUHQFH�
$QDKHLP��&$��S������

>$73@� '�� 9LQFHQ]HWWL�� 0�� &RWUR]]L�� ³$73� DQWL� WDPSHULQJ
SURJUDP´�� SURFHHGLQJV� RI� WKH� 6HFXULW\� ,9� &RQIHUHQFH�
%HUNHOH\��&$��������86(1,;�$VVRFLDWLRQ�

>%63@�0��%LVKRS��³$XGLWLQJ�ILOHV�RQ�D�QHWZRUN�RI�PDFKLQHV´�
6HFXULW\�:RUNVKRS��86(1,;�������

>$5%@�$UEDXJK�:��$���)DUEHU�'��-���6PLWK�-��0���³$�6HFXUH
DQG�5HOLDEOH�%RRWVWUDS�$UFKLWHFWXUH´��LQ�3URFHHGLQJV�RI�,(((
6\PSKRVLXP� RQ� 6HFXULW\� DQG� 3ULYDF\�� 2DNODQG� �&DOLIRUQLD��
�����

>$5%�@� $UEDXJK� :�� $��� )DUEHU� '�� -��� 6PLWK� -�� 0��
³$XWRPDWHG�5HFRYHU\�LQ�D�6HFXUH�%RRWVWUDS�3URFHVV´��,QWHUQHW
6RFLHW\� 6\PSRVLXP� RQ� 1HWZRUN� DQG� 'LVWULEXWHG� 6\VWHP
6HFXULW\��61'66��LQ�6DQ�'LHJR��0DUFK������������

>6+$@� 1DWLRQDO� ,QVWLWXWH� IRU� 6WDQGDUGV� DQG� 7HFKQRORJ\�
³6HFXUH� +DVK� 6WDQGDUG´�� )HGHUDO� ,QIRUPDWLRQ� 3URFHVVLQJ
6WDQGDUGV� 3XEOLFDWLRQ� ����� *RYHUQPHQW� 3ULQWLQJ� 2IILFH�
:DVKLQJWRQ��'�&��������

>0'�@� 5LYHVW� 5�� /��� ³7KH�0'��PHVVDJH� GLJHVW� DOJRULWKP´�
$GYDQFHV�LQ�&U\SWRORJ\�±�&U\SWR�¶���������

>0'�@� 5LYHVW� 5�� /��� ³5)&� ������ 7KH�0'��PHVVDJH�GLJHVW
DOJRULWKP´�� WHFKQLFDO� UHSRUW�� ,QWHUQHW� $FWLYLWLHV� %RDUG�� $SULO
�����

>56$@�5��/��5LYHVW��$��6KDPLU� DQG�/��$GHOPDQ�� ³$�PHWKRG
IRU�REWDLQLQJ�GLJLWDO�VLJQDWXUHV�DQG�SXEOLF�NH\�FU\SWRV\VWHP´�
&RPPXQ��2I�$&0��9RO������1R�����SS�����������)HE�������
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